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1 Preface

Modern server systems are becoming increasingly complex. The requirements
with respect to the management of such systems are growing accordingly.

In response to this development, a number of vendors founded the “Intelligent
Platform Management Interface” (IPMI) initiative with the objective of defining a
standardized, abstract, message-based interface between the central system
controller (Baseboard Management Controller - BMC) and intelligent hardware
for platform management. For further details on IPMI, please refer to section
"IPMI - technical background" on page 26.

The integrated Remote Management Controller iRMC S4 represents a BMC
with integrated LAN connection and extended functionality. In this way, the
iRMC S4 offers comprehensive control over PRIMERGY servers, irrespective of
the system status. In particular, the iRMC S4 allows for out-of-band
management (Lights Out Management, LOM) of PRIMERGY servers. Out-of-
band management uses of a dedicated management channel that enables a
system administrator to monitor and manage servers via remote control
regardless of whether the server is powered on.
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Preface

As an autonomous system on the system board of a modern PRIMERGY
server, the IRMC S4 has its own operating system, its own web server, separate
user management and independent alert management. The iRMC S4 remains
powered up even when the server is in stand-by mode.

Beyond making it possible to manage a PRIMERGY server out-of-band, the
enhanced functionality of the newest version of the iIRMC S4, which comes with
an integrated SD card, allows for comprehensive lifecycle management of a
PRIMERGY server. As life cycle management is largely integrated
("embedded") in and entirely controlled by the iRMC S4, it is called "embedded
Life Cycle Management (eLCM)".

Some eLCM functions require the IRMC S4 to communicate and cooperate with
the ServerView Agentless Service running on the managed server.
Communicating with the ServerView Agentless Service also provides the
iRMC S4 with additional in-band information.

This manual describes how to configure the iRMC S4 and the various user
interfaces available.
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Purpose and target groups of the manual

1.1 Purpose and target groups of the manual

This manual is aimed at system administrators, network administrators, and
service staff who have a sound knowledge of hardware and software. It provides
basic information on the technology behind IPMI and deals with the following
aspects in detail:

Logging on to the iRMC S4

Configuring the iRMC S4

User management on the iRMC S4

Advanced Video Redirection via iRMC S4

Virtual Media via iRMC S4

iRMC S4 web interface

Telnet/SSH-based interface (Remote Manager) of the iRMC S4

e Configuring the iIRMC S4 with the Server Configuration Manager
e Updating the firmware
e Remote installation of the operating system via iRMC S4
e Appendix IPMI OEM Commands

— IPMI OEM Commands

— Configuring the iRMC S4 via SCCI and scripted configuration
Service
If you have any further questions on remote management for PRIMERGY
servers, contact the service and support partners responsible for you.
Other information

http://www.ts.fujitsu.com
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Functions of the iRMC S4

1.2  Functions of the iRMC S4 (overview)

The iRMC S4 supports a wide range of functions that are provided by default.
With Advanced Video Redirection (AVR) and Virtual Media, the iRMC S4 also
provides two additional advanced features for the remote management of
PRIMERGY servers. To use AVR, virtual Media and embedded Lifecycle
Management (eLCM), you require a valid license key, which can be purchased
separately.

Standard functions of the iRMC S4

Browser access

The iRMC S4 features its own web server which can be accessed by the
management station from a standard web browser.

Security (SSL, SSH)

Secure access to the Web server and secure graphical console redirection
including mouse and keyboard can be provided over HTTPS/SSL. An
encrypted connection protected using SSH mechanisms can be set up to
access the iRMC S4 using the Remote Manager. The Remote Manager is
an alphanumeric user interface for the iRMC S4.

ServerView Integration

The ServerView agents detect the iIRMC S4 and automatically assign it to
the relevant server. This means that it is possible to start the iRMC S4 web
interface and text console redirection using the ServerView Remote
Management Frontend directly from ServerView Operations Manager.

Communication between the iRMC S4 and the ServerView Agentless
Service (as of ServerView Operations Manager 7.0) allows for enhanced
out-of-band management of PRIMERGY servers.

Power management

Irrespective of the status of the system, you have the following options for
powering the managed server up or down from the remote workstation

— using the iRMC S4 web interface
— using the Remote Manager and the command line interface (CLP)
— with a script.

16
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Functions of the iRMC S4

Power consumption control

The iRMC S4 allows comprehensive power consumption control on the
managed server. In addition, you can specify the mode (minimum power
consumption or maximum performance) that the iRMC S4 uses to control
power consumption on the managed server. You can switch between these
modes as required.

Customer Self Service (CSS)

Summary tables for the server components, sensors and the power supply
on the iIRMC S4 web interface provide information in a separate column as
to whether the server component affected is a CSS component or not. In
addition, error list of the system event log (SEL) shows for every event
whether it has been triggered by a CSS component.

Text console redirection

You can start a Telnet/SSH session to the iRMC S4 from the ServerView
Remote Management Frontend. This calls the Remote Manager, via which
you can start a text console redirection session.

Basic functions of a BMC

The iRMC S4 supports the basic functions of a BMC such as voltage
monitoring, event logging and recovery control.

“Headless” system operation

The managed server does not require a mouse, monitor or keyboard to be
connected. The benefits of this include lower costs, far simpler cabling in the
rack and increased security.

Identification LED

To facilitate identification of the system, for instance if it is installed in a fully
populated rack, you can activate the identification LED from the iRMC S4
web interface.

Global error LED

A global error LED informs you of the status of the managed system at all
times and at the same time shows the CSS (Customer Self Service) status.

Power LED

The power LED informs you whether the server is currently switched on or
off.

iRMC S4 17



Functions of the iRMC S4

e S5LED

The S5 LED informs you on the power status of the server.
e CIM support

The iRMC S4 supports CIM-XML, WS-Man, and Smash-CLP
e LAN

On some systems, the LAN interface of the fitted system NIC (Network
Interface Card) on the server is reserved for the management LAN. On other
systems, you have the option of configuring this LAN interface to

— reserve it for the management LAN
— set it up for shared operation with the system or
— make it completely available to the system.

The ports marked with a wrench symbol are assigned to the iRMC S4 (see
figure 7 on page 44).

e Network Bonding

Network bonding for the iRMC S4 is designed for redundancy in the event of
Ethernet network adapter failures. Thus, iIRMC S4 network management
traffic is protected from loss of service which occurs due to failure of a single
physical link.

The iRMC S4 supports the active-backup mode, i. e. one port is active until
the link fails, then the other port takes over the MAC and becomes active.

e SNMPv1/v2c/v3 support

You can configure an SNMP service on the iRMC S4 which supports
SNMPv1/v2c/v3 GET requests on SNMP SC2 MIB (Sc2.mib), SNMP MIB-
2, SNMP OS.MIB, and SNMP STATUS.MIB.

When the SNMP service is enabled, information on devices such as fans,
temperature sensors etc. can be made available directly out-of-band from
the iRMC S4 on any system running an SNMP Manager.

e Command line interface (CLP)

In addition to the Remote Manager, the iRMC S4 also supports SMASH CLP
(System Management Architecture for Server Hardware Command Line
Protocol) as standardized by the DMTF (Distributed Management Task
Force).
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e Simple configuration - interactive or script-based
The following tools are available for configuring the iRMC S4:

— iRMC web interface
— Server Configuration Manager
— UEFI BIOS Setup

It is also possible to carry out configuration with the Server Configuration
Manager or IPMIVIEW using scripts. This means that it is possible to
configure the iIRMC S4 when the server is first configured via ServerView
Installation Manager. It is also possible to configure a large number of
servers on the basis of scripts.

e Support for the LocalView service panel

If PRIMERGY servers are equipped with a ServerView local service panel,
this module allows you to determine what module is faulty and whether you
can replace the faulty module yourself.

e Local user management

The iRMC S4 has its own user management function which allows up to
16 users to be created with passwords and to be assigned various rights
depending on the user groups they belong to.

e Global user management using a directory service

The global user IDs for the iRMC S4 are stored centrally in the directory
service's directory. This makes it possible to manage the user identifications
on a central server. They can therefore be used by all the iIRMC S4s that are
connected to this server in the network.

The following directory services are currently supported for iRMC S4 user
management:

Microsoft® Active Directory
Novell® eDirectory
OpenLDAP

OpenDS

e CAS-based single sign-on (SSO) authentication

The iRMC S4 supports Centralized Authentication Service (CAS)
configuration, which allows you to configure the iRMC S4 web interface for
CAS-based single sign-on (SSO) authentication.
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The first time a user logs in to an application (e.g. the iRMC S4 web
interface) within the SSO domain of the CAS service, they are prompted for
their credentials by the CAS-specific login screen. Once they have been
successfully authenticated by the CAS service, the user is granted access
to the IRMC S4 web interface as well as to any other service within the SSO
domain without being prompted for login credentials again.

e DNS/DHCP

The iRMC S4 provides support for automatic network configuration. It has a
default name and DHCP support is set by default so that the iIRMC S4 gets
its IP address from the DHCP server. The iRMC S4 name is registered by

the Domain Name System (DNS). Up to five DNS servers are supported. If
DNS/DHCP is not available, the iRMC S4 also supports static IP addresses.

e Power supply
The iRMC S4 is powered by the standby supply of the system.
o Alert management

The alert management facility of the iRMC S4 provides the following options
for forwarding alerts (alerting):

— Platform Event Traps (PET) are sent via SNMP.
— Direct alerting by email.

In addition, the iRMC S4 provides the ServerView agents with all the relevant
information.

o Read, filter and save the system event log (SEL).
You can view, save and delete the contents of the SEL
— by using the iRMC S4 web interface or

— by using the Telnet/SSH-based interface (Remote Manager) of the
iRMC S4.

e Read, filter and save the internal event log (iEL).
You can view, save and delete the contents of the iEL
— by using the iRMC S4 web interface or

— by using the Telnet/SSH-based interface (Remote Manager) of the
iRMC S4.
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Extended functionality of the iRMC S4

Alongside the standard functionality, the iRMC S4 also supports the Advanced
Video Redirection, Virtual Media functions, and embedded Lifecycle
Management (eLCM).

Advanced Video Redirection (AVR)

The iRMC S4 supports Advanced Video Redirection which offers the
following benefits:

Operation over a standard web browser. No additional software needs to
be installed in the management station other than the Java Runtime
Environment.

System-independent graphical and text console redirection (including
mouse and keyboard).

Remote access for boot monitoring, BIOS administration and operation
of the operating system.

AVR supports up to two simultaneous “virtual connections” for working
on a server from a different location. It also reduces the load on the
network by using hardware and video compression.

Local monitor-off support: It is possible to power down the local screen
of the managed PRIMERGY server during an AVR session in order to
prevent unauthorized persons from observing user input and actions
carried out on the local server screen during the AVR session.

Low bandwidth

In the case of a reduced data transfer rate, you can configure a lower
bandwidth (bits per pixel, bpp) in terms of color depth for your current
AVR session.

Virtual Media

The Virtual Media functionality makes a “virtual” drive available which is
physically located on a remote workstation or made available centrally on the
network using the Remote Image Mount functionality.

The “virtual” drives available with Virtual Media are simply managed in much
the same way as local drives and offer the following options:

Read and write data.
Boot from Virtual Media.
Install drivers and small applications.
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— Update BIOS from remote workstation.
(BIOS update via USB)

Virtual Media supports the following device types to provide a “virtual drive”
on the remote workstation:

— CDROM

— DVD ROM

— Memory stick

— Floppy image

— CDISO image

— DVD ISO image

— Physical Harddisk Drive
— HDD ISO image

The Remote Image Mount functionality provides ISO images centrally on a
network share in the form of a “virtual drive”.

Embedded Lifecycle Management (eLCM)

By integrating a comprehensive lifecycle management functionality in the
firmware of the current iRMC S4, the embedded Lifecycle Management
(eLCM) solution of the FUJITSU ServerView Suite allows you to control
lifecycle management of PRIMERGY servers with a few mouse clicks
centrally from the iRMC S4 web interface without the need of handling with
physical devices.

eLCM provided by the iRMC S4 comprises the following functions:
— eLCM update management

— eLCM image management

— eLCM health management (PrimeCollect)

For details see the manual "ServerView embedded Lifecycle Management
(eLCM)".
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1.3 Communication interfaces of the iRMC S4

The iRMC S4 provides the following communication interfaces:

iRMC S4 web interface (web interface)

The connection to the iRMC S4 web server is established over a standard
web browser (e.g. Microsoft Internet Explorer, Mozilla Firefox).

Among other things, the web interface of the iRMC S4 provides you with
access to all system information and data from the sensors such as fan
speeds, voltages, etc. You can also configure text-based console redirection
and start graphical console redirection (Advanced Video Redirection, AVR).
In addition, administrators can fully configure the iRMC S4 over the web
interface. Secure access to the iIRMC S4 web server can be provided with
HTTPS/SSL.

Operation of the iRMC S4 over the web interface is described in chapter
"IRMC S4 web interface" on page 123.

Remote Manager: Text-based Telnet/SSH interface via LAN
You can call the Remote Manager

— from the ServerView Remote Management Frontend,
— directly from a Telnet/SSH client.

The alphanumeric user interface of the Remote Manager provides you with
access to system and sensor information, power management functions and
the error event log. In addition, you can launch text console redirection or a
SMASH CLP shell. If you call the Remote Manager over SSH (Secure Shell),
the connection between the Remote Manager and the managed server is
encrypted.

Operation of the iRMC S4 using the Remote Manager is described in
chapter "IRMC S4 via Telnet/SSH (Remote Manager)" on page 359.

Remote Manager (Serial): Text-based serial interface over Serial 1

The Remote Manager (serial) interface is identical to the Remote Manager
interface.
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1.4

Font panel LEDs controlled by the iRMC S4

The iRMC S4 controls the status LEDs which are located on the front panel of
the server. The LEDs and the layout of how they are arranged differ depending
on the server type.

Status LEDs on the front panel (Nexperience design):

Status of the Server LED on the Server
S5 LED (green) Power LED (green)
AC-OFF off off
S5 (shutdown) on off
SO (power on) off on
S3 (sleep mode) off blinking with 1Hz
(BIOS controlled)
iRMC S4 not ready on blinking with 0,5 Hz
(IRMC S4controlled)
Power-on Delay on on

Status LEDs on the front panel (legacy design):

Status of the Server

Power LED on the Server

AC-OFF off
S5 (shutdown) orange
SO green
(power on)
S3 blinking green with 1Hz

(sleep state)

(BIOS controlled)

iRMC S4 not ready

blinking alternately in orange/green with 1 Hz (iRMC
S4 controlled)

Power-on Delay

yellow
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1.5 Communication protocols used by the
iRMC S4
The communication protocols and ports used by the iRMC S4 are shown in
table 1.
Remote side of | Communication | iRMC S4 side of the | Configurable | Enabled by
the connection | direction connection default
(port no. / protocol)
RMCP — 623/UDP no yes
«— 623/UDP
HTTP port - 80/TCP yes yes
«— 80/TCP
HTTPs port - 443/TCP yes yes
«— 443/TCP
Telnet - 3172/TCP yes no
“— 3172/TCP
SSH - 22/TCP yes yes
«— 22/TCP
SNMP - 161/UDP no no
(general mess.) - 161/UDP
SNMP Trap - 162/UDP no yes
LDAP - 389/TCP/UDP yes no
«— 389/TCP/UDP
LDAP SSL - 636/TCP/UDP yes no
«— 636/TCP/UDP
Email / SMTP - 25/TCP yes no
«— 25/TCP
Table 1: Communication protocols and ports used by the iRMC S4
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1.6 IPMI - technical background
The iRMC S4 makes the BMC functions available over the IPMI interface.

Intelligent Platform Management

The “Intelligent Platform Management” initiative is a response to the increasing
complexity of modern server systems. A number of manufacturers have joined
this initiative in order to come up with a new solution for monitoring these server
systems.

The term “Intelligent Platform Management” expresses the core aspect of this
approach to the solution: Functions for monitoring and recovery of systems are
implemented directly in the hardware and firmware for platform management.

Objective

The objective was to define a standardized, abstract and message-based
interface between the central system controller (Baseboard Management
Controller - BMC) and intelligent platform management hardware.

The standardization committees combined the central characteristics of various
platform management modules into standardized descriptions.

Definition
The IPMI specification defines:

“IPMI is a hardware level interface specification that is ‘management software
neutral’ providing monitoring and control functions that can be exposed through
standard management software interfaces such as DMI, WMI, CIM, SNMP, etc.
As a hardware level interface, it sits at the bottom of a typical management
software stack” [see section "IPMI and other management standards" on
page 27].

Advantage

The IPMI specifications ensure the independence of functions for inventory,
logging, recovery and monitoring of a system by the system processor, BIOS or
operating system.

This means that a system can still be involved in platform management when it
is shut down and turned off.
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IPMI and other management standards

IPMI is best used in conjunction with system management software running
under the relevant operating system. Integration of the IPMI functionality into the
management functionality offered by a management application and the
operating system results in a powerful platform management environment.

An overview of the relationship between IPMI and the management software
stack is shown by figure 2:

STANDARD Remote [/F

z +— (e.g. RPC, SNMP)
A Management 'In-band'
E . Applications Remote Access STANDARD SAY [F
£Eo (e.g. DMI-MIL, Sl
>z Service Provider
ey «—— STANDARD SAY IIF
W =0 SP Interface (2.g. DMICL AWM
4
% Instrumentation Code
5
2 IPMIIF Code
------------------------------------------ -— [PMIIF
B s [ IPMI HAW I/F ]
i 2
% Baseboard Management
% Controller
T

Figure 2: IPMI in the management software stack (source: IPMI specification, see section
"References" on page 33)

IPMI, IPMB and ICMB
The IPMI initiative resulted in three central standards:

— IPMLI. Intelligent Platform Management Interface Specification
describes the higher-level architecture, the current commands, event
formats, data packets and properties that are used in IPMI-based systems.

— IPMB. Intelligent Platform Management Bus
is an 12C based (write only) bus, which provides a standardized connection
between various modules in a common housing.
IPMB can also be used as a standardized interface for remote management
modules.
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— ICMB. Intelligent Chassis Management Bus
(Not currently implemented in the ServerView remote management
environment.)
provides a standardized interface for exchange of platform management
information and for control across systems. ICMB is designed in such a way
that it can be implemented with a device that is connected to the IPMB.

IPMI implementation

The core element of an IPMI implementation is the Baseboard Management
Controller (BMC).
The BMC performs the following tasks:

— The BMC organizes the interface between the system management
software and the platform management hardware.

— It provides autonomous functions for monitoring, event logging and recovery
control.

— The BMC acts as a gateway between the system management software and
IPMB.

IPMI allows platform management to be extended: Additional management
controllers can be connected via the IPMB. The IPMB is an I°C based serial
bus, which runs between the main modules of the system. It is used for
communication with and between the management controllers.

With the support of multiple management controllers, IPMI provides a scalable
architecture: A complex server system can use multiple controllers for
monitoring different subsystems, e.g. power supplies, hot swap RAID drive
modules etc.

In addition, IPMI provides ‘low level’ °C commands, which can be accessed via
a management controller connected to the IPMB on 'unintelligent' 1°C modules
that cannot process IPMI commands.

An overview of the fundamental elements of an IPMI implementation is available
in figure 3 on page 29.
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Figure 3: IPMI block diagram (source: IPMI specification, see section

"References" on page 33)
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IPMI and “in band” and “out of band” management

In the field of system management, a distinction is made between “in-band” and
“out-of-band” management:

— The term “in-band” management is used when the operating system is
running on the managed server.

— The term “out-of-band” management is used when the operating system is
not running on the managed server, for instance if the hardware is faulty.

As different interfaces are available in an environment with IPMI compatible
systems, you can manage IPMI compatible systems either “in band” or “out of
band”.

IPMI-over-LAN

“IPMI-over-LAN” is the current name for the specification of the LAN interface in
the IPMI standard. This specification stipulates how IPMI messages can be sent
to or from the BMC of a managed system - encapsulated in RMCP (Remote
Management Control Protocol) data packets. These RMCP data packets are
transferred via an Ethernet LAN connection using the UDP (User Datagram
Protocol) under IPv4 (Internet Protocol Version 4).

The RMCP protocol has been specified to support the management of system
statuses in which the operating system is not running. The RMCP is a simple
inquiry/response protocol.

The interface for such a connection is provided on an onboard LAN controller
assigned to the BMC.

The interface can only be provided by an on-board LAN controller, not by
an inserted LAN card.
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Of the two ports that RCMP uses under UDP, the BMC communicates with the
LAN controller via port 623 (primary RMCP Port).
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Figure 4: BMC and LAN controller

Serial Over LAN interface (SOL)

“Serial Over LAN” is an interface compliant with the IPMI V2.0 standard, which
controls transfer of serial data over a LAN connection. In particular, SOL
specifies the packet formats and protocols for transferring serial data streams
over a LAN between the serial controller on the managed computer and a
remote workstation. SOL is based on the IPMI-over-LAN specification.

In order to establish an SOL connection, a remote management application first
initiates an IPMI-over-LAN session with the BMC. After this has been done, the
SOL services can be activated from the remote workstation. The data traffic
between the serial controller and the remote workstation is handled over the
same IPMI session as the IPMI commands.

As soon as an SOL connection has been established, data transfer between the
serial controller and the remote workstation is carried out as follows:

— Transfer from the serial controller to the remote workstation:
The data stream issued by the serial controller is partitioned by the BMC,
packaged and then sent to the remote workstation over the LAN.

— Transfer from the remote workstation to the serial controller:
BMC unpacks the characters contained in the packages sent by the remote
workstation and forwards them to the serial controller as a character stream.
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Figure 5: BMC and SOL

The SOL character data is then exchanged between the BMC of the managed
system and the remote workstation as SOL messages. The SOL messages are
encapsulated in RMCP+ data packets and transferred in UDP datagrams over
an Ethernet LAN connection using IPv4 (Internet Protocol Version 4). The
RMCP+ protocol is based on the RMCP protocol, but includes extensions for
encryption, authentication, etc.

Serial over LAN permits “headless” management by console redirection by both
the BIOS and the operating system of the managed server. High-cost
concentrator solutions are not required.

Channel concept under IPMI

‘Channels’ provide the mechanisms with which IPMI messages are routed to
the BMC via various connection carriers. Up to nine channels can be supported.
The system interface and the primary IPMB are fixed. The other seven channels
are available for the implementation.

Channels can be either ‘session based’ or ‘sessionless’. The ‘session’ concept
has two meanings: It is either a concept for user authentication (see the section
"User identifications" on page 33) or a concept for routing multiple IPMI
message streams via a single channel.

Examples of ‘session based’ channels are LAN channels or serial / modem
channels. Examples of ‘sessionless’ channels are the system interface and the
IPMB.
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User identifications

For ‘session based’ channels (see the section "Channel concept under IPMI" on
page 32), a user login is necessary. By contrast, the ‘sessionless’ channels
have no user authentication.

Under IPMI, the user configuration is channel specific. Thus, users can have
different privileges depending on whether they are accessing the BMC via the
LAN channel or the serial channel.

References
Information about the IPMI standards can be found on the Internet:

http://developer.intel.com/design/servers/ipmi/index.htm

1.7 DCMI (Data Center Management Interface)

The iRMC S4 supports the DCMI (Data Center Management Interface)
protocol, which is compliant with the IPMI V2.0 standard. DCMI has been
designed to improve manageability and energy efficiency of server systems that
are deployed in large data centers.

To meet the hardware management requirements of servers within data
centers, DCMI supports, among others, the following key features:

Inventory functions (server identification)
Power Management and power monitoring
Power consumption monitoring and control
Event logging

Temperature monitoring

Detailed information about DCMI can be found on the DCMI home page:

http://www.intel.com/technology/product/DCMI
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1.8 Changes since the previous versions of the
manual

This manual refers to the iRMC S4 firmware version 7.8 and replaces the
following online manual: “iRMC S4 - integrated Remote Management
Controller”, October 2014 edition.

The manual includes the following updates:
e iRMC S4 web interface:

— Modified Network Settings - SNMP page allows you to enable SNMP
support either for all SNMP versions (SNMPv1, SNMP v2c, and
SNMPvV3) or exclusively for SNMPV3.

— Modified User Management - iRMC S4 User page:

The SNMPv3 configuration group allows you to configure a local iRMC S4
user for SNMPv3. Compared to SNMPv1/v2c, SNMPv3 provides a
higher level of security by authenticating and encrypting the SNMP
packets.
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1.9 ServerView Suite link collection

Via the link collection, Fujitsu Technology Solutions provides you with numerous
downloads and further information on the ServerView Suite and PRIMERGY
servers.

For ServerView Suite, links are offered on the following topics:
e Forum
e Service Desk
e Manuals
e Product information
e Security information
e Software downloads
e Training
The downloads include the following:

— Current software versions for the ServerView Suite as well as
additional Readme files.

— Information files and update sets for system software components
(BIOS, firmware, drivers, ServerView agents and ServerView update
agents) for updating the PRIMERGY servers via ServerView Update
Manager or for locally updating individual servers via ServerView
Update Manager Express.

— The current versions of all documentation on the ServerView Suite.

You can retrieve the downloads free of charge from the Fujitsu
Technology Solutions Web server.

For PRIMERGY servers, links are offered on the following topics:
e Service Desk

e Manuals

e Product information

°

Spare parts catalogue
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Access to the link collection

You can reach the link collection of the ServerView Suite in various ways:

1.

Via ServerView Operations Manager.
» Select Help — Links on the start page or on the menu bar.
This opens the start page of the ServerView link collection.

Via the start page of the online documentation for the ServerView Suite on
the Fujitsu Technology Solutions manual server.

You access the start page of the online documentation via the
following link:

http://manuals.ts.fujitsu.com
» In the selection list on the left, select x86 Servers.
» On the right, click PRIMERGY ServerView Links under Selected documents.

This opens the start page of the ServerView link collection.

. Via the ServerView Suite DVD 2.

» In the start window of the ServerView Suite DVD 2, select the option
Select ServerView Software Products.

» Click Start. This takes you to the page with the software products of the
ServerView Suite.

» On the menu bar select Links.

This opens the start page of the ServerView link collection.

1.10 Documentation for ServerView Suite

The documentation for the ServerView Suite can be downloaded free of charge
from the Internet. You will find the online documentation at
http://manuals.ts.fujitsu.com under the link x86 servers.
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Notational conventions

1.11 Notational

conventions

The meanings of the symbols used in this manual are as follows:

é Warning

This symbol is used to draw attention to risks which
may represent a health hazard or which may lead
to data loss or damage to the hardware.

i

This symbol is used to highlight important
information and tips.

>

This symbol indicates an action which you must
carry out.

Text in italics

In running text, commands, menu items, and the
names of buttons, options, files and paths are
shown in italics.

<text>

Indicates variables which must be replaced by
current values.

Monospaced font

Output from the system is shown in monospaced
font.

Monospaced font
Bold monospaced font

Commands to be entered at the keyboard are
shown in bold, monospaced font.

[square brackets]

Indicate optional entries.

{braces}

Indicate a list of alternatives separated by “|”.

[Keyboard] [symbols]

Keys are shown as they appear on the keyboard. If
uppercase characters are to be entered explicitly,
this is indicated for instance by - for A.

If two keys are to be pressed simultaneously, this
is indicated by a hyphen between the two keyboard
symbols.

Table 2: Notational conventions

If reference is made to passages elsewhere in this manual, the title of the
chapter or section is named and the page number given refers to the start of the

section.

iRMC S4
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2 Loggingonto the iRMC S4 for the
first time

The factory default settings of the iRMC S4 allow you to log in to the iRMC S4
for the first time without the need for any configuration activities.

2.1 Requirements

On the remote workstation:

— Windows: Internet Explorer as of Version 10.x.
Linux: Mozilla Firefox 3.x.

— For console redirection:
Sun Java Virtual Machine Version 1.6 or higher.

In your network:
— You must have a DHCP server in your network.

— If you want to log in with a symbolic name rather than an IP address at the
iRMC S4 web interface, the DHCP server in your network must be
configured for dynamic DNS.

— DNS must be configured. Otherwise you must ask for the IP address.
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2.2 iRMC S4 factory defaults

The firmware of the iIRMC S4 provides a default administrator ID and a default
DHCP name for the iRMC S4.

Default administrator ID:

Administrator ID: admin
Password: admin

E Both the administrator ID and the password are case-sensitive.

For reasons of security, it is recommended that you create a new
administrator account once you have logged in, and then delete the
default administrator account or at least change the password for the
account (see section "User Management" on page 278).

Default DHCP name of the iRMC S4

The default DHCP name of the iIRMC S4 uses the following pattern:
IRMC<SerialNumber>

The serial number corresponds to the last 3 bytes of the MAC address of
the iRMC S4. You can take the MAC address of the iRMC S4 from the
label on your PRIMERGY server.

After you have logged in, the MAC address of the iIRMC S4 can be found
as a read-only entry above the fields on the page Network Interface (see
page 250).
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2.3 Logging into the iRMC S4 web interface

» Open a web browser on the remote workstation and enter the DNS name or

IP address of the iRMC S4.

You can take the DNS name of the iRMC S4 from the label on your
PRIMERGY server.

The following login prompt appears:

Windows Security

The server at iIRMC SHDIRMCAZFA4Z requires a username and
password,

admin

J I

W e Fassuord

W Remember

oK I Zancel

Figure 6: Login prompt for the iRMC S4 web interface

If the login prompt does not appear, check the LAN connection (see

section "Testing the LAN interface" on page 47).
» Type in the data for the default administrator account.
User name: admin
Password: admin

» Click OK to confirm your entries.

The iRMC S4 web interface opens showing the System Information page (see

page 135).

iRMC S4
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3  Configuring the iRMC S4

The following tools are available for configuring the iRMC S4:
— UEFI setup utility (see page 46)
— iIRMC S4 web interface (see page 123)

— Server Configuration Manager (see page 387)

This chapter provides you with information about the following topics:

— Configuring the LAN interface of the iRMC S4 using the UEFI setup utility
(see page 46).

— Configuring text console redirection via LAN using the UEFI setup utility (see
page 48).

— Configuring the serial interface of the iRMC S4 UEFI setup utility (see
page 53).

— Configuring the iRMC S4 over the web interface (for an overview, see
page 56).

3.1  Configuring the LAN interface of the
iRMC S4

This section describes:

— Requirements for configuring the LAN interface

— Configuring the LAN interface in the UEFI setup utility
— Testing the LAN interface

"Spanning Tree" tree for the connection of the iIRMC S4 must be
deactivated (e.g. Port Fast=enabled; Fast Forwarding=enabled).
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3.1.1 Prerequisites

Note the following requirements with respect to configuring the IP address:

— The LAN cable must be connected to the correct port. (see section
"Connected to the correct LAN port?" on page 44).

— Interaction between the IP addresses of the iRMC S4 and the system (see
the section "Interaction between the IP addresses of the iRMC S4 and the
system" on page 45).

3.1.1.1  Connected to the correct LAN port?

The interface for a LAN connection is provided on an onboard LAN controller
assigned to the iRMC S4 (see also figure 4 on page 31).

Depending on the server type, the system board of a PRIMERGY server
provides two or three LAN interfaces. The ports marked with a wrench symbol
are assigned to the iRMC S4 (in figure 7, for example, these are port 1 and the
top left-hand port).

Check that the LAN cable is connected to the correct port.

Depending on the type of PRIMERGY server, different ports may be
marked with the wrench symbol.

a@g ALTATY

100 B0

Dedicated Service / Management LAN

? (port exclusively for the (1 ) Shared LAN

a LAN speed up to 1000 MBit/s i

is available, depending on the
server hardware.) ( ) LAN (port exclusively
for the system)

Figure 7: Ports for the iRMC S4 (indicated by wrench symbol)
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3.1.1.2 Interaction between the IP addresses of the iRMC S4 and the
system

The LAN controller of the PRIMERGY server requires a separate IP address for
the iRMC S4 in order to ensure that data packets are reliably transferred to the
iRMC S4 (and not to the operating system).

The IP address of the iRMC S4 must be different from that of the system
(operating system).

3.1.1.3 Access from a different subnet

If the remote workstation accesses the iRMC S4 of the managed server from a
different subnet and DHCP is not used, you must configure the gateway.

3.1.2 Configuring the LAN interface: Configuration tools

You can configure the iRMC S4’s LAN interface in a number of ways:
Depending on the type of the PRIMERGY server
— using the UEFI setup utility (see page 46),

— iIRMC S4 web interface (see section "Network Settings - Configure the LAN
parameters" on page 249),

— using the Server Configuration Manager (see chapter "Configuring iRMC S4
using the Server Configuration Manager" on page 387).
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3.1.3 Configuring the LAN interface using the UEFI
setup utility

You can configure the iRMC S4’s LAN interface using the UEFI setup utility:

» Call the UEFI setup utility of the managed server. Do this by pressing
while the server is booting.

» Call the iRMC LAN parameter configuration menu:

Server Mgmt — iRMC LAN Parameters Configuration

Aptio Setup Utility - Copyright

[Enabled]

Figure 8: iRMC LAN Parameters Configuration Menu
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» Configure the following settings:

Management LAN
Set the value to Enabled.

Management LAN Port
The Management setting is recommended.

For details on configuring the remaining settings see section

E "Network Settings - Configure the LAN parameters" on page 249
and/or refer to the manual "BIOS (Aptio) Setup Utility" manual
corresponding to your server.

» Save the settings.

» If you want to use console redirection on the iRMC S4, continue with section
"Configuring text console redirection for the iRMC S4" on page 49.

If you do not want to use text console redirection on the iRMC S4, exit the
UEFI setup and continue with the next section "Testing the LAN interface".

3.1.4 Testing the LAN interface

You can test the LAN interface as follows:

» Use a web browser to attempt to log into the iRMC S4 web interface. If no
login prompt appears, it is probable that the LAN interface is not working.

» Test the connection to the iIRMC S4 with a ping command.
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3.2 Configuring text console redirection via
LAN using the UEFI setup utility

Text console redirection will be available depending on the configuration of text
console redirection and on the operating system of the server

— either for the duration of the BIOS POST phase only or

— beyond the BIOS POST phase while the operating system is running.

This section describes:

— Configuration of text console redirection via LAN using the UEFI setup utility.

— Special requirements of the operating system used that you need to take
account of if you also want to use console redirection while the operating
system is running.

You can also configure text console redirection via LAN using the
iRMC S4 web interface (see section "BIOS Text Console - Configure and
start text console redirection" on page 317).
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3.2.1 Configuring text console redirection for the
iRMC S4

» Call the UEFI setup utility of the managed server. Do this by pressing
while the server is booting.

» Call the Server Mgmt menu:

Aptin Setup Utility - Copyright (C)

Serial Multiplexer

b Consols Redirection

Figure 9: Server Mgmt Menu

» Make the following settings:

Serial Multiplexer
Set the value to iRMC.
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» Call the Console Redirection menu:

Aptio Setup Utility - Cop

Console Redirection: [serial 1]

Figure 10: Console Redirection menu
» Make the following settings in the Console Redirection menu:

Console Redirection
Set the value to Serial 1. In this case, the terminal uses the first serial

interface.

Baud Rate
Specify the baud rate.

Protocol
Leave this setting unchanged. (The setting depends on the terminal

type used.)

Flow Control
The setting depends on the terminal type used. The settings must be
the same on both terminal and managed server.

Exiting the UEFI setup utility
» Save your settings and exit the UEFI setup utility.

» Continue with section "Testing the LAN interface" on page 47.
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3.2.2 Using console redirection while the operating
system is running

Depending on the operating system used on the managed server, you can
continue to use console redirection after the BIOS POST phase.

Windows Server 2008 / 2012

If activated during Windows installation, console redirection is thereby
automatically configured.

If console redirection is activated after Windows installation has
completed, you must configure console redirection manually.

Windows Server 2008 /2012 handles console redirection automatically after the
POST phase. No further settings are necessary. While the operating system is
booting, the Windows Server SAC console is transferred:

=3 140.100.100.231 R¥200-52-1 [SP 140.100.100.231:23] (Connee

Conputer iz booting. SAC started and initialized.

lUse the “ch -7* command for information about using channels.
Use the "7 command for general help.

: The CHD command iz now available.
(6] |

Figure 11: Windows Server SAC console

Linux

You must configure a Linux operating system in such a way that it handles
console redirection after the POST phase. Once it has been configured, you
have unrestricted access from the remote workstation.
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Settings required
The settings may differ between program versions.

You should check the version of your operating system. If the version is
different from the versions for which the settings are described below,
please refer to the documentation of your operating system.

SuSE and RedHat
Add the following line to the end of the file /etc/inittab:

xx:12345:respawn:/sbin/agetty <baud-rate> ttySO

RedHat
Insert the following kernel boot parameter in the file /etc/grub.conf:

console=ttyS0O,<baud-rate> console=tty0

SuSE
Insert the following kernel boot parameter in the file /boot/grub/menu.lst

console=ttyS0O,<baud-rate> console=tty0

52 iRMC S4



Configuring and using the serial interface of the iRMC S4

3.3 Configuring and using the serial interface
of the iRMC S4

The serial interface of the iRMC S4 allows you to use the terminal application
Remote Manager (Serial) over a null modem cable (see section "Using the
Remote Manager (Serial) interface" on page 55).

3.3.1 Configuring the serial interface using of the
iRMC S4

» Call the UEFI setup utility of the managed server. Do this by pressing
while the server is booting.

» Call the Server Mgmt menu:

Aptin Setup Utility - Copyright (C)

Multiplexer

1 Multiplexer [System

Figure 12: Server Mgmt menu

» Configure the following settings:

Serial Multiplexer
Set the value to iRMC.
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» Call the Serial Port 1 Configuration menu to configure the serial port:

Advanced — Super 10 Configuration — Serial Port 1 Configuration:

Aptio Setup Utility - Cop C) 2012 American

Serial Port [Enabled]

Figure 13: Serial Port 1 Configuration menu

» Configure the following settings:

Serial Port
Set the value to Enabled.

Device Settings
Displays the base 1/0O address and the interrupt used to access the

corresponding serial port, e.g. I0=2F8h; IRQ=3.

Accept the value pair proposed.

Exiting the UEFI setup utility
» Save your settings and exit the UEFI setup utility.
» Continue with section "Testing the LAN interface" on page 47.

54 iRMC S4



Configuring and using the serial interface of the iRMC S4

3.3.2 Using the Remote Manager (Serial) interface

If you connect a computer over a null modem cable and start a terminal program
(VT100+) on this computer, you can access the Remote Manager (Serial)
terminal program. The Remote Manager (Serial) interface is identical to the
Remote Manager interface (see chapter "iRMC S4 via Telnet/SSH (Remote
Manager)" on page 359).

Prerequisites

On the managed server:
The Serial Multiplexer BIOS setting must be configured on the iRMC (see
section "Configuring the serial interface using of the iRMC S4" on
page 53).

Terminal program (VT100+):
Configure the following port settings for the terminal program:

Bits per second
Set the value to 38400.

Data bits
Set the value to 8.

Parity
Set the value to None.

Stop bits
Set the value to ].

Flow Control
Set the value to None.
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3.4 Configuring the iRMC S4 over the iRMC S4
web interface

» Start the iRMC S4 web interface (see section "Logging into the iRMC S4
web interface" on page 124).

3.4.1 Configuring the LAN parameters

» In the navigation area, click Network Settings (see section "Network Settings
- Configure the LAN parameters" on page 249).

Configuring the LAN settings

» Configure the LAN settings on the Network Interface page. See the section
"Network Interface Settings - Configure Ethernet settings on the iRMC S4"
on page 250 for the settings required.

Configuring ports and network services

» Configure the ports and network services on the Ports and Network Services
page. See the section "Ports and Network Services - Configuring ports and
network services" on page 257 for the settings required.

Configuring DHCP/DNS (Dynamic DNS)

» Configure the DHCP and DNS settings in the DNS Configuration page. See
the section "DNS Configuration - Configuring DNS for the iRMC S4" on
page 263 for the settings required.
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3.4.2 Configuring alerting

The pages for configuring alerting are grouped in the navigation area under
Alerting (see section "Alerting - Configure alerting" on page 269).

Configuring alert forwarding over SNMP
» In the navigation area, click SNMP Traps. The SNMP Traps page appears.

» Configure SNMP trap forwarding. See the section "SNMP Trap Alerting -
Configure SNMP trap alerting" on page 270 for the settings required.

Configuring email notification (email alerting)
» In the navigation area, click Email. The Email Alerting page appears.

» Configure email alerting. See the section "Email Alerting - Configure email
alerting" on page 271 for the settings required.

3.4.3 Configuring text console redirection

» Configure text console redirection in the BIOS Text Console window. See the
section "BIOS Text Console - Configure and start text console redirection"
on page 317 for the settings required.
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4 User management for the
iRMC S4

User management for the iRMC S4 uses two different types of user
identifications:

— Local user identifications are stored locally in the iRMC S4’s non-volatile
storage and are managed via the iRMC S4 user interfaces.

— Global user identifications are stored in the central data store of a
directory service and are managed via this directory service’s interfaces.

The following directory services are currently supported for global iRMC S4
user management:

Microsoft® Active Directory
Novell® eDirectory
OpenLDAP

OpenDJ

This chapter provides information on the following topics:

— User management concept for the iRMC S4
— User permissions
— Local user management on the iRMC S4

For detailed information on the global user management using the
individual directory services, please refer to the "User Management in
ServerView" manual.
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Concept

4.1

User management concept for the iRMC S4

User management for the iRMC S4 permits the parallel administration of local
and global user identifications.

When validating the authentication data (user name, password) which users
enter when logging in to one of the iRMC S4 interfaces, iRMC S4 proceeds as
follows (see also figure 14 on page 61):

1.

The iRMC S4 compares the user name and password with the locally stored
user identifications:

If the user is authenticated successfully by iRMC S4 (user name and
password are valid) then the user can log in.

Otherwise, the iIRMC S4 continues the verification with step 2.

The iRMC S4 authenticates itself at the directory service via LDAP with a
user name and password.

Depending on its LDAP configuration settings, the iRMC S4 continues as
follows:

If ServerView-specific LDAP groups with authorization settings in the SVS
structure on the LDAP server are used, the iRMC S4 determines the
user’s permissions by using an LDAP query and checks whether the user
is authorized to work on the iRMC S4.

Characteristics:

— No extension of the directory server structure required.
— Privileges / permissions are configured separately on each iRMC S4.

If LDAP standard groups are used with authorization settings deposited
locally on the iRMC S4, the iRMC S4 proceeds as follows:

1. The iRMC S4 uses an LDAP query to determine which standard
LDAP group on the directory server the user belongs to.

2. The iRMC S4 checks whether a user group with this name is also
configured locally on the iRMC S4. If this applies, the iRMC S4
determines the user’s permissions by means of this local group.

Characteristics:

— Extension of the directory server structure required.
— Privileges / permissions are configured centrally on the directory
server.
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iRMC S4 web Serial
interface SSH Teln.et interface
Login Login Login Login
SSL SSH

\

User name, password

\

SSL SSH

iRMC S4

| local user identifications |

SSL
‘<User name, passt
SSL

LDAP login Directory service

| Global user identifications

Figure 14: Login authentication via the iRMC S4

Although optional, the use of SSL for the LDAP connection between the

E iRMC S4 and directory service is recommended. An SSL-secured LDAP
connection between iRMC S4 and the directory service guarantees
secure data exchange, and in particular the secure transfer of the user
name and password data.

SSL login via the iRMC S4 web interface is only required if LDAP is active
(LDAP enable option, see page 293).
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4.2 User permissions

The iRMC S4 distinguishes between two mutually complementary types of user
permissions:

— Channel-specific privileges (via assignment to channel-specific permission
groups)
— Permissions to use special iRMC S4 functions

The privileges and permissions required for the use of the individual
iRMC S4 functions are described

— for the iRMC S4-web interface, on page 126,

— for the Remote Manager, on page 369.

Channel-specific privileges (channel-specific permission groups)

The iRMC S4 assigns each user identification to one of the following four
channel-specific permission groups:

— User

— Operator

— Administrator
- OEM

Since iIRMC S4 assigns these permissions on a channel-specific basis, users
can have different permissions, depending on whether they access the iRMC
S4 over the LAN interface or the serial interface.

The scope of permissions granted increases from User (lowest permission level)
through Operator and Administrator up to OEM (highest permission level).

The permission groups correspond to the IPMI privilege level. Certain
permissions (e.g. for Power Management) are associated with these
groups or privilege levels.

Adding the iRMC S4 to the ServerView Operations Manager server list
requires LAN cannel privilege Administrator or OEM (see the manual
"ServerView Operations Manager").
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Permissions to use special iRMC S4 functions

In addition to the channel-specific permissions, you can also individually assign
users the following permissions:

— Configure User Accounts
Permission to configure local user identifications

— Configure iRMC S4 Settings
Permission to configure the iRMC S4 settings.

— Video Redirection Enabled
Permission to use Advanced Video Redirection (AVR) in “View Only” and
“Full Control” mode

Remote Storage Enabled
Permission to use the Virtual Media functionality

Preconfigured user ID

The firmware of the iRMC S4 provides a default administrator ID for the iRMC
S4 which possesses all permissions:

Administrator ID: admin
Password: admin

Both the administrator ID and the password are case-sensitive in the
case of local users.

It is urgently recommended that you create a new administrator account
as soon as possible once you have logged in, and then delete the default
administrator account or at least change the password for the account
(see section "User Management" on page 278).
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4.3 Local user management for the iRMC S4

The iRMC S4 possesses its own local user management. Up to 16 users to be
configured with passwords and be assigned various rights depending on the
user groups they belong to. The user identifications are stored in the iIRMC S4’s
local, non-volatile storage.

The following options are available for user management on the iRMC S4:
— User management via the web interface

— User management via the Server Configuration Manager

4.3.1 Local user management using the
iRMC S4 web interface

User management on the iRMC S4 requires Configure User Accounts
permission.

You can view a list of configured users under the web interface. You can also
configure new users, change the configuration of existing users and remove
users from the list.

» Start the iRMC S4 web interface (see section "Logging into the iRMC S4
web interface" on page 124).

Showing the list of configured users
» Inthe navigation area, click the User Management - iRMC S4 User function.

The User Management page opens containing a list of configured users (see
page 279). Here, you can delete users and call the page for configuring new
users.

This page is described in section "User Management" on page 278.
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Configuring new users
» On the User Management page, click the New User button.

The New User Configuration page opens. This page allows you to configure
the basic settings for the new user. This page is described in section "New
User Configuration - Configuring a new user" on page 280.

Modifying the configuration of a user

» On the User Management page, click the name of the user whose
configuration parameters you want to change.

The User “<name>" Configuration page opens showing the settings for the
selected user. Here, you can change the configuration parameters for the
new user. This page is described in section "User “<name>” Configuration -
User configuration (details)" on page 281.

Deleting users

» On the User Management page, click on the Delete button in the same line as
the user to be deleted.

4.3.2 Local user management via the Server
Configuration Manager

E Prerequisite:

The current ServerView agents must be installed on the managed server.

User management on the iRMC S4 requires Configure User Accounts
permission.

User management via the Server Configuration Manager largely conforms to
user management using the iRMC S4 web interface.

In chapter "Configuring iRMC S4 using the Server Configuration Manager" on
page 387 is described how to start the Server Configuration Manager.

For details on the individual Configuration Manager dialogs, please refer to the
online help of the Server Configuration Manager.
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4.3.3 SSHv2 public key authentication for iRMC S4 users

In addition to authentication by means of a user name and password, the
iRMC S4 also supports SSHv2-based public key authentication using pairs of
public and private keys for local users. To implement SSHv2 public key
authentication, the SSHv2 key of an iRMC S4 user is uploaded to the iRMC S4
and the iRMC S4 user uses their private key with the program PuTTY or the
OpenSSH client program ssh, for example.

The iRMC S4 supports the following types of public keys:

— SSH DSS (minimum requirement)
— SSH RSA (recommended)

The public SSHv2 keys that you upload to the iRMC S4 can be available either
in RFC4716 format or in OpenSSH format (see page 78).

Public key authentication

In outline, public key authentication of a user on the iRMC S4 happens as
follows:

The user who wishes to log into the iRMC S4 creates the key pair:
— The private key is read-protected and remains on the user's computer.
— The user (or administrator) uploads the public key to the iRMC S4.

If the configuration allows this, the user can now log into the iRMC S4 extremely
securely and without the need to enter a password. The user is only responsible
for keeping their private key secret.

The following steps are necessary to set up private key authentication. They are
described in the subsequent sections:

1. Creating the public and private SSHv2 keys with the program PuTTYgen or
ssh-keygen and saving them in separate files (see page 67).

2. Loading the public SSHv2 key onto the iRMC S4 from a file
(see page 71).

3. Configuring the program PuTTY or ssh for SSHv2 access to the iRMC S4 (see
page 73).
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4.3.3.1 Creating public and private SSHv2 keys

You can create public and private SSHv2 keys
— with the program PuTTYgen or
— with the OpenSSH client program ssh-keygen.

Creating the public and private SSHv2 keys with PuTTYgen
Proceed as follows:
» Start PuTTYgen on your Windows computer.

The following window appears when PuTTYgen is started:

Z PulTY Key Generator,

File kKev Conversions Help

(=
Mo key.

Actionz

Generate a public/private key pair Generate

Load an existing private key file

Save the generated key

Parameters

Type of key to generate:
() 55H-1 [R5A] (3) 55H-2 BS54 () 55H-2 D54

Murnber of bitz in a generated key: 1024

Figure 15: PuTTYgen: Creating new private and public SSHv2 keys

» Under Parameters, select the key type SSH-2RSA and click Generate to start
generation of the keys.

The progress of the generation operation is then displayed under Key (see
figure 16 on page 68).
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& PuTTY Key Generator

File Kkey Conversions Help

Key
Fleaze generate zome randomness by moving the mouse over the blank area.

[lllll ]

Figure 16: PuTTYgen: Creating a new key pair (progress bar).

Move the mouse pointer over the blank area of the progress display to

increase the randomness of the generated keys.

When the keys have been generated, PuTTYgen displays the key and the

fingerprint of the public SSHv2 key:

& PuTTY Key Generator

File Key Conversions Help

Fey
Public key for pasting into Open55H authorized_keps file:
ssh-rsa
SAAARINzaCT po2EALALRIDALAIE ALY kel KoCbhREBIDOOEX Qival swRNODM

AzHBIC i 2p2+344./kgE 299k CET LViZ0u] plLAwCWID PV CHesFUY 4R w/wk G 3hgp
n9mG THS zZIME4M 0 s gunnF23mT Flh+s 13N n5229g wd SrvuurSiwp/aqDIL/ Pj28E =

rza-kep-20090807
Key fingerprink: (ssh-lsa 1024 Bd: 20:07:7d: c4:ba:47:68:30:(2:c4: alch: 0o 7743 )
Key comment: rza-key-20090807

Key pazzphrase:

Confirm paszphrasze:

Achions

Generate a public/private key pair
Load an existing private key file Load

Mumber of bits in a generated key: 1024

Save the generated key q Save public key ] ’ Save private key D
Parameters

Type of key to generate:

() 55H-1 [RE4) () 55H-2 BS54 () 55H-2 D5A

Figure 17: PuTTYgen: Creating a new private SSHv2 key (progress bar).

» Click Save public key to save the public SSHv2 key to a file. You can upload

the public key to the iRMC S4 from this file (see page 71).

» Click Save private key to save the private SSHv2 key to a file for use with

PuTTY (see page 73).
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Creating the public and private SSHv2 keys with ssh-keygen

If it is not already pre-installed in the Linux distribution you are using, you
can obtain OpenSSH from hstp://www.openssh.org.

You will find a detailed description of the operands in the OpenSSH
OpenSSH manual pages under http://www.openssh.org/manual. html

Proceed as follows:
» Call ssh-keygen to generate an RSA key pair:

ssh—keygen -t rsa

ssh-keygen logs the progress of the key generation operation. ssh-keygen
queries the user for the file name under which the private key is to be stored
and for the passphrase for the private key. ssh-keygen stores the resulting
private and public SSHv2 keys in separate files and displays the fingerprint
of the public key.

Example: Generating an RSA key pair with ssh -keygen

$HOME/benutzerl ssh—keygen -t rsa

Generating public/private rsa key pair.
Enter file in which to save the key
($HOME/benutzerl/.ssh/id_rsa):
Enter passphrase (empty for no passphrase):
Enter same passphrase again: __1_____
Your identification has been saved in
$HOME/benutzerl/.ssh/id_rsa.
Your public key has been saved in
$HOME /benutzerl/.ssh/id_rsa.pub.
The key fingerprint is:
ee:99:d7:ac:8f:8e:c7:2f:2c:9b:81:80:3F:84:28:7d —
benutzerl@mycomp

@® @ O
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Explanation:

1.

ssh-keygen requests the file name under which the SSHv2 key is to be
saved. If you press to confirm without entering a file name,
ssh-keygen uses the default file name id_rsa.

. ssh-keygen requests you to enter a passphrase (and to confirm it) that

is used to encrypt the private key. If you press to confirm
without entering a passphrase, ssh-keygen does not use a passphrase.

ssh-keygen informs the user that the newly generated private SSHv2
key has been saved in the file /.ssh/id_rsa.

ssh-keygen informs the user that the newly generated public SSHv2
key has been saved in the file /.ssh/id_rsa.pub.

. ssh-keygen displays the fingerprint of the public SSHv2 key and the

local login to which the public key belongs.
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4.3.3.2

Loading the public SSHv2 key onto the iRMC S4 from a file

Proceed as follows:

» Under the iRMC S4 web interface, open the detailed view for the required
browser (in this case user3) iRMC S4 User Management page:

ServerView

User admin | Logout
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Figure 18: iRMC S4 web interface: Loading the public SSHv2 key onto the iRMC S4

» Click Browse in the group User SSHv2 public key upload from file (1) and
navigate to the file containing the required public key (2).

» Click Upload to load the public key onto the iRMC S4.

After the key has been successfully uploaded, the iRMC S4 displays the key
fingerprint in the group User SSHv2 public key upload from file:

iRMC S4
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User SSHv2 public key upload from file

Key fingerprint: R34 1023 ee:33.d7 ac 8f Fe 07 2F:2c:3b:51 50 30 54:25:7d
SSHv2 Public/key file: TOWSE.. ]

Yoz |

Key fingetprint:|RSA([1023|pe:99:d7:ac:8f:8e:c7:2f:2¢:9b:81:80:3f.84:28:7d

Key type Key length MDS5 fingerprint of the saved key

Figure 19: Display of the key fingerprint

. | Forreasons of security, make sure that the fingerprint shown here
matches that shown in PuTTYgen (see figure 17 on page 68) under
Key fingerprint.
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4.3.3.3 Configuring PuTTY and the OpenSSH client for using the public
SSHv2 key

Configuring PuTTY for using the public SSHv2 key

The PuTTY program allows you to set up a public-key-authenticated connection
to the iRMC S4 and log in either under your user name or using the auto-login
mechanism. PuTTY handles the authentication protocol automatically on the
basis of the public/private SSHv2 key pair previously generated.

Proceed as follows:

» Start PuTTY on your Windows computer.

The following window appears when PuTTY is started:

25 PullTY, Configuration
Categom:
(=) Sessioh A Basic options for your PUTTY session
L.Dgglng Specify pour connection by host name or IP addiess
= Terminal Hast M P add E
Keybaard ogt Hame [or IP address) Port:
Bell
Featuras Praotacal:
- Window (O Baw O Telnet (O Rlogn () S5H
A
PREATANGE Load, save or delete a stored session
Behaviour
Tramslation Saved Sessions
Selection TH300-55
Colours :
Default Settings
=) Connection Tx12052
Framy Tx200-54
Telnet Tx200-55
Rilagin =1a}
=-55H
Kex Close window on exit:
i;‘:h O dlways O Mever () 0nly on clean exit
Tunnels A
[ About ] [ Help ] [ Open l ’ LCancel ]

Figure 20: PuTTY: Selecting and loading an SSH session

» Select a saved SSH session or create a new SSH session for the iRMC S4
for which you want to use the SSHv2 key.
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» Click Load to load the selected SSH session.

» Choose SSH - Auth to configure the SSH authentication options.

This opens the following window:

X PuTTY Configuration

Category:
(= Session ~ Basic options for your PuTTY session
L.ogglng Specify pour connection by host name or [P address
= Terminal
Host Hame [or I address) Fort
Keyboard
Bel | 172.25.250.200 ||22 |
Features Pratocal:
= Window OBaw  Olelnet  OPRlogn () 55H
A
PREarance Load. save or delete a stored zession
Biehaviour
Translation Saved Sessions
Selection |Tx300-35 |
Colours ;
Default Settings
= Connection [ﬂ
Data Carrs
o)
Rlogin
=- 55H /
Kex . .
Cloze window on exit:
= O dlways O MNever (& Only on clean exit
Tunnels ¥
[ About ] [ Help ] [ Open ] [ LCancel ]

Figure 21: PuTTY: Loading an SSH session

This opens the following window (see figure 22 on page 75).
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2% PulTY Configuration

Category:
(=) Sezsion ~ Options controling S5H authentication
o1 L.og?mg Authentication methods
e"g;jboa[ ’ [ Attempt TIS or CryptoCard auth [S5H-1)
Bell Atternpt "keyboard-interactive” auth [SSH-2)
Wi Zeatures Authentication parameters
= InAEvp\learance [ &llow agent forwarding
Behaviour [ Allow attempted changes of usemame in S5H-2
Translation Private key file for authentication:
Selection QF.\v-hoIie\My documentzs! SSH ey, priv| ’ Browse... ])
Colours
[=)- Connection
Data
Prowy
Telnet
Rlogin
= 55H
Kex
®11
Tunnels v
’ About ] [ Help ] [ Open ] ’ Cancel ]

Figure 22: Configuring the SSH authentication options

» Select the file containing the private key that you want to use with the
iRMC S4.

Please note:

At this point, you require the private key (see page 68) and not the
public key that you loaded onto the iRMC S4.
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Under Connection - Data, you can additionally specify a user name for
automatic login onto the iRMC S4.

£ PuTTY Configuration

Categony:
= Session ~ Data to send to the server
o1 Lloglglng Login detailz
emina
Keyboard tho-login ugemnanms admin )
Bel
Features
(= Windaw Terminal-type string wkerm
Appearance .
Bzﬁaviour Teminal speeds 38400,33400
Tranhslation

Selection
Colours Yariable Add

[=- Connection

Prozy

Telnet

Filagin

=- S5H

Fex
Auth
=11
Tunnelz e

Terminal details

Environment wariables

[ About ] [ Help ] [ Open l [ Cancel ]

Figure 23: PuTTY: Specifying the user name for automatically logging into the
iRMC S4

Configuring the OpenSSH client program ssh for using the public SSHv2
key

You establish an SSHv2-protected connection to the iRMC S4 using the
OpenSSH client program ssh. You can log in either under your current local login
or under a different login.

The login must have been configured as a local login on the iRMC S4 and
the associated SSHv2 key must have been loaded on the iRMC S4.

ssh reads its configuration options in order from the following sources:
1. Command line arguments that you specify when calling ssh:

2. User-specific configuration file (SHOME/.ssh/config)
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Although this file contains no security-critical information, read/write
permission should only be granted to the owner. Access should be
denied to all other users.

3. System-wide configuration file (/etc/ssh/ssh_config)
This file contains default values for configuration parameters
— if there is no user-specific configuration file or

— if the relevant parameters are not specified in the user-specific
configuration file.

The value found first applies for each option.

You will find detailed information on the configuration of ssk and on its
operands on the manual pages for OpenSSH under

http://'www.openssh.org/manual.html
Proceed as follows:
» Start ssh, to log in to the iRMC S4 under SSHv2-authentication:
ssh =1 [<user>] <iRMC_S4>
or
ssh [<user>@]<jRMC_S4>

<user>
User name under which you want to log into the iRMC S4. If you do
not specify <user>, ssh uses the user name under which you are
logged into your local computer to log you in to iRMC S4.

<iRMC_S4>
iRMC S4 name or IP address of the iRMC S4 you want to log into.

Example: SSHv2-authenticated login on the iRMC S4

For the following ssh- call, it is assumed that ssh-keygen has been used to
generate a public/private RSA key pair as described under "Example:
Generating an RSA key pair with ssh -keygen" on page 69 and that the
public key Userl/.ssh/id_rsa.pub has been loaded onto the iRMC S4 for an
iRMC S4 user user4 (see page 71).

You can then log in from your local computer under $HOME/Userl as follows
on the iRMC S4 "RX300_S82-iRMC" using the login user4:

ssh user4@RX300_S82-1RMC
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4.3.3.4 Example: Public SSHv2 key

The following shows the same public SSHv2 key in both RFC4716 format and
in OpenSSH format.

Public SSHv2 key in RFC4716 format

———— BEGIN SSH2 PUBLIC KEY —-——

Comment: "rsa—key—20090401"
AAAAB3NzaClyc2EAAAABJQAAATBScBsgPI9B74gNa9+w8Ccv3kDVVu2boKCGLv4hx
v6+AUFrFesYdGey1QQ7MkwSeax3NmoZBkvkRINNTZSqxkPCkd//LyUi19US5/9Ar
IxJjThXUz1PPVzuBtPaRB7+bISTJIVMUorNwrcN48b6AA0YBhKCAAOtOP10Gsfc+F
pGJ2iw==

———— END SSH2 PUBLIC KEY ——-

Public SSHv2 key in OpenSSH format

ssh-rsa
AAAAB3NzaClyc2EAAAABJIQAAAIBScBsgP9B74qNa9+w8Ccv3kDVVu2bhoKCGLv4hx
v6+AUFrFesYdGey1QQ7MkwSeax3NmoZBkvkRINNTZSqxkPCkd//LyUi19US5/9Ar
IxjThXUz1PPVzuBtPaRB7+bISTJIVMUorNwrcN48b6AA0YBhKCA4AOtOP10Gws fc+F
pGJ2iw== rsa—-key—20090401
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5 Advanced Video Redirection
(AVR)

A valid KVM license key is required to use the Advanced Video
Redirection function.

E Java caching must not be disabled. Otherwise AVR cannot be started.
(Java caching is enabled by default).

Advanced Video Redirection (AVR) allows you to control the mouse and
keyboard of the managed server from your remote workstation and to show the
current graphical and text output from the managed server.

The AVR Java applet allows you to use the Virtual Media function (see
chapter "Virtual Media Wizard" on page 113).

This chapter provides information on the following topics:

— Checking the AVR settings
— Using AVR
— Menus of the AVR window
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5.1

Check the following important settings before using AVR:

Requirements: Check the AVR settings

Graphics mode settings on the managed server

AVR supports the following graphics modes:

Resolution Refresh rates Maximum
[in Hz] color depth
[bits]
640 x 480 (VGA) 60; 75; 85 32
800 x 600 (SVGA) |56; 60;72;75; 85|32
1024 x 768 (XGA) |60; 70; 75; 85 32
1152 x 864 60; 70; 75 32
1280 x 1024 (UXGA) | 60; 70; 75; 85 16
1280 x 1024 (UXGA) | 60 24
1600 x 1200 (UXGA) | 60; 65 16
1680 x 1050 60 16
1920 x 1080 60 16
1920 x 1200 60 16

Table 3: Supported display settings

m Only VESA-compliant graphics modes are supported.
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Supported text mode
The iRMC S4 supports the following common text modes:

— 40x25
— 80x25
— 80x43
— 80x50

Refer to the Help system for your operating system for information on the display
settings.

Keyboard settings

If the keyboard language settings on the remote workstation are different from
those on the managed server, AVR keyboard language settings have to be
same as on the managed server.

m Mapping is possible between the following languages:

— Auto Detect (default value)
— English (United States)

— English (United Kingdom)
— French

— French (Belgium)

—  German (Germany)

—  German (Switzerland)

— Japanese

—  Spanish

— talian

— Danish

— Finnish

— Norwegian (Norway)

— Portuguese (Portugal)

— Swedish

— Dutch (Netherland)

— Dutch (Belgium)

—  Turkish - F

—  Turkish - Q

Not all keys can be mapped. If one key doesn’t work, please use the
Softkeyboard (see page 89).
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5.2 Using AVR

You have the following options to start AVR:

» Click the Srart Video Redirection (Java Web Start) button on the Advanced Video
Redirection (AVR) page of the iRMC S4 web interface (see page 322)

or, if displayed,

» Click the Video Redirection (JWS) link in the tree structure of the iRMC S4 web
interface.

The Advanced Video Redirection window (AVR window) opens, showing you
the display on the managed server.

5.2.1 AVR window

Menu bar L Tool bar AVR view Special keys

LALT ‘LCTRL RALT RCTRL [Mumi [Copd [Scrol

Figure 24: Advanced Video Redirection (AVR) window
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The AVR window also contains the following elements:
o AVR menu bar provides access to the individual AVR menus (see page 91).

e The AVR tool bar provides direct access to a variety of AVR tools allowing
you, among others, to stop/resume your AVR session, use the Virtual Media
function, record your AVS session and use hotkeys (see page 88).

e The zoom tool bar allows you to stageless enlarge or reduce the AVR view
(see page 110).

e The integrated special keys in right bottom of the AVR window allow you to
use Windows keys or special key combinations which are not sent by AVR if
you press them on your own keyboard (see page 88).

5.2.2 Using a low bandwidth

In the case of a reduced data transfer rate, you can configure a lower bandwidth
(bits per pixel, bpp) in terms of color depth for your current AVR session.

5.2.3 Parallel AVR sessions

AVR can be used by up to two user sessions simultaneously. The AVR session
started first is initially in Full access mode and has full control over the server.

Starting a second AVR session while a previous one is still active

When an AVR session2 is started while a previous AVR session1 is still active
and in Full access mode, the procedure is as described below.

— Inthe AVR window of session 1, the Virtual Console Sharing Privileges dialog
box opens which counts down from 30 seconds:

Yirtual Console Sharing Privileges

Give Permission to user user2 with IP address 111.111.11.11
) Allow Virtual Console

@ Allow only Video

) Deny Access

(24 seconds remaining)

Figure 25: Virtual Console Sharing Privileges dialog box - Give Permission to ...
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Allow Virtual Console
Session 2 is switched to Full access mode. Session 1 is switched
Partial access (only Video) mode.

E Virtual media connections of session1 are cleared.

Allow only Video
Session 2 is switched to Partial access (only Video) mode. In this mode,
you can only passively observe keyboard and mouse operation of the
server. Only the Video and Active Users functions can be used.

Session 1 remains in Full access mode.

Deny Access
Session 2 is denied access and closed. Session1 remains in Full
access mode.

If the counter expires before session 1 has confirmed with OK,
session 2 is switched to Full access mode. Session1 is switched to
Fartial access (only Video) mode.

Requesting "Full access" when two AVR sessions are currently active

If two AVR sessions are currently active and session 1 is the one that is not in
Full access mode, user 1 of session 1 can request Full access by clicking Request
Full Permission in the Options menu of the AVR window (see page 104).

In this case, user 2 of the concurrent AVR session 2 is prompted to grant AVR
session 1 Full access:

Virtual Console Sharing Privileg

Give Permission to user admin with IP address 192.168.0.108
) Allow Virtual Console

® Allow only Video

(5 seconds remaining)

Figure 26: Virtual Console Sharing Privileges dialog box - Give Permission to user <user>...

This dialog box, which counts down from 28 seconds, offers for selection the
following options, which can be enabled by clicking OK:
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Allow Virtual Console
AVR session 1 is granted Full access. In AVR session 1, this is indicated
as follows:

@ Full Virtual Console access granted by admin user with IP address 192.168.0.108

igure 27: INFORMATION dialog box - "Full access" granted

Allow only Video
AVR session 1remains in partial Partial access mode (default). In AVR
session 1, this is indicated as follows:

(25

@ Partial access (only video) granted by admin user with IP address 192.168.0.108

igure 28: INFORMATION dialog box - "Partial access" granted

Exiting the "Full access" session

If two AVR sessions are currently active and you exit the one that is in Full access
mode, the following dialog box opens, asking you to select the next master
session (i.e. the session with Full access).

¥irtual Console Sharing Privileges

Select the next Master Session
® admin : 192.168.0.175

(7 seconds remaining)

Figure 29: Virtual Console Sharing Privileges dialog box - Select the next Master Session
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This dialog box, which counts down from 10 seconds, offers for selection the
user of the other session:

— If you select this option, the other session will switch to Full access mode.

— If you deselect this option, the other session will remain in Partial access (only
Video) mode.

— If the counter expires before you have confirmed with OK, the other session
will remain in Partial access (only Video) mode.
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5.2.4 "Local Monitor Off Control" function

The Local Monitor Off Control function of the iRMC S4 allows you to power down
the local monitor of the managed server for the duration of your AVR session.
In this way, you ensure that the inputs you make and the actions you perform on
the local monitor on the server using AVR cannot be seen. The identification
LED flashes to indicate "Local Monitor Off* mode on the server.

You configure the Local Monitor Off Control function on the Advanced Video
Redirection page of the IRMC S4 web interface (see page 322). On the
Advanced Video Redirection page, you can also configure that the local monitor is
always switched off automatically whenever a new AVR session is started.

After you have configured the system appropriately, you can switch the local
monitor of the server on and off from the remote workstation by alternatively
using the AVR Video menu by clicking the second icon from the right in the tool
bar.

The local monitor is always switched on and cannot be switched if the
Local Monitor Off Control option (see page 326) is disabled.

The current status of the local monitor is indicated the AVR Video menu and
displayed via the second icon from the right in the AVR Tool bar (see section
"AVR Tool bar" on page 110):

Indicates that the local monitor is locked (switched off), i.e. actions
E performed on the AVR console cannot be seen on the monitor of the
managed server. Clicking this button will unlock the monitor of the managed
server and change icon color to green.

Indicates that the monitor of the managed server is unlocked (switched on),
- i.e. actions performed on the AVR console can be seen on the monitor of the
managed server. Clicking this button will lock the monitor of the managed
server and change icon color to read.

If the Local Monitor Off Control option (see page 326) is disabled, the monitor
status cannot be switched.
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5.2.5 Redirecting the keyboard

Keyboard redirection only works when the focus is on the AVR window.

» If keyboard redirection appears not to be working, simply click on the AVR
window.

» If the keyboard does not respond, check that the AVR window is not in view-
only mode. How to switch to full-control mode is described on page 84.

Special key combinations

AVR passes all normal key combinations to the server. Special keys such as
Windows keys are not sent. Some special key combinations suchas +
cannot be sent, because they are interrupted by the client’s operating
system. In such cases, you should use the integrated special keys or the
hotkeys defined by yourself or the virtual keyboard.

Full keyboard support

The Full keyboard support feature allows you to use, via SoftKeyboard, all function
keys of the managed server’s physical keyboard.

Integrated special keys

In the lower right of the AVR window, you will find a bar containing the special
keys. These keys are implemented as “sticky keys”, i.e. they remain pressed

(indicated by a red label) when you click them and only return to their normal
position when you click them again.

Using the integrated special keys, you can, for instance, use special key
combinations which are not sent by AVR if you press them on your own
keyboard.

LALT| [LCTRL [RALT| [RCTRL [Num [Caps| [Scroll

Figure 30: AVR window - integrated special keys

[CALT
Left Alt(ernate) key (corresponds to the key on your keyboard).
[LCTRL

Left CTRL key (corresponds to the left key on your keyboard).
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[RAI
Right Alt(ernate) key / Alt(ernate) Graphic key (corresponds to the

key on your keyboard).

[RCTRL
Right CTRL key (corresponds to the right key on your keyboard).

(Num]

Num Key. Activates/deactivates the numeric keys on the right of your
keyboard (corresponds to the key on your keyboard).

[Caps
Caps Lock key (corresponds to the key on your keyboard).

[Scroll
Scroll key (corresponds to the key on your keyboard).

SoftKeyboard (virtual keyboard)

The SoftKeyboard (also known as virtual keyboard, see figure 31) provides you
with a functional representation of the keyboard. All key combinations are
available when you use the SoftKeyboard. This means that you can use the
SoftKeyboard as a fully functional replacement for a real keyboard.

You activate the SoftKeyboard in the AVR window from the Keyboard menu (see
page 92).

‘|1|2|3|4|5|ﬁ|?|8|9|ﬂ|-|=|hksp inshmlpup nik| /
tablqlwlelrlt|y|u|i|n|p|[|]|\ delendlpdn 7l8]|9
+
capslalsldlflglhlj|k|||;|' ent 41 5|6
shiﬂlllzlulclulblnlml,|.|.f||shiﬂ Lt 11213
— ent
ctrl |win|alt| |CM|aIt |win|c1r| |<= v ==| 0

Figure 31: SoftKeyboard (keyboard layout: English (US))

Secure Keyboard

If you are connected to the iRMC S4 web interface over an HTTP connection,
your keystrokes and mouse clicks can be configured to be encrypted in real time
before transferred to the managed server (see section "AVR window - Options
menu" on page 103).
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5.2.6 Redirecting the mouse

The mouse pointer on the managed server is moved synchronously with the
mouse on the remote workstation. You configure the mouse redirection settings
in the AVR window under Mouse Mode in the Mouse menu (see page 101).

The settings for the mouse pointer synchronization are supported only
for the operating system which runs the managed server.

If the software which controls the mouse is active, sometimes the mouse
pointer cannot be synchronized.
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5.3 Menus and toolbar of the AVR window

The menu bar of the AVR window contains the following menus:

The Video menu allows you to configure the AVR settings and to control the
AVR (see page 92).

The Keyboard menu allows you to enable a SoftKeyBoard and select the
Keyboard language. Beyond that, the Keyboard menu allows you to handle
special keys when redirecting the keyboards (see page 96).

The Mouse menu allows you to configure your mouse settings (see
page 101).

The Options menu allows you to enable/disable keyboard encryption, resize
window size to fit your needs, and set the language
(German/English/Japanese) in which the menus and dialog boxes of the
AVR window are to be shown (see page 103). Additionally, the Options menu
allows you to request full permission (Full access mode) if your AVR session
is the one of two currently active AVR sessions which runs in Restricted access
mode.

The Media menu allows you to use the Virtual Media function (see page 105).

The Power Control menu allows you to power the managed server on and off,
and to configure the behavior of the server during the next boot operation
(see page 106).

The Active Users menu displays the currently active AVR sessions (see
page 108).

The Help menu allows you to display information on the version of the
currently running KVM Remote Console Utility as well as information on the
managed server (see page 108).

The icons of the AVR toolbar provide direct access to frequently used AVR
functions.
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5.3.1 Video menu

The Video menu allows you to configure the AVR settings and to control the
AVR.

- Keyboard Mouse Options Media Power Active Users Help

Pause Redirection  ~itF | " L)
. 100

Resume Redirection AltR
Refresh Video Alt-E
Turn ON Host Display
Turn OFF Host Display AltH
Low Bandwidth Mode
Capture Screen Alt-5

O Full Screen AltF

Start Record
Stop Record
Settings

Exit

Figure 32: AVR window - Video menu

You can select the following functions in the Video menu:

Pause Redirection
Pauses AVR and freezes the AVR view. The AVR view remains frozen
until AVR is resumed.

Resume Redirection
Resumes AVR and refreshes the AVR view.

Refresh Video
Refreshes the AVR view.

Turn ON Host Display
Switches on the local monitor of the managed server depending on
whether this option is selected/deselected.

This function is disabled in the following cases, even if the local
monitor is switched off:

— you are in view-only mode,

— A high-resolution graphics mode is set on the managed server
(see table 3 on page 80).
Local monitor <status> display: Local Monitor always off
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Turn OFF Host Display
Switches off the local monitor of the managed server depending on
whether this option is selected/deselected.

If you are in view-only mode, this function is disabled, even if the
local monitor is switched off.

Low Bandwidth Mode
In the case of a reduced data transfer rate, you can configure here a
lower bandwidth (bits per pixel, bpp) in terms of color depth for your all
AVR sessions at the same iRMC S4.

Normal
Default.
No lower bandwidth.

8 bpp
8 bpp color depth (256 colors).

8 bpp B&W
8 bpp black&white depth (256 levels of gray).

16 bpp
16 bpp color depth (65 536 colors).

Capture Screen
Makes a screenshot of the AVR view and opens a file browser that allows
you to store the related CapruredScreen.jpeg file in any directory of your
work station or on a network share.

The same functionality is also available via the Advanced Video
Redirection page of the iIRMC S4 Web interface (see "Creating an
ASR screenshot" on page 323).

Full Screen
Enables/disables Fullscreen mode.

This option is only enabled if screen resolution on the remote
workstation equals screen resolution on the managed server.
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Start Video

Creates a video recording the events that are displayed on the monitor at
the managed server.

E This button is disabled in the following cases:

— You have not yet configured the video settings under the
Settings option (see below).
— Avideo recording is currently running.
Stop Video

Stops video recording. This option is only enabled when a video
recording session is currently running.

Settings

Opens the Video Record dialog box, allowing you to configure the settings
required for recording a video.

“4 Yideo Record ﬁ\

Video Length |60 Seconds

Video to be Saved

Normalized video resolution to 1024 X 768.

This might reduce the video quality! Cancel

Figure 33: Video record settings

Video Length
Duration of the video (in seconds).
Browse

Opens a browser dialog allowing you to navigate to a directory on

your computer or on a network share where the video should be
stored.

Video to be Saved
Shows the directory you have selected via Browse.
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Normalized video resolution to 1024x768
In this case, a separate video file will be created for each
resolution change on the monitor of the managed server.

If this option is enabled, a normalized video resolution of
1024x768 is applied to the overall video output, regardless of the
actual video resolution on the monitor of the managed server. This
may reduce video quality.

OK
Activates your settings and closes the dialog box. The Start Video
button is now enabled.

Cancel
Closes the dialog box without activating your settings.
Exit
Terminates your own AVR session.
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5.3.2 AVR window - Keyboard menu

The Keyboard menu allows you to handle special keys when redirecting the
keyboard (see section "Redirecting the keyboard" on page 88.)

“a J¥iewer - admin@iRMCO3D898B - 0 fps
Mouse Options Media Power Active Users Help
[J Hold Right Ctrl Key
[ Hold Right Alt Key
[ Hold Left Ctrl Key
[ Hold Left Alt Key

Left Windows Key

Right Windows Hey
Cirl+Alt+Del

Context Menu

Hot Keys )

Host Physical Keyhoard »

SoftKeyboard »

¥ Full Keyhoard Support

® Windows Host
2 Linux Host

Figure 34: AVR window -Keyboard menu

You can select the following functions in the Keyboard menu:

Hold Right Ctrl Key
Holds right key pressed.

Hold Right Alt Key
Holds right key pressed.

Hold Left Ctrl Key
Holds left key pressed.

Hold Left Alt key
Holds left key pressed.

Left Windows Key
Holds down left Windows key if Hold Down is enabled. Otherwise, Press
and Release is applied.
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Right Windows Key
Holds down right Windows key if Hold Down is enabled. Otherwise, Press
and Release is applied.

Ctri+Alt+Del
Applies the key combination + + [Dell.
Context Menu

Opens the appropriate context menu of the application or the operating
system running on the managed server.

Hot Keys
Allows you to define and apply your own hotkeys.

To apply an already defined hotkey, proceed as follows:
1. Click Hot Keys.

To define hotkeys you can also use the hotkey icon in the AVR
Tool bar (see section "AVR Tool bar" on page 110).

2. Inthe list of the already defined hotkeys, which is displayed below the
Add Hot Key item, click the desired hotkey.

To define a new hotkey, proceed as follows:
1. Click Hot Keys — Add Hot Key.

The User Defined Macros dialog box opens, which displays the already
defined user defined macros (here: A, B):

| Add || Delete || Close |

Figure 35: AVR window - Keyboard menu - Add Hot Key - User Defined Macros (1)
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2. Click Add to define a new user defined macro.

The Add Macro dialog box opens:

Add User Defined Macro

Place the cursor in the text hox and press the key event combination to define a Macro

Windows H Tab || Alt+F4 || Print Screen |

e et e

Figure 36: AVR window - Keyboard menu - Add Hot Key - Add Macro

[ —
l+E+Y

3. Enter your favored combination of up to six keys by using the
Windows, Tab, Alt+F4, and Print Screen buttons and/or the keys of your
keyboard.

The entered combination is displayed in the Add Macro dialog box.
Clicking on Clear All or Clear, you can remove all keys or the rightmost
key from the display by clicking on Clear All or Clear, respectively.

4. Click OK to activate the new hotkey.

The new hot key is now displayed in the User Defined Macros dialog
box:

User Defined Macros [’z

[

IN+E+W

| Add || Delete || Close |

Figure 37: AVR window - Keyboard menu - Add Hot Key - User Defined Macros (2)
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5. To remove a hotkey, select the corresponding entry ("B" in the
example shown in figure 37 on page 98) and click Delete.

6. Click Close to close the User Defined Macros dialog box

Host Physical Keyboard
Language used on the keyboard of the managed server.

The following options are available:

— Auto Detect (default value)
— English (United States)

— English (United Kingdom)
—  French

— French (Belgium)

— German (Germany)

—  German (Switzerland)

— Japanese

—  Spanish

— Italian

— Danish

— Finnish

— Norwegian (Norway)

— Portuguese (Portugal)

— Swedish

— Dutch (Netherland)

— Dutch (Belgium)

—  Turkish - F

—  Turkish - Q

If you select AuroDetect, the AVR assumes that keyboard language is the
same on the managed Server and the remote workstation.

SoftKeyboard
Displays the SoftKeyboard (virtual keyboard).

To display the SoftKeyboard in your preferred language, proceed as
follows:

1. Move the mouse pointer on SoftKeyboard item.

A list of the available SoftKeyboard languages is shown.

iRMC S4 99



Menu bar and tool bar of the AVR window

2. Select your preferred language from the list.

The SoftKeyboard is displayed for the selected language:

Softkeyboard - English{United States) [x]
|F1 |F2|F3|F4| ‘F5|F6|F?|FB| |F9 |F1IJ|F11|F12| |p5c|5lk|hrk|
‘|1|2|3|4|5|ﬁ|?|8|9|0|-|=|hksp ins |hm |pup| [nlk| /
tahlqlwl | |t|y|u|i|n|p|[|]|\ del |end |pdn 7|88

+
caps|a|s|df g|h 1 i " ent 4|5 1|6
snli Lo Lo lc Lo lnln |m||_|,||shm NEnRE

ent
ctrl |win|an| |CM|aIl |win|c1r| |<= v | == 0

Figure 38: AVR window - Keyboard menu - SoftKeyboard

Full Keyboard Support

If enabled, allows you to use, via SoftKeyboard, all function keys of the
managed server’s physical keyboard.
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5.3.3 AVR window - Mouse menu

The Mouse menu allows you to configure the settings for redirecting the mouse.

Video Keyboard Options Media Power Control Active Users Help

1

¥ Show mouse cursor AltC
O Mouse Calibration  AltT
[J Show Host Cursor

® Absolute mouse mode
0 Relative mouse mode

0 Hide mouse moie

Figure 39: AVR window - Mouse menu

You can select the following functions in the Mouse menu:

Show mouse cursor
Displays/hides the mouse pointer of your remote workstation when using
the AVR.

Mouse Calibration
Used for calibrating the relative mouse mode. This option is only enabled
if Mouse Mode - Relative Mouse Mode has been selected.

In relative mouse mode, the mouse pointer of the managed server
follows the mouse pointer of the remote workstation in a
decelerated manner.

Show Host Cursor
Shows an additional mouse pointer additional to the mouse pointer of the
managed server.

If hardware acceleration of the mouse pointer is set to the maximal
value and the Matrox G200e driver is installed, the hardware
mouse pointer of the iIRMC S4 is activated. Only one mouse
pointer is normally displayed in this mode. In this case, the Show
Host Cursor option can be used to display a second mouse pointer
which refers to the managed server.
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Mouse Mode

Specifies the mouse mode (Absolute mouse mode, Relative mouse mode, or
Hide mouse mode). In Hide mouse mode, the mouse pointer of the remote
workstation is not displayed.

E Default setting: Absolute mouse mode.

Please do always use the Absolute mouse mode. Only in case of an
older operating system (e.g. RedHat 4) the Absolute mouse mode
might not work.

[I| For the LS| WEBBIOS, the Hide mouse mode (Relative) must be
used.
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5.3.4 AVR window - Options menu

The Oprions menu allows you to enable/disable keyboard/mouse encryption,
resize window size to fit your needs, and set the language in which the menus
and dialog boxes of the AVR window are to be shown.

Video HKeyboard Mouse | Options | Media Power Active Users Help
G w @ [0 KeyhoardMouse Encryption E_\ Q
A Window Size ¥ O Actual Size
GUI Languages ¥
® Fit to Host Resolution

Figure 40: AVR window - Options menu

You can select the following functions in the Options menu:

Keyboard/Mouse Encryption
Enables/disables keyboard/mouse encryption i.e. your keystrokes and
mouse clicks will be encrypted in real time before being transferred to the
managed server.

This option is not offered for selection if you are connected to the
iRMC S4 web interface over an HTTPS connection. In this case,
all communication between the iRMC S4 web interface and
managed server is SSL encrypted.

Window Size
Specifies whether the size of the AVR window is to be shown in its actual
size or adapted to the resolution of local monitor of the managed server
or to the monitor resolution on the remote workstation.

Actual Size
AVR window is expanded to full monitor size.
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Fit to Client Resolution
This option is only enabled if screen resolution on the remote
workstation is lower than or equal to screen resolution on the

managed server.

If screen resolution on the remote workstation and on the
E managed server are identical, the Full Screen Icon in the
AVR Tool bar is enabled (see section "AVR Tool bar" on
page 110).
Fit to Client Resolution
If screen resolution on the remote workstation is higher than
screen resolution on the managed server, the AVR window

is automatically adjusted.
m This is the normal working environment.

GUI Languages
Specifies the language in which the menus and dialog boxes of the AVR

window are to be shown (German, English, Japanese).

The selection preset with the GUI language that configured for the
iRMC S4 web interface from which the AVR session was started.

Prompts the user of the concurrent AVR session to grant you Full access.
Depending on this user’s decision, you will be granted Full access or
remain in Partial access mode.

Request Full Permission

This option is only offered for selection if two AVR sessions are
currently active and your session is the one that is not in Full
access mode.

Prompts the user of the concurrent AVR session to grant you Full access.
Depending on this user’s decision, you will be granted Full access or
remain in Partial access mode. For details, see "Requesting "Full access"
when two AVR sessions are currently active" on page 84.
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5.3.5 AVR window - Media menu

Via the Media you can start the Virtual Media wizard. The Virtual Media wizard
allows you to attach or detach media on the remote workstation as virtual media
devices (see chapter "Virtual Media Wizard" on page 113)

Video Keyhoard Mouse Options - Power Control Active Users Help

@@ VMirtual Media Wizard... I —

Figure 41: AVR window - Media menu

Virtual Media Wizard...
Click Virtual Media Wizard... to start the Virtual Media wizard allowing you
to attach or detach media on the remote workstation as virtual media
devices (see chapter "Virtual Media Wizard" on page 113).
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5.3.6 AVR window - Power Control menu

The Power Control menu allows you to power the server up/down or to reboot the
server. Beyond that, you can configure the behavior of the server during the next
boot operation.

Video HKeyboard Mouse Options Media _ Active Users Help
@@ :::r::;i:::apuwerm

Power Cycle
Press Power Button
Immediate Reset
Pulse NMI

Graceful Reset (Reboot)
Graceful Power Off (Shutdown)

Set Boot Options

Figure 42: AVR window - Power Control menu

Power On
Switches the server on.

Immediate Power Off
Powers the server down, regardless of the status of the operating
system.

Power Cycle
Powers the server down completely and then powers it up again after a
configured period. You can configure this time in the Power Cycle Delay
field of the ASR&R Options group (see page 245).

Press Power Button
Depending on the operating system installed and the action configured,
you can trigger various actions by briefly pressing the power-off button.
These actions could be shutting down the computer or switching it to
standby mode.

Immediate Reset
Completely restarts the server (cold start), regardless of the status of the
operating system.
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Pulse NMI
Initiates a non-maskable interrupt (NMI). A NMI is a processor interrupt
that cannot be ignored by standard interrupt masking techniques in the
system.

Graceful Reset (Reboot)
Graceful shutdown and reboot.
This option is only available if ServerView agents are installed and
signed onto the iRMC S4 as “Connected”.

Graceful Power Off (Shutdown)
Graceful shutdown and power off.
This option is only available if ServerView agents are installed and
signed onto the iRMC S4 as “Connected”.

Set Boot Options
Clicking this item opens the Ser Boot Options dialog box which allows you
to configure the behavior of the system the next time it is booted.

B Set Boot Options &J

Boot Device Selector: |No Change

Boot Type: |[Extensible Firmware Interface Boot (EFI) |~

Next Boot only: ]

Figure 43: Power Options menu - Set Boot Options

Boot Device Selector
Storage medium you wish to boot from. The following options are
available:

— No Change: The system is booted from the same storage
medium as previously.

— PXE/iSCSI: The system is booted from PXE/iSCSI over the
network.

— Hard Drive: The system is booted from hard disk.
— CDROM/DVD: The system is booted from CD /DVD.
— Floppy: The system is booted from floppy disk.

— Bios Setup: The system enters BIOS setup when booting.
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Boot Type
Determines the boot mode in which the system will be started at
the next boot.

Depending on the server operating system, the following options
are available for selection:

PC compatible (legacy)
The system is booted in legacy BIOS-compatibility mode.

Extensible Firmware Interface Boot (EFI)
The system is booted in UEFI boot mode (only on 64-bit
operating systems).

Next Boot Only
The configured settings apply to the next boot only.

5.3.7 AVR window - Active Users menu

The Active Users menu shows the users currently using the AVR. The green
bullet indicates your own session.

Video HKeyboard Mouse Options Media Power | Active U:er:|ﬂelp

admin: 11141141111 O
@ user|: 22222222222 |

Figure 44: AVR window - Active Users menu

5.3.8 AVR window - Help menu

Beyond showing general information on JViewer, the Help menu displays in the
Server Information dialog box the information defined under System Information in
the System Overview page of iRMC S4 web interface (see section "System
Overview - General information on the server" on page 136).
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Server Information

System Name:
System Type:
Chassis Type:
Serial:

BIOS Version:

iRMC FW/SDR Version:

System GUID:

IRMCFDAFYE

PRIMERGY TX140 52

TA14052F5

Fi10113000032

V4,654 R0.75.0 for D3239-A1x
Fl<10113000032
EGC17BE3-3FEQ-6341-ABBA-1BADOEIFETEE

OK

Figure 45: AVR window - Help menu

iRMC S4
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5.3.9

AVR Tool bar

The icons of the AVR toolbar provide direct access to frequently used AVR
functions. When moving your mouse pointer on an icon, you often receive
assistance in the form of tool tips.

In Partial access (only Video) mode only the Video and Active Users icons
can be used.

NmiBEIEEEIEEIE

- .

50 100 150

by =[5

Figure 46: AVR window - Preferences menu

If Video Redirection is executed in the Num Lock On mode on the server side,
the client side also turns to Num Lock ON.

The following list shows the icons in the ServerList window and their meanings:

Resumes AVR and refreshes the AVR view.

Pauses AVR and freezes the AVR view. The AVR view remains frozen
until AVR is resumed.

Enables/disables fullscreen mode.

D& €|©

Indicates whether (green) or not (red) a hard disk/USB redirection is
established for this AVR session. Clicking the icon starts the Virtual
Media wizard (see chapter "Virtual Media Wizard" on page 113).

@

Indicates whether (green) or not (red) a floppy redirection is
established for this AVR session. Clicking the icon starts the Virtual
Media wizard (see chapter "Virtual Media Wizard" on page 113).

Indicates whether (green) or not (red) a CD/DVD redirection is
established for this AVR session. Clicking the icon starts the Virrual
Media wizard (see chapter "Virtual Media Wizard" on page 113).

©

Indicates whether (green) or not (grayed out) the mouse pointer of the
remote workstation is visible in the AVR window. Clicking the icon
allows you to switch between the two modes.

Table 4: Icons in the ServerList windows
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Displays the SoftKeyboard (see section "AVR window - Keyboard
menu" on page 96 for details).

b @

Depending on whether video settings have already been configured:
Starts video recording or opens the Video Record dialog box for
configuring video settings (see section "Video menu" on page 92 for
details).

Displays the list of available hotkeys To apply a hotkey, click the
related item. See section "AVR window - Keyboard menu" on page 96
for details on defining hotkeys.

Tk
1t

& -
=

100 150

The zoom tool bar allows you to stageless enlarge or reduce the AVR
view.

L

Displays for each currently active AVR session the iRMC S4 user who
has started the AVR session and the IP address of the remote
workstation from which the AVR session was started.

If Local Monitor Off Control has been enabled in the AVR page of the
iRMC S4 web interface, this toggle button allows you to switch
between the following states:

Indicates that the monitor of the managed server is unlocked, i.e.
actions performed on the AVR console can be seen on the monitor of
the managed server. Clicking this button will lock the monitor of the
managed server.

Indicates that the monitor of the managed server is locked, i.e.
actions performed on the AVR console cannot be seen on the monitor
of the managed server. Clicking this button will unlock the monitor of
the managed server.

Table 4: Icons in the ServerList windows

iRMC S4
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This toggle button allows you to power the managed server on and
off:

7 Indicates that the managed server is currently powered on. Clicking
this button starts a confirmation dialog for powering the managed
server off (immediate power off).

this button starts a confirmation dialog for powering the managed
server on.

Indicates that the managed server is currently powered off. Clicking

Table 4: Icons in the ServerList windows
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6 Virtual Media Wizard

A valid virtual media (VM) license key is required to use the Virtual Media
Wizard.

The Virtual Media Wizard makes available to the managed server a “virtual”
drive the source of which you provide on a remote workstation. The virtual
media connection between the managed server and the remote workstation is
established using the AVR Java applet. Depending on the settings made in the
Virtual Media Options page, you can connect up to 12 virtual media in total and
choose between the following types:

— Physical Floppies and/or Floppy Images (up to 4)
— Physical CD/DVDs and/or CD/DVD ISO Images (up to 4 in total)
— HardDisk drives and/or HardDisk/USB images (up to 4 in total)

It is not necessary that the remote media are physically located on the remote
workstation. They can also be located on any network share accessible from
this remote workstation.

Remote
workstation —
isk i [ ]
| Floppy diskimage (upto 4) Accessing the "virtual” drive I |
| CD/DVDdrive/image (up to 4) -fecccccscccsccccccee ﬁ
——— "j Hard disk/USB key (up to 4) —
PC Managed server

Video Redirection iIRMC 84

Figure 47: Virtual media provided via a remote connection
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6.1 Provision of virtual media at the remote
workstation

If you provide the source for a virtual drive on the remote workstation then the
virtual functionality supports the following device types:

Floppy
— CDISO image

DVD ISO image
CD, bvD

Optical storage media (CD, DVD) are automatically displayed (offered for
selection).

Devices connected as virtual media are recognized as the USB
connected devices by the iRMC S4. They cannot be used if no USB
connection is available (e.g. no USB driver exists).

You can use the virtual drive to install an operating system on your PRIMERGY
server from the remote workstation (see chapter "Remote installation of the
operating system via iRMC S4" on page 413).

This section provides information on the following topics:

e Starting the Virtual Media wizard

e Handling virtual media via the Virtual Media dialog box
— Providing storage media for the Virtual Media session
— Connecting storage media as virtual media

— Clearing Virtual Media connections
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6.1.1 Starting Virtual Media wizard

You start the Virtual Media wizard by using the AVR Java applet (see section

"Advanced Video Redirection - Start Advanced Video Redirection (AVR)" on

page 322).

» Start the iRMC S4 web interface (see section "Logging into the iRMC S4
web interface" on page 124).

» Open the Advanced Video Redirection page and click on the Start Video
Redirection (Java Web-Start) to start Advanced Video Redirection (see section
"Advanced Video Redirection - Start Advanced Video Redirection (AVR)" on
page 322).

This opens the AVR window.

» In the menu bar in the AVR window, choose:
Media - Virtual Media Wizard...

or click one of the three Virtual Media icons in the tool bar.

‘a3 Wiewer - admin@iRMCAZFA4Z - 0 fps
Video HKeyhoard Mouse Options | Media | Power Active Users Help

Q bV @ @E i! Virtual Media Wizard... Ei
|9Anwendungen/oue/y(5tem Q)Qgﬁ f

Figure 48: AVR window - Media - Virtual Media Wizard...

The Virtual Media dialog box opens.
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6.1.2 Virtual Media dialog box

Depending on the settings made in the Virtual Media page of iRMC S4 web
interface, the Virtual Media dialog box displays from 0 up to 4 panels for each of
the following three media types:

m Physical storage devices must be mounted on Linux systems.

Floppy Key-Media (Floppy Images).
Default: No Floppy Key-Medium is displayed.

CD/DVD Media ISO images.

— CD/DVD Media ISO images

— CD/DVD drives (i.e. physical CD/DVD)

Default: 2 CD/DVD Media ISO images are displayed.
Hard disk/USB Key Media

— Hard disk/lUSB Key images

— Physical drive (fixed drive)

Default: 1 Hard disk/USB Key Medium is displayed.
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Floppy Key Media: |
® Floppy Image ‘ - H Browse ‘ Connect Floppy |
Floppy Key Media: 11
(® Floppy Image ‘ - H Browse Connect Floppy
CDDVD Media: |
) CD Image ‘ H Browse Disconnect
Connected to Host CDDVD Device : 0
®D
CDDVD Media : Il
® CDImage |UtsclientNeuer Ordnerllocsysupd.img |v H Br ‘ Connect CD/DVD
oD
4] 1 I D

Hard disk/USB Key Media : |

) HDIUSE Image | | Connect Hard diskUUSE Key

(® PhysicalDrive0-[C]- Fixed Drive
4] i ID

Hard disk/USB Key Media : 11

® HD/USE Image

itsclientiJiNeuer OrdnervSphere Web Client - New in Widware v ‘ Connect Hard disk/USB Key

) PhysicalDrive0-[C]- Fixed Drive

4] 1l I >
Status
Target Drive Connected Ta | Read Bites [
Wirtual Flopgy 1 Mot Connected nia -
Wirtual Floppy 2 Mot Connected nia =
Yirtual COVDVD 1 ] akB

<

irtual COOWD 2 Mat Connecterd nfa

Close

Figure 49: Virtual Media dialog box

The Status panel informs on both the storage media which are currently available
for virtual media connections and the storage media which are currently
connected as virtual storage media.
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6.1.3 Provision of storage media for virtual media

At any time during your AVR session, you can the following options:

— Adding additional virtual media connections to your already existing
ones.

— Disconnect individual virtual media connections.

For providing a storage medium of the favored type (e.g. a DVD Image), proceed
as follows:

E Physical drives are automatically displayed. Browsing is only required for
providing images.

» In the appropriate panel of the Vitual Media dialog box, click Browse.
The Open file browser dialog box opens.

» Inthe Open dialog box, navigate to the directory of the storage medium that
you want to make available as virtual medium from your remote workstation.

“4 Open | x|

LooK In: |ﬁ __ \irtMedia |'| E

D ETERNUS-DX_Media-CD_D1-2013-B.is0
[ Imagefile.iso |)

File Name: (|ImageFiIe.isu ) |

Files of Type: |ISO(*.iso, *1S0), NRG{*.nrg, *NRG) | - |

Figure 50: Open dialog box (Windows)

» Select the required device type under Files of Type.
E Physical storage devices must be mounted on Linux systems.
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» Specify the storage medium you wish to connect as a virtual medium under
File Name:

— Inthe case of an ISO image (ISO/NRG image), enter the file name.
Alternatively, click on the file name in the Explorer.

— Inthe case of a drive, enter the name of the drive, e.g.
— “D” for drive D (Windows)
— /dev/... (Linux)
» Click Open to confirm your selection.

The selected storage medium is made available as a virtual medium and
displayed in the corresponding panel of the Virtual Media dialog box.

Display in the “Storage Devices” dialog (Windows)

® Floppy Image || Browse -~

CD/DVD Media: | »
‘ Disconnect
Connected to Host CD/DVD Device : 0

()
CDDVD Media: 11 :

®CD Imag(l lentID\__ VirtMedialmageFile.iso ) ‘ - H Browse Sonnect oD
Hard disk/USE Key Media: |

J HDUSE Image Connhect Hard disk/USB Key

® PhysicalDrive0-[C]- Fixed Drive

(] Il I [»

Figure 51: Virtual Media dialog box: The provided storage medium is displayed.

» Click the corresponding Connect... button to connect the provided storage
medium as Virtual Media.

The selected storage medium is made available as a virtual medium and
displayed in the corresponding panel of the Virtual Media dialog box.
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Display in the “Storage Devices” dialog (Windows)

E tual Media

(@ PhysicalDrive0-[C]- Fixed Drive

4] i ]

Status
Target Drive Connected To | Read Bytes |
wirual Floppy 2 Mot Gonnected nia
Wirtual CD/DYD 1 o 34 KB
Yirtual CO/DYD 2 MsclientiDn_ WidMedizlmage... 0KE
iriual HardDisk 1 Mnt Cnnnectar nia Close

CDDVD Media: 1
@ CD Image ( ) ‘ H EawED | Disconnect |
Connected to Host CDVDVD Device : 1
[&))]
Hard disk/USE Key Media: |
) HD/USE Image | | connect Hard diskusn Key
(@ PhysicalDrive0-[C]- Fixed Drive
4] 1 [»
Hard disk/USE Key Media: Il
) HDUSE Image | connect Hard diskusn Key

Figure 52: Virtual Media dialog box: The provided storage medium is displayed.
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6.1.4 Clearing Virtual Media connections

A Virtual connection is automatically released in the following cases:
— The AVR session is disconnected.

— The AVR session which established the virtual media connection
changes into "read-only" mode due to a successful "Full Access"
request of a second AVR session.

— The settings configured in the Virtual Media Options page are changed
(see page 331).

» Open the Virtual Media dialog (see section "Starting Virtual Media wizard" on
page 115).

» “Safely remove” the storage device, i.e. ensure that no more
applications/programs are accessing the storage media.

» To clear a Virtual Media connection, click the corresponding Disconnect button.
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7 iIRMC S4 web interface

The iRMC S4 not only has its own operating system, but also acts as a web
server, providing its own interface. You can choose whether to show the menus
and dialog boxes of the iRMC S4 web interface in German, English or
Japanese.

When you enter values in the iRMC S4 web interface, you often receive
assistance in the form of tool tips.

Third Party Licenses can be seen by clicking the Third Party Licenses link
in the navigation bar of the iIRMC S4 web interface (see page 132).
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7.1 Logging into the iRMC S4 web interface

» Open a web browser on the remote workstation and enter the (configured)
DNS name (see page 263) or IP address of the iRMC S4.

Different login screens appear depending on whether LDAP access to a
directory service has been configured for the iRMC S4 (LDAP Enabled
option, see page 293):
If no login screen appears, check the LAN connection (see section
"Testing the LAN interface" on page 47).

— LDAP access to the directory service is not configured for the iRMC S4
(LDAP Enabled option is not activated) and Always use SSL Login option
(see page 293) is not activated:

Windows Security E

The server &t IRMC S4@IRMCAZFA4Z requires a username and
password,

e CO.

e

= [M remember my als

oK I Cancel |

Figure 53: Login screen for the iRMC S4 web interface (LDAP access not configured
and the “Always use SSL login” option is not selected)

» Type in the data for the default administrator account.
User name: admin
Password: admin
E Both the User name and the Password are case-sensitive.

For reasons of security, it is recommended that you create a
new administrator account once you have logged in, and then
delete the default administrator account or at least change the
password for the account (see "User “<name>" Configuration
- User configuration (details)" on page 281).

» Click OK to confirm your entries.
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— LDAP access to the directory service is configured for the iRMC S4
(LDAP Enabled option is activated) or Always use SSL Login option is
activated):

S ServerView

_ServerView® Remote Management iRMC $3 Web Server [ petsch | * Hkas

Login required to continue.

PRIMERGY RX300 S8

# System Infarm ation Login required to continue

# BIOS

# iRMC 54 UsarHzmea:

¥ Power Management l_
Passwaord:

+ Power Consumption
s S50
[ Sensors t i

# EwentLog
) T |

-Semer b
[+ Network Settings
H Aletting

[# User Management

[® Consale Redirection

i i ’7’7\@ Internet | Protected Mode: n [ - [ - 4

Figure 54: Login screen for the iRMC S4 web interface (LDAP access configured)

The user name and password are always SSL-protected when

E they are transmitted. If you activate the Secure (SSL) option, all
communication between the web browser and the iRMC S4 is
carried out over HTTPS.

» Type in the data for the default administrator account.
User name: admin

Password: admin

For reasons of security, it is recommended that you create a
new administrator account once you have logged in, and then
delete the default administrator account or at least change the
password for the account (see "User “<name>” Configuration
- User configuration (details)" on page 281).

» Click Login to confirm your entries.

The iRMC S4 web interface opens showing the System Information page (see
page 135).
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7.2 Required user permissions

The following table 5 provides an overview of the permissions which are
required in order to use the individual functions available at the iRMC S4 web

interface.
Functions in the iRMC S4 web interface Permitted with §| Required
IPMI privilege § iRMC S4-
level specific
permission
[72]
o | T
L0 |v
ACAERF
3 |o |c |8
O |g |W |
g n|c|W
S |l o
52|59
= «©
2 S|E 2|5
s | L 2|2 |3 |d
2 | o S |3 || o
£|® 212 |0|0
E B [ Y- Y= b
o5 8805 525
O [« |O D O |0 > |x
System Information
Open the System Overview page. X | X|X|X
Switch identification LED on/off. X | X | XX
Set Asset Tag Configuration. X
Edit Operating System Informalions.” X
Open the System Components page. X | X|X|X
Reset Memory Error Counter. X
View SPD Data. X[ X | X|X
Open/edit the AIS Connect page. X | X
Open/edit the SystemReport page. X | X
Open the Network Inventory page. X| X | X|X
Open/edit the Driver Monitorpage. X| X | X|X
RAID Information
Open the RAID Controller page.z) X | X
Open the Physical Discs page.?) X | X
Identify RAID physical disk (Locate button).?) X | X X
View Physical Drives page.z) X | X

Table 5: Permissions to use special the iRMC S4 web interface
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Functions in the iRMC S4 web interface Permitted with §| Required
IPMI privilege J§ iRMC S4-
level specific
permission
[72]
9|23
E|E 3|8
S|o |® |35
o |n [~ ©
O | g |W | ¢
S|l |c |W
< S | o
= 3 = (5] ©
£ S|k |25
5| L |2 |8 |d
2 19 3|3 | |@
£l ® 22|00
E E B [ Y- Y— b
w|s|ald 5|6 |2 g
O |« |O|DflOo |0 |5 |x
BIOS

x
x
x

Open the Backup/Restoration of BIOS Single Parameter | X
Settings page.")

Edit Backup/Restoration of BIOS Single Param. Settings1) X | X

Open the BIOS Update Settings page.V) X | X | X|X
Perform BIOS update 1 X | X

iRMC sS4
Open the iRMC S4 Information page. X| X | X|X
Reboot iRMC S4. X | X
Load license key onto the iRMC S4. X
Set Miscellaneous Options. X
Open the Save iRMC S4 Time page. X| X | X|X
Change iRMC S4 Time Options. X
Open the Save iRMC S4 FW Settings page. X | X
Select Include User Settings. X
Select all other Settings. X
Import iRMC S4 settings in WinSCU XML format. X | X
Open/edit the Certificate Upload page. X
Open/edit the Generate a self-signed RSA Cert. page. X
Open iRMC S4 Firmware Update page. X| X | X|X
Set firmware selector. X | X
Perform Firmware Update from File. X | X

Table 5: Permissions to use special the iRMC S4 web interface
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Functions in the iRMC S4 web interface Permitted with §| Required
IPMI privilege J§ iRMC S4-
level specific
permission
[72]
oD
LIE |2 |
AEAERE
o |lw| s |8
O g |W|c
2 O | c |W
()
5|25 |8
= «
2 S|E 2|5
s | . |2 |8 |®
2 10 3|3 |x|e
E|® D212 |0 |0
E B [ Y- Y— b
o S/8/805 5|2 |5
O |« |O|DflOo |0 |5 |x
Update firmware via TFTP (iRMC S4 TFTP Settings). X | X
Power Management
Open Power On/Off page. X | X|X|X
Modify Boot Options. X
Use Power Control. X[ XX
Open/edit the Power Options page. X
Open Power Supply Info page. X | X|X|X
Power Consumption
Open/edit Power Consumption Configuration page. X
Open Current Power Consumption page'z) X
Open/edit Power Consumption History page-2) X
Sensors
Open Fans page. X | X|X|X
Start fan test (Fan Test group). X | X | XX
Set Fan Check Time (Fan Test group). X
Select individual Fans (System Fans group). X
Set Fan Fail Action / Delay Time. X
Open Temperature page. X | X|X|X
Define action on critical temperature. X
Open Voltages page. X | X|X|X
Open Power Supply page. X| X | X|X
Configure power supply redundancy. X

Table 5: Permissions to use special the iRMC S4 web interface
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Functions in the iRMC S4 web interface Permitted with §| Required
IPMI privilege J§ iRMC S4-
level specific
permission
[72]
o |
LIE |2 |
£ 2|5 2
3 |d|c |8
O g |W |
S|l |c |W
< o | o
52|52
= «
2 S|E|gs
5| o o o |Q|d
210 S |3
2 o
E|® 22|00
E B [ Y- Y— b
z(E8|805|5(2|5
O |« |O|DflOo |0 |5 |x
Open Component Status page. X | X|X|X
Event Log
Open System Event Log Content page. X| X | X|X
Clear the system event log (SEL). X | XX
Save event log (SEL). X | X | X|X
Define the severity for the display of SEL entries. X| X[ X|X
Open Internal Event Log Content page. X | X
Clear the internal event log (iEL). X | X
Save event log (iEL). X | X
Define the severity for the display of SEL entries. X | X
Open Event Log Configuration page. X| X | X|X
Modify Default Web Interface display filtering. X
Change SEL Mode. X
Change Helpdesk Information. X
Server Management
Open/edit Server Management Info. page. ‘ ‘ ‘ ‘ I ‘ X ‘ ‘

Network Settings

Open/edit the Network Interface page.

Open/edit the Ports and Netw. Services page.

Open/edit DNS Configuration page.

X | X | X | X

Open/edit SNMP Configuration page

Table 5: Permissions to use special the iRMC S4 web interface
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Functions in the iRMC S4 web interface Permitted with §| Required
IPMI privilege Q| iRMC S4-
level specific
permission
[72]
o |
LIE |2 |
£ 155 |2
3 |d|c |8
0 |g |W|g
2 O | c |W
()
51252
= o
2 S|E 2|5
s | o 2|0 |8 |®
2 10 3|3 |x|e
E|® 2|25 |0
E B [ Y- Y— b
o S/8/805 5|2 |5
Ol |O|Dflo |0 |5 |
Alerting
Open/edit SNMP TRAP Alerting page. X
Open/edit the Email Alerting page. X
User Management
Open/edit the iRMC S4 User page. X
Open/edit the Directory Service Config. page. X
Open CAS Configuration page. X | X
Edit CAS Generic Configuration. X
Edit CAS User Privilege and Permissions X
Console Redirection
Open the BIOS Text Console page. X| X | X|X
Modify the BIOS Console Redirection Options. X
Start Text Console Redirection. X | X|X]|X X
Open/edit the Advanced Video Redirection page. X
Virtual Media
Open/edit the Virtual Media page.?) X | X | X|X X
Open/edit the Remote Image Mount page.?) X| X | X|X X
Open/edit the Media Options page.?) X | X | X|X X
Lifecycle Management
Open/edit the Update Settings page.2) X | X X
Open/edit the Online Update page.?) X | X X
Open/edit the Offline Update page.?) X | X X

Table 5: Permissions to use special the iRMC S4 web interface
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Functions in the iRMC S4 web interface Permitted with §| Required
IPMI privilege § iRMC S4-
level specific
permission
[72]
o T
L1 |2 |5
51532
o |wm|c |8
O g |W |
2 o | c |W
()
5|2 |% |2
' @ E
% S| | £ S
s | o |0 |38 |®
2 e 3|3 | |e
£|® D212 |0 |0
E B [ Y- Y— b
| 5|2/ 205|5/2 |5
O [« |O (DO |O|>|x
Open/edit the Custom Image page.?) X | X X
Open/edit the PrimeCollect page.?) X | X X

) Action is only possible if no agents are running.

2) Feature is not available on all systems.

Table 5: Permissions to use special the iRMC S4 web interface
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7.3 Structure of the user interface

The iIRMC S4 web interface is structured as follows:

Selected function Interface language selector Title bar Logout button
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Figure 55: Structure of the iRMC S4 web interface
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Choosing the language for the iRMC S4 web interface

On the right of the black bar above the work area, you will find a flag icon. Click
this icon to choose the language (German / English / Japanese) used to display
the navigation area, menus and dialog boxes of the iRMC S4 web interface.

Navigation area

The navigation area contains the menu tree structure whose nodes combine the
links to the individual iRMC S4 functions arranged on a task basis. When you
click one of these links, the link is enabled and the work area for that function is
displayed showing any output, dialog boxes, options, links and buttons.

Below the links to the individual iRMC S4 functions, you will find the links Logout
and Refresh:

® Logout allows you to terminate the iRMC S4 session after you have
confirmed this in a dialog box. Different login screens appear after the
session has been closed depending on whether LDAP access to a directory
service has been configured for the iRMC S4 (LDAP Enabled option, see
page 293):

— If LDAP access to the directory service is not configured for the iRMC S4
(LDAP Enabled is not activated) and then Always use SSL login option (see
page 293) is deactivated, the following login screen appears:

< ServerlView

erverViewdRemote Management iRMC 54 Web Server Sl peutsch | * Hba

Login required to continue.

‘ Login required to continue ‘

‘ Login |

Figure 56: Login page (after logging out)

Click Login to open the login screen of the iRMC S4 web interface (see
figure 53 on page 124). This allows you to log in again if you wish.
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— If LDAP access to the directory service is configured for the iRMC S4
(LDAP Enabled option is activated) or the Always use SSL login option (see
page 293) is deactivated, the appropriate login screen appears (see
figure 54 on page 125).

e Click Refresh to refresh the contents of the iIRMC S4 web interface.

Alternatively, you can configure the interface to automatically update
the contents periodically (see "Enable Auto Refresh" on page 258).
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7.4 System Information - Information on the
server

The System Information entry contains the links to the following pages:
"System Overview - General information on the server" on page 136

— "System Component Information - Information on the server components"
on page 141

— "AIS Connect - Configuring and using AlIS Connect" on page 144
— "System Report" on page 149
— "Network Inventory" on page 151

— "Driver Monitor" on page 152
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7.41 System Overview -
General information on the server

The System Overview page provides information on

— the system status,

— asset tag configuration

— system (general information)

— the operating system of the managed server,

— system FRUs (Field Replaceable Units) / IDPROM.

— current overall power consumption of the managed server

In addition, the System Overview page allows you to enter a customer-specific
asset tag for the managed server.

ServerView

PRIMERGY RX100 58 FUNITSU ServerWiew® iRMC 4 Web Server lpeutsch | * HAH

System Overview K&
=l System Infermation System Status
o System Oveniew
L. System Components Pever LED; () Power On
- RIS Connect Errar LED: () Oft
Systemn Report cesLED: ) ot

Netwoik Inventory idertify LED: @) O# Idantity LED On

Driver Monitor

& BIDS

[ iRMC 59 Asset Tay Configuration

F Power hanagement

® Power Consumption System Asset Tag: [System Asset Tag
[ Sensors

[ Event Lag Apply
“Samer Management
(i Netuoi Settings System Information
Aletting
© User Management System Type: PRIMERGY RX100 58
Chassis Typa: RXA00S2RT
Serial: YLNEODOD4Q

[# Console Redirection

tideaRedimeion CWS) BIDS Version: Y45 5.4 R2.8.0 for DIZ28-Adx
& Miual Media System BUID: 03000200-0400-0500-0006-000700080009
# Lifeoysle
Operating System Information
Logout
System Name: SIN1-RX10058
Reftech

System Description: Senver
System O/5: Windows Senver 2012 Standard
O Version: 8.2 Build 9200
System IF: 172.17.167 83
System Looation: [Unknown (2dit /etesnmprsnmpd.confy
Systam Cortat: [Fost cmt@iacaivass Gontaure e
Servarviewe: Agentless Service, Version 7.00.03.17
System Up Time: 0 Days, 2 Hours, 18 Minutes

Apply

(1) When SenveiView agenis are installed, 'System Location’ and *System Contact will be ovensitien with the next 0/8 start

System FRUIDPROM Information
R e e TR Product Name Serial Part Version  Vendor specific  £88
Name Infermation ar Model Number Humber Imformation  Irformation  Companent
Chassis FUNTSU Froduct  PRIMERGY RX100 58 YLHEDODD43 926381 K1420-M301 0350 Ho
MainBoard  FUNTSU Board Dazza 21028448 526301-D3220-412  WGS03 G351 Ho _
PSUSTD  Chisony Board  POMERSUPPLY 300W E6147001041310V000414 S28413-E544\70-01  REWOM Ho

‘ Current Overall Power Consumption |

f | =

Figure 57: System Overview page
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System Status

The status of the global error LED, the CSS LED and the identification LED are
shown under System Status. You can also switch the PRIMERGY identification
LED on and off.

System Status

Power LED: Q Fawer On
Error LED: @ On
Css LED: ) o

Idertify LED: @ Off  Tum On |

Figure 58: System Overview page - System Status

Power LED
Power status of the server.
The following statuses are possible:

— On: “Power ON” (green)
— Off: “Power OFF” (orange)

Error LED
Informs about the server‘s Global Error LED:

Status Info Global Error LED Overall system status
(iRMC S4) on the Server

off does not light up. No critical event.
on lights red. Prefailure event for a non CSS component.
blinking flashes red. Critical event.

CSS LED

Informs about the server's CSS (Customer Self Service) LED:

Status Info CSS LED on the Overall system status

(iRMC S4) Server

off does not light up. The server is operational.

on lights orange. Prefailure event for a CSS component.
blinking flashes orange. Defective CSS component.
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Identify LED
Server identifier.
The following statuses are possible:

— On (blue)
— Off (grey)

Turn On/Turn Off
Click Turn On / Turn Off to toggle the PRIMERGY identification
LED on and off.

Asset Tag Configuration

Under Asset Tag Configuration, you can enter a customer-specific asset tag for
the managed server.

The customer-specific asset tag allows you to assign the server an
inventory number or other identifier of your choice.

With Windows-based systems, this customer-specific asset tag is
provided automatically by the WMI (Windows Management
Instrumentation). It can then be evaluated by in-house tools or used for
integration in enterprise management systems (such as CA Unicenter).

Asset Tag Configuration

System Asset Tag: |assettag added by a.baker via R-SCUx

Apply |

Figure 59: System Overview page - Asset Tag Configuration

System Asset Tag
You can enter the asset tag here.

» Click Apply to accept the asset tag.
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System Information

System Information lists information on the managed server.

System Information

Systemn Type: PRIMERGY RX3200 52
Chassis Type: RX2Z0052R4
Serial: YLNTOOOODZS
EIOS Yersion: Wa4.6.5.4 RO.92.0 for DZ2939-B1:
Systern GUID: 03000200-0400-0500-0006-0007 00020002

Figure 60: System Overview page - System Information

Operating System Information

Operating System Information lists information on the operating system of the
managed server and whether the ServerView agents are available or the
managed server ServerView Agentless Service are available on the managed
server.

Operating System Information

System Hame: SWM-RAA0053
System Description: Senver
System O/5: Windows Server 20112 Standard
05 Yersion: 5.2 Build 5200
System IP: 172.17 167 .83

System Location: |Unknown (edit fetesnmpisnmpd.conf)

System Contact: |Root <reot@localhost> (eonfigure feteznmpiznm

Serverviews®: Agentless Senice, Version 7.00.02 .17
Systern Up Time: O Days, 2 Hours, 18 Minutes

Apply |

Figure 61: System Overview page - Operating System Information

If neither a ServerView agent nor the ServerView Agentless Service is
running, you can edit all fields of the Operating System Information group,
otherwise these fields are not editable.

If the ServerView agents are running, all values are set by the
ServerView agents. The values can be manually adjusted, but only in-
band.

If the ServerView Agentless Service is running, the values are set except
the values for System Location and System Contact, which cannot be
accessed by the ServerView Agentless Service. The values for System
Location and System Contact can be set manually.
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System FRU / IDPROM Information

Information on the FRUs (Field Replaceable Units) is listed under

System FRU/IDPROM Information. FRUs are system components that can be
released and removed from the system. The CSS Component column indicates
for each of the components whether the CSS (Customer Self Service)
functionality is supported.

System FRUIDPROM Information

Eoard
Product Wersion

FRU Manutacturar FRU Hame Serizl Part or csg
Name Infor mation HNurmber Number Component
or Model Cther
Irfio
. FRIMERG™ S2E361-
Chassis FsC Froduct RXA00 S5 Y R2 FXICIN, KB 0225 No
n FRIMERG™ S2E361-
hainBoard FSC Froduct RXADD 55 K2 Faooooo: 1B\ 0225 Mo

. S26361- niEs01
MainBoard FsSC Board 2542 S564Y01001GT45001 C4J0A1 B2542.810 G504 Mo

FsU DELTA Board DPS-iSDUB AFDCOF31000255 5604350111 52 Mo

Figure 62: System Overview page - System FRU / IDPROM Information

Current Overall Power Consumption
E This option is not supported for all PRIMERGY servers.

Current Overall Power Consumption

Currert  Minirmumm Pazak Aarage Current § M= murm
Poweer Poverar Povwrer Power Povwrer

-

Figure 63: System Overview page - Current Overall Power Consumption

Under Current Overall Power Consumption you can see all the measurements
current, minimum, maximum and average power consumption for the server in
the current interval.

A graphical display also shows the current power consumption of the server
compared with the maximum possible power consumption.
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7.4.2 System Component Information -
Information on the server components

The System Component Information page provides information on the CPU and
the main memory modules. The CSS Component column indicates for each of the
components whether the CSS (Customer Self Service) functionality is
supported.

The following status icons indicate the possible statuses of the system
components:

OK: Component status is okay.

v
I::j Component slot is empty.
H

Warning: The status of the component has deteriorated.

Fault: The component has a fault.

Table 6: Status of the system component
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Figure 64: System Component Information page

. | On PRIMERGY servers with support for TPM (Trusted Platform Module),
this page indicates whether TPM is enabled or disabled.

System CPU Information

This group provides information on the status, IDs, CSS capability, performance
etc. of the CPU(s) in the managed PRIMERGY server.
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System Memory Information

This group provides information on the status, IDs, CSS capability and
performance of the main memory modules in the managed PRIMERGY server.

Select
Here you can select individual memory modules to which the action you
select under Please select memory action from list is to be applied.

Select all
Selects all memory modules.

Deselect all
Cancels your selection.

Please select memory action from list
This list, which is only displayed in case of an error, allows you to select
an action to be applied to the selected memory modules.

The following actions are offered for selection:

Reset Error Counter
Resets the error counter.

In the case of an iRMC S4 or ServerBlade, it is no longer
necessary to explicitly reset the error counter because new
modules are detected automatically with the error counter
setto 0.

Enable Module
Enables the memory module.

Apply to the selected modules
Applies the selected action to the selected memory modules.

View SPD Data / No SPD Data
Clicking the toggle button View SPD Data / No SPD Data shows or hides
vendor-specific details (Serial Presence Detect (SPD) data) for the
individual memory components.

The SPD data for a memory component is stored in an EEPROM
integrated in the component and serves to allow the BIOS to
automatically detect this memory component (RAM, DIMM).

iRMC S4 143



System Information - Information on the server

7.4.3 AIS Connect - Configuring and using AIS Connect

The AIS Connect page allows you to configure the embedded AIS Connect
functionality of the iRMC S4.

AIS Connect (AutolImmuneSystems®©) enables a PRIMERGY server to be
remotely monitored and in some cases also be controlled by the Service
System of Fujitsu Technology Solutions where a service technician will control
the further workflow.

AIS Connect functionality includes:

— Enabling the iRMC S4 embedded AIS agent to send auto-calls to the
Technical Support of Fujitsu Technologies Solutions.

— Allowing the Technical Support of Fujitsu Technologies Solutions to retrieve
PrimeCollect archives from the iRMC S4.

— Allowing the Technical Support of Fujitsu Technologies Solutions to retrieve
System Report data from the iRMC S4.

— Allowing the Technical Support of Fujitsu Technologies Solutions to connect
to the iRMC S4 web interface of the iRMC S4.

Sending PrimeCollect archives requires a valid eLCM license key (see
"License Key" on page 176).

AIS Connect establishes a connection between the embedded AlS Connect
client (AIS agent) running on the iRMC S4 and the Service System of Fujitsu
Technology Solutions. This connection, which allows a technician to connect
from remote to the iRMC S4 even if the IRMC S4 is not accessible directly via
LAN, is used for transferring system information (PrimeCollect Archives,
System Reports etc.) in case of an error.

Embedded AIS Connect can work in two different modes:
—  Warranty Mode

In Warranty Mode, the only function of AIS Connect is to contact the
Enterprise Environment (Service System) on a daily basis and to send data
created by Prime Collect only on the user’s demand.

— Contract Mode

In Contract Mode, AlS Connect reports any issues occurring when the server
is operational.lt also sends PrimeCollect report and SystemReport along
with the alarm data.
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Warranty Mode is the default. Only the technicians managing the
enterprise environment can change the Warranty Mode to Contract Mode.
This requires to set up a connection.

The handling of the embedded AlS Connect feature of the iRMC S4 is described
below. For more detailed information on the embedded AlS functionality, please
refer to the manual "ServerView embedded Lifecycle Management (eLCM)".

Alternatively, you can download and automatically evaluate the
generated XML file by using a cURL or Visual Basic script (see section
"Scripted download and automatic evaluation of the iRMC S4 report" on

ServerView
AlS Connact
Arwst Moal AEeat Garinl  Connaction fEsus Garvics Mode Ralshon Doty Remots Gemcn Policy  Mamots Sapmans Active
AlS L
Zystem Repen FRIMERGY_IAMC_EMBEDDED_AGENT YLMEOODOH Connedted Enablead Wamanty GERAMANT Allow o
Nt Investsty
| e TR R |
|
s Preiy [~
Crnailry. IéERMN\' -I
# Liteoysle Management | Tary Ieamata famione | AN nad MTomars Tipes Fates Pall [ |
Lugoul T
_l} NOTL: Gumant P'rooy Galings (prooy. pdb tec.net 1) can be modified under Procy Sethings in Redwos Settings.
o

Figure 65: AIS Connect page
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AIS Connect Status

The AIS Connect Status group provides status information on the embedded AIS
agent. The value "PRIMERGY iRMC EMBEDDED AGENT" for Asset Model is fix
for all PRIMERGY servers. Relation indicates the mode in which AlS Connect is
currently working (Warranty Mode or Contract Mode). The remaining values
displayed in the AIS Connect Status group depend on the actions started and
values configured in the AIS Connect page.

AIS Connect Status

Asset Model Asset Serial  Connection Status  Service Mode Relstion  Courdry  Remdte Session Policy Remote Sessions Active

FRIMERGY_iRMC_EMBEDDED_AGENT vLNEOOODO4D Connected Enabled Wananty  GERMANY Allow 1}

Figure 66: AlS Connect page - AlS Connect Status

AIS Connect Management

The AIS Connect Management group allows you to enable/disable AlS Connect. If
AIS Connect currently is in Contract Mode, you also have the option to switch the
embedded AlS Connect agent to the Service Mode, in which the agent ignores
all hardware-triggered alarms.

AlS Connect Management

Lisable AlS Connect I [isable Serice Mode Send Analysis Files Now

Figure 67: AIS Connect page - AIS Connect Management

Enable AIS Connect / Disable AIS Connect
Enables / disables AIS Connect.

Enable Service Mode / Disable Service Mode
Enables / disables the Service Mode.

Send Analysis Files Now
Sends the AIS Connect analysis file to the Technical Support of Fujitsu
Technology Solutions.
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AIS Connect Configuration

The AIS Connect Configuration group allows you to configure your AIS Connect
settings.

AlS Connect Configuration

Use Prosxy: I_
Country: | SERMANY =]

| Apply I

Figure 68: AIS Connect page - AIS Connect Configuration

Use Proxy
Here you can select whether an HTTP proxy server should be used. You
can configure the proxy server settings under Network Settings in the Proxy
Settings page (see section "Proxy Settings - Configuring proxy settings"
on page 261).

Country
AIS Connect RP country.
» Click Apply to activate your settings.

Clicking Apply saves your settings to the persistent memory of the
iRMC S4. Your settings are therefore available after a page refresh or
after the iRMC S4 web interface was closed and opened again or in
case of a power loss.
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AIS Connect Remote Session

The AIS Connect Remote Session group allows you to do the following:
— Enabling or disabling the policy for the remote session.

— Disconnecting any remote session.

— Forcing the embedded AIS Connect agent to immediately poll. This is useful
for getting a quick response when you are in Warranty Mode.

AlS Connect Remote Session

| Deny Remote Seszions I Misconnmect Remote Sessions Farce Pall

Figure 69: AIS Connect page - AIS Connect Configuration

Allow Remote Sessions / Deny Remote SessionS
Allows / denies a remote session by enabling / disabling the policy for the
remote session.

Disconnect Remote SessionS
Disconnects a remote session if there is any.

Force Poll
Forces the embedded AIS Connect agent to immediately poll.
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7.4.4 System Report

The System Report page provides information on service incidents concerning
server hardware/software directly out-of-band from the iRMC S4.

Information is provided on the following items:

BIOS

Processor

Memory
Temperature sensors
Power supplies
Voltage sensors
IDPROMS

PCI devices

System Event Log
Internal Event Log
Boot status
Management controllers

Alternatively, you can download and automatically evaluate the
m generated XML file by using a cURL or Visual Basic script (see section
"Scripted download and automatic evaluation of the iRMC S4 report" on
page 469).
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ServerView User: admin | Logout | FUJITSU

PRIMERGY TX140 52 FUJITSU ServerView® iRMC $4 Web Server ™l peutseh | * B
Syeem Report
I v Klomaiion IRMC $4 System Report in ServerViews XML format
i System Overview

. System Components View in Browser | Save |

H port
& BIOS
B iRMC 54

] Power Mansgement

@ Power Consumption

[#l Sensors

& Event Log

i...Berver Management

él Network Settings

Bl Aletting

) User Management

[ Conssle Redirection
{..Video Redirection {JWS)

B Virtual Media
Third Party Licenses

Logout

Refresh

=] reportxml ¥ ¥ Alle Downloads anzeigen... %

Figure 70: System Report page

View in Browser
Displays the XML file containing the report information.

Save
Stores a report.xml file containing the report information in the local
download directory. For each report file stored, a button report.xml is
displayed at the bottom of the Sytem Report page. You can open a report
file by clicking the corresponding button.

Using the PcSysScan.exe from the ServerView Suite DVD 2, you
can transform the generated XML file into a human readable
HTML file as follows:

PcSysScan.exe —xmltransform report.xml report.htm]l
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7.4.5 Network Inventory

The Network Inventory page provides information on the Ethernet ports of the
iRMC S4.

S Serverliew

MNetwork Inventory.

[rabisd ok fure ot Madiae Fiemwate OFROM  intardtaos ek Vendor [avice TuBiy® fubven MAs s [0
“ . L tiama Varmon  Varsion  fipesd DOption. “ - L “ AsTrare Adfrags ASraEr
a o o 0 Onboand LAY 300 Lo 160G FPXELANY 001909 E2 4304
4 Fowear Managemen 1] ﬂ o o 1 Onkaand LAM am MrA 1 GhE  PELAND 01060 20
¥ Fowsar Corgumption
4 Seraun
* Ewent Log
Logeut
Rwtiuzh
Pone i T [ [ | &5 tnternot | Protected Made: On 5= [Rine% -
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7.4.6 Driver Monitor

The Driver Monitor page provides status information on the drivers installed on
your system. monitoring summary status, a table with the monitored
components

ServerView

PRIMERGY RX100 58 FUNITSU Server Wiews iRMC §4 Web Server [Flpeutsch | ® A&

= Systam Infarmation ‘Driver Wonitor Status
System Owerviaw
System Companents Status: Q Unknown
- AIS Connect
System Repart -
Networc Inventany LT A
- Drivar Wanitor
& Bios status Designation Location
ERILEE] &| ok Intel(R) 1210 Gigabit Netwak Conneation anbaard
B Power Management
@ b i s & o« Intel(R) 1210 Gigabit Metwok Cannection #2 onboard
i Sensors €) Ok Intel(R)8 SeniesIZ0 Series SATA AHCI Contraller- 8C0Z | onboard
) Event Lag
~Sener Management LT
1 Netwods Setiings

[ aleting

) User Management

¥ Consols Redirection
Wideo Reditection (JW5)
[ wirtual Media

[# Litecycle Management
Logout

Refrash

Figure 72: Driver Monitor page
Driver Monitor Status
Displays the driver monitoring summary status.

Monitored Components
Displays the monitored driver components.

Reset
Resets of the status of all driver components.
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7.5 RAID Information -
Information on the RAID systems

The RAID Information entry and the related pages are only displayed if
the following requirements are met:

— Out of-band enabled RAID Controllers are available on the managed
server

— The server is powered on, and the system is currently not in the BIOS
POST phase.

The RAID Information entry contains the links to the following pages:

"RAID Controller - Information on RAID controllers and associated batteries"
on page 154

— "Physical Disks - Information on RAID physical disks" on page 160
— "Physical Disks - Information on RAID physical disks" on page 160
— "Logical Drives - Information on RAID logical drives" on page 162

These pages, which are described in detail below, only display
information on RAID systems. For managing RAID systems, ServerView
RAID is still needed.
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7.5.1 RAID Controller - Information on RAID controllers
and associated batteries

For each RAID controller on the managed server, the RAID Controller page
provides information on the RAID controller and the status of the associated
battery.

S ServerView

GY TX300 $B

Il Systeq injoiimiation RAID controller 'FTS RAID Ctrl SAS 6G 1GB (D3116C) (0)'
System Overview
System Companents = . "

Firmwrare Physical Logical
Network Inventory Status Product SR L S L R |
[=l RAID Informaticn "
U e € ©K |RAIDCHI SAS6G 1GB(D3116C) 23.9.0-0023  74°C ] 2

Physical Disks
Leogical Drives

ol Battery on controller 'FTS RAID Ctrl SAS 6G 1GB (D3116C) (0)°

RMC S4
Status Ty Voltage T ture
[ Power Management it Copiie

& Power Consumption & Normal TBU 9505V 28°C

[# Sensors

B Event Log

- Server Management RAID controller 'FTS RAID Ctrl SAS 6G 1GB (D3116C) (1)

B Network Settings

B Alerting Firmware Physical Logical
Status Product Temperature :

[ User Mansgement package disks  drives

= e ;
ki Canenle Rediecton & ox RAIDCH SAS8G 1GB(D3116C) 23900028 T3C 14 3

i..video Redirection (JWS)
&l Virtual Medis

Battery on controller 'FTS RAID Ctrl SAS 6G 1GB (D3116C) (1)°
Logout

Status Type Voltage Temperature
Refresh

ﬂ. Normal | TBU | 9.475V 20°C

Figure 73: RAID Information - Controllers page
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Details

Clicking on Details opens a new page which provides detailed information
on the RAID controller / Battery.

G ServerlView

= System Informaticn
System Overview
System Components
Network Inventory
= RAID Informstion
Controllar

Physical Disks
Logical Drives

BIOS

IAMC 54

[ Power Mansgement
[ Power Consumption
[# Sensors

[ Event Log

}..Server Mansgement
[ Network Settings

E Alerting

[E User Management
& Console Redirection
i..Video Redirection [JWS)
Virtus| Media

Logeut

Refresh

4 RAID controller 'FTS RAID Ctrl SAS 66 1GB (D3116C) (0)°

Adapter status: OK
BBU status: Normal
Ports: 8
Protocol: SASE00
Physical disks: &
Logical drives: 2
Vendor: Fujitsu Technology Selutions
Product RAID Ctrl SAS £G 1GB (D3118C)
Serial number: 00000000£2058443
SAS address: 5002005701123280
PCI Vendor and Device Id: 1000/ 0058
Sub Vendor and Device Id: 1724/ 11E4
Driver version: megasss2.sys 6.505.05.00
Firmware package version: 23.8.0-0029
Patrol Read: Stopped
Completet Patrol Read iterations: 1
Alarm present Yes
SMART support: Enabled
Coercion mode: Nons
NVRAM size: 32 KB
Memory size: 1024 MB
FlashROM size: 16 MB
Correctable errors: 0
Uncorrectable errors: 0
Temperature: 74 °C

Figure 74: RAID controller details
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7.5.2 Enclosures - Information on RAID enclosures

The RAID enclosures information page provides information on each RAID
enclosure on the managed server.

RAID enclosure: ETERNUS JX40

ServerView

PRIMERGY RX2520 M1

# System Infarmation
RAID Infarmation

Enclosure(s) on controller "LSIMegaRAID SAS 9286C\-8e (0)

Gentoller No. Part Chain  Vendar Praduct Part number  Serial number  Hardware version
Enclosures
Physical Disks € 1 0 1 FUNTSU ETERNUS .40 CAODVZ17-CE71 WK12090174 Y Details
Lagical Diives

[ BI0S

& iRME 54

[ Power Management
* Power Consumption
[# Sensors

[+ Event Log

i..Sewer Management
) Motk Settings

& Aletting

# User Management
[ Consola Redirection
LoVideo Redirection (JUVS)
B Vidual Media

 Litecycle Mansgement
Logout

Refresh

Figure 75: RAID Information - RAID enclosures page (ETERNUS JX40)
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Details
Clicking on Details opens a new page which provides detailed information
on the corresponding RAID enclosure.

ServerView

FUNTSU ServerView® iRMC 54 Web Server I pertsch | HaE

FUJITSU ETERNUS JX40 (1) information
System Infarmation

: - FUJITSU ETERNUS JX40 {1) on "LSI MegaRAID SAS 9286CV-8e (0)
RAID Information

Controller Q@ Locate |
oK

Enclasures Status:
Physical Disks vendar: FUJITSU
Product: JX40

Part rumber: 0
Device number: 60
( IRMC 54 Enclosure number: 4
Power Management Logical ID: S00000EODOFFOS00
SAS address: S00000E0D3B027FE
Serisl number: WK12090174

Logical Drivas

| Power Consumption

) Sensor Part number: CADTZ17-C871
t Event Log Hardware version: A4
Senver Management Firmvare version: V02L06
| Network Seftings
Aleting 2 Power supplies in FUJITSU ETERNUS JX40 (1) on ‘LS| MegaRAID SAS 9286C\V-8e (0)'

User Management

Console Redirection Mo Status Designation Partnumber  Serial number Hardware version
ideo Redirection (J1VS)
T, €& 1 0K PSUM  CADSG54-1100  FAD93S03T ngco
Lifecycle Management @ 2 oK PSU(1)  CADS254-1100 FADY350319 0gco
Lagout
4 Fans in FUJITSU ETERNUS JX40 (1) on 'LSI MegaRAID SAS 9286CV-8e (0)'
Refresh

No. Ststus Designation  Locstion Speed
1 OK FANDFSUD@) FPSUD Low
2 0K FANIPSUO(1) PSUD Low

3 0K FANOPSUM(2) PSUT Low

(N

4 0K FANTPSUM(3) PSUT Low

6 Temperature sensors in FUJITSU ETERNUS JX40 (1) on ‘'LSI MegaRAID SAS 9286CV-8e (0)'

Warning  Critical

No. Status Designation Loeation Temparsture o009 0T
@ 1 oK Sensor() LED panel 26°C a5 °C

& 2 0K Sensor(l) Backplane left 28 60°C  B5°C
@ 3 ok sens(® Backplans center 26°C B0°C | 85°C
& 4 oK Sensr@ Badiplane right 247 B0°C  B5°C
€ 5 0K Sensor(9)  Processor SAS chip (TH1)  42°C ECR
&) B OK  Sensor(s)  Processorboard (TH2) 28°C oL 750

Figure 76: RAID enclosures details (ETERNUS JX40information)

Locate
Turns on the identify LED of the RAID enclosure.
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RAID enclosure: ETERNUS JX60

# System Infarmation

= RAID Infermation

Controller
Enclosuras
- Physical Disks

Logical Drivas

Blos

& iRME 54

[ Power Management
[# Power Consumption
[# Sensars

[ Event Log

L Semrer Management
Netmotk S ettings

[ Alerting

[ User Management
[# Console Redirection
i video Redirection (A/S)
[ Vidual Media

Third Party Licenses

Refresh

Enclosure(s) on controller 'FTS PRAID EP420e (0)’

Mo. Port Chain  ‘“endor

o a o FuaITSY

o a o FuaTSU

il 0 FUNTSU

]
& o 0 FUNTSU
]
-]

Product

ETERNUE JXG0

ETERNUS JX50

ETERNUE JXG0

ETERNUS JXg0

Part number

CADSAGT-1610+B0

CADS967-1610+B0

CADSAGT-1610+B0

CADS9G7-1610+B0

Serial number

JWXB 13260202

JWXB 13260094

JWXB 13220228

JMXBN13330028

Hardware version

0306

0308

0306

0308

Figure 77: RAID Information - RAID enclosures page (ETERNUS JX60)

Details

Clicking on Details opens a new page which provides detailed information
on the corresponding RAID enclosure.
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# System Infarmation

Server ViewE iRMC S4 Web Servel

FUJITSU ETERNUS JX60 (1)

/ FUNITSU ETERNUS JX60 {1) on 'FTS PRAID EP420e (0)

=l RAID Inform ati
Contraller
Enclosures
Physical Disks
Logical Drives
® BI0g

# Power Management
# Power Consumption
# Sensors
® EventLog

Semer

)

Status

“andor:

Product

Port number:
Device number:
Enclosure number:
Logical D:

SAS address:

Part number:
Serial number:
Firmware version

Locats
oK
FLIITSY
Jx60
o
1
1
S146305000181400
514B30800018143E
CANSORT-1610+B0
JWKBM13260262
W03 06

# Hetuwork Settings

[ Alerting

# User Management

[# Consale Redirection
Videa Redirection (JWS)

[ Vitual Media

Third Party Licenses

Refresh

4 Power supplies in FUJITSU ETERNUS JX60 (1) on 'FTS PRAID EP420e (0)

No. Status
& 1 ok
& 2 ok
@ = ok

@ 2 ok

Designation  Part number
PSUM) | CADSEE7-1809 BEOTI334000726
PSU(1)  CADSEE7-1808 BBOT133100057%
FSU(2Z)  CADSH67-1808 BBRT1334000742

FSU(E)  CADS067-1808 BROQT133400074%

Serial number  Hardware version

024/54F

024/54F

026/84F

02A/54F

m

12 Fans in FUJITSU ETERNUS JX60 (1) on 'FTS PRAID EP420e (0)

No. Status
@2 1
Q 2 oK
& 3 ok
& & ok
@ 5 o
& s ok
& 7| ox
@ & ok
@ @
& m ok
@ 1 ook
& =z ok

Designation  Looation Speed
FANDFEMO(D)  FEMO | Lew
FAN1FEMO(1)  FEMO  Low
FANOFEM1(2)  FEM1 | Low
FAN1FEM(3)  FEM1  Low
FANDPSUD(4)  PSUO  Lew
FAN1PSUOGS)  PSUD  Lew
FANOPSUA () PSUM | Low
FAN1PSUT (7Y PSWM Lew
FANDPSUZ () PSU2  Lew
FAN1PSUZ() FPSUZ  Lew
FAND PEUZ(10)  PSU3  Low

FANTPSUZ (1) PSU3  Low

21 Temperature sensors in FUJITSU ETERNUS JX60 (1) on 'FTS PRAID EP420e (0)

No. Status Designation Location Temperature
@ oK Sensardd) | SBB canisterd) o
G 2 MNotinstalled Sensor(f)  SBB canister(1)

Wiarning  Critical
Level  Lewvel

57 84T

Figure 78: RAID enclosures details (ETERNUS JX60information)

Locate

Turns on the identify LED of the RAID enclosure.
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7.5.3 Physical Disks - Information on RAID physical
disks

The Physical Disks page provides information on each RAID physical disk on the
managed server.

S ServerView

Bl system Informtion 8 Physical disk{s) on controller 'FTS RAID Ctrl SAS 6G 1GB (D3116C) (0)'

System Overview

System Companents
Network Inventory

Slot  Status  Interface Type Vendor Product Capacity Temperature

= RAID Information € o Opestional| SAS  HDD SEAGATE STS1000640SS 1000 GB K 34°C Details
i L. Conboller
Fhysicel Disks & 1 Opemstional SAS HDD SEAGATE STB1000840SS 1000GB  34°C Details
Logical Drives >
& Bios € 2 Opestionsl| SAS | HDD SEAGATE ST9900805SS | 500 GB 34°C Details
4 i ’
S IO S & 3 Opestionsl SAS HDD SEAGATE ST9300805SS 800 GB 34 Details
[ Fower Management
8 Power Consumption € 4 Opestional|  SAS  HDD SEAGATE STS1000640SS 1000 GB  33°C Details
[# Sensors
[ Event Log &) © Opestional SAS HDD SEAGATE STB1000840SS 1000GB  34°C Details
-Server Management -
[ Metwork Seftings € & Opemstionsl| SAS | HDD SEAGATE ST9900805SS | 500 GB 34°C Details
[# Aleding =
[ e Mnaggaracnt &) 7 Opemtionsl SAS HDD SEAGATE ST9300805SS 800 GB a3 Details
& Console Redi

Figure 79: RAID Information - Physical Disks page
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Details

Clicking on Details opens a new page which provides detailed information
on the corresponding RAID physical disk.

S ServerView

PRIMERGY TX300 58

= System Informaticn
System Overview
System Components
Network Inventory
= RAID Informaticn
+ Controller
- Physical Dists
Logics| Drives
BIOS
iRMC 84
& Power Management
# Power Consumption
[E Sensors
£ Event Log
Server Mansgement
# Network Seftings
Alerting
& User Management
[ Console Redirection
-Video Redirection (JWS)
[ Virtual Media

Logout

Refresh

- Physical disk in slot 0 on "FTS RAID Cirl SAS 6G 168 (D3116C) (0)°

@
Status: Operstional
Slot: 0
Foreign configuration: Mo
Interface type: SAS
Link speed: 1.5Gbis
Max device speed: 5.0Gb/s
Type: HDD
Vendor: SEAGATE
Product: ST9100084055
Firmware version: FTS2
Serial number: SXG3ZNJF
Physical size: 1000 GB
Configured size: 539 GB
Wisc. errors:
SMART errors: 0
Wedia errors: 0
SAS address: 5000C50056830FE 1
Power status: Active
Temperature: 34 °C

Locate

Figure 80: RAID physical disks details

Turns on the identify LED of the RAID physical disk.
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7.5.4 Logical Drives -
Information on RAID logical drives

The Logical Drives page provides information on the each RAID logical drives on
the managed server.

57 ServerView

Hmen e 2 Logical drive(s) on controller FTS RAID Cirl SAS 66 1GB (D3116C) (OF
| System Cuenview Z i
i System Components T T e e e
i Network Inventory
= RAID Information & o Opermtional 921.00 GB | RAID-G
i Controller =
T Py Dk & 1 Opestional 837.84GB RAIDE Details
Logical Drives
slos — — - - -
IRMC 54 3 Logical drive(s) on controller 'FTS RAID Ctrl SAS 6G 1GB (D3116C) (1)
Power Mansgement
Power Consumption Drive  Status  Name  Size RAID
aehsons & o  Opestional 1862.00 GB RAID-60
Event Log
..Server Management & 1 Opestional 167569 GB RAIDB0  Details
[ Network Seftings
@ Alztting & 2 | Opestional 27888 GE RAID1  Details
[ User

B Conscle Redirection
--Video Redirection (JWS)
& Virtusl Medis

Logout

Refresh

Figure 81: RAID Information - Logical Drives page
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Details
Clicking on Details opens a new page which provides detailed information

on the corresponding RAID logical drive.

ServerView

Logical drive 0 details

Prepsical e et

Logimi Grives Hasa made: Mz s sanasd
= BIOE Virne made: ime pam
B (R 54 [ISrp—— -

R

Sl Sms  inierises Type Vemdnr  Pradust  Capasiy Tempersass

& Adaring X o
4 Coentionsd BAS HOD FUSTSY MBOZ14TRC 140 GB aw Temils
* Urer Maagarar: < =T
E Corscle Rudirection € 5 Coestiow  SAT  WOD FUATEU MUDZIATRC 1A0 00 e Dutaite
T ——— S
B vl Masis € & Coembnal  SAS  MOD FUSTEU MEQIMTRC 1eBSB KT Cemils
Lagout ﬁ T Opwstionl AT HOD FUATSY MBOI4TRC 40 0B n<c Catails
Rabash
Fereg [T T T T S sokles ntranct | Geschitzrer Modia: Inakine &

Figure 82: Logical Drives Details

Locate
Turns on the identify LED of the RAID physical disk on which the

logical drive resides.
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7.6 BIOS - Backing up/restore BIOS settings,
flashing BIOS

The BIOS entry contains the links to the following pages:

"Backup/Restoration - Saving/Restoring BIOS single parameter settings
to/from a file" on page 164

"BIOS - Updating BIOS via "upload from file" or via TFTP" on page 168

These pages are only displayed if the BIOS of the managed server
supports the corresponding feature requirements.

7.6.1 Backup/Restoration - Saving/Restoring BIOS
single parameter settings to/from a file

The Backup/Restoration of BIOS Single Parameter Settings page provides you with
the following options:

— Back up single BIOS parameters in ServerView® WinSCU XML format and
save the backup to a file.

— Restore single BIOS parameter settings in ServerView® WinSCU XML
format from a file.

S ServerView

PRIMERGY RX300 58 ServerView® Remote Management iRMC 54 Web Server ™ pavtsch | * Hka

BackupiRestoratien of BIOS Single Parameter Settings
=) System Information Backup BIOS Single Parameters in ServerView®WinSCU XML format
System Dvenviem
System Companents BackUp [ o 0SERa_va4.5.5.9_R0.92.0_for_D2035-B1x_20130726 pre Edit Filename
Hetwark Inventary Filename
= mios
Request BIOS Parameter Backup
BIOS Update
iRMC 54 (1) 'Requsst BIOS Paramater Baskup! performs s baskup of BIOS paramatars which will ba stored locally by the IRMC $9. This feature may nat

Fowmer Management b enabled for all senver states

F ot Conssmption (i) Note: The backup will ocour on the next power on or after the nesxt server reboot.

. Restoration BIOS Single Parameters in ServerView® WinSCU XML format
ntLog

M it
i anagemen Restoration File: | Brovise..
Hetwark Settings

Alerting e |
User i

Conzole Redirection
L.Wideo Redirection (Juig)
Wirtual Media

Logout

Refresh

Figure 83: Backup/Restoration of BIOS Single Parameter Settings page

164 iRMC S4



BIOS - Backing up/restore BIOS settings, flashing BIOS

7.6.1.1 Backing up single BIOS parameters in ServerView® WinSCU
XML format

The Backup BIOS Single Parameters in ServerView® WinSCU XML format group
allows you to back up single BIOS parameter settings in ServerView® WinSCU
XML format and to save the backup to a file.

Backup BIOS Single Parameters in ServerView® WinSCU XML format

Backup Status: Operation successful

Backup Filename: Edit Filename

Request BIOS Paramster Backup | Save Badkup to File | Clear Status |

Figure 84: Backup BIOS Single Parameters in ServerView® WinSCU XML format

Backup Status
Displays the status of the current backup process. Successful completion
is indicated by "Operation Successful". The Backup Status is only
displayed if a backup is currently in process or has completed.

You can clear the status display by clicking the Clear Status button, which
is only available if a status is currently displayed.

Clear Status
Clears the status information indicated under Backup Status. This button
is only available if a status is currently displayed under Backup Status.

Backup Filename
This input field is disabled ("grayed out") by default. Initially, it displays the
file name that is dynamically generated by the iRMC S4.

Edit Filename
Enables the Backup Filename field, thus allowing you to enter a file
name (.pre) of your choice.

Save Filename
Saves the edited file name, which, starting from now, will be the
name displayed by default in the Backup Filename field.
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Request BIOS Parameter Backup
Initiates a backup of single BIOS parameter settings in ServerView®
WinSCU XML format. The backup (with the name specified in the
Backup Filename field) is stored locally on the iRMC S4.

Once the backup process has started, the current process status is
displayed under Backup Status.

E Notes on the backup process:

— During the backup process, all buttons and input fields are
disabled.

— If powered off, the managed server will be automatically
powered on.

— Ifthe serveris powered on, a reboot is required. Otherwise, the
backup process will remain in state "Boot Pending".

— The managed server is powered off after the backup has
completed.

Save Backup to File
Opens a browser dialog allowing you to save the iRMC S4-local copy of
the BIOS backup data to a file (<name -of-your-choice>.pre).

This button is only displayed when a backup of single BIOS parameters
in ServerView® WinSCU XML format is available in the local store of the
iRMC S4.

7.6.1.2 Restoring single BIOS parameters in ServerView® WinSCU XML
format

The Restoration BIOS Single Parameters in ServerView® WinSCU XML format group
allows you to restore single BIOS parameter settings from a restoration file in
ServerView® WinSCU XML format.

Restoration BIOS Single Parameters in ServervView® WinsSCcU XML format

Restoration Status: Operation successful

Restoration File:

Apply I Clear Status I

Figure 85: Restoration BIOS Single Parameters in ServerView® WinSCU XML format
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Restoration Status

Displays the status of the current restoration process. Successful
completion is indicated by "Operation successful". The Restoration Status
is only displayed if a restoration is currently in process or has completed.

You can clear the status display by clicking the Clear Status button, which
is only available if a status is currently displayed.

Clear Status

Clears the status information indicated under Restoration Status. This
button is only displayed if a status is currently indicated under
Restoration Status.

Restoration File

Apply

Clicking the input field or clicking Browse... opens a browser dialog
allowing you to navigate to a file (.pre) containing a backup of single BIOS
parameters in the ServerView® WinSCU XML format.

Initiates the restoration of single BIOS parameter settings based on the
file specified in the Restoration File field.

Once the restoration process has started, the current process status is
indicated under Restoration Status.

E Notes on the restoration process:

— During the restoration process, all buttons and input fields are
disabled.

— If powered off, the managed server will automatically be
powered on.

— If the managed server is powered on, the server is to be
rebooted. Otherwise the restoration process will remain in
state "Boot Pending".

— The managed server is powered off after the restoration has
completed.

iRMC S4 167



BIOS - Backing up/restore BIOS settings, flashing BIOS

7.6.2 BIOS - Updating BIOS via "upload from file" or via
TFTP

The BIOS Update Settings page provides information on the current BIOS version
on the managed server and allows you to update the BIOS via "upload from file"
orvia TFTP.

You will find the appropriate BIOS image for your PRIMERGY server on
ServerView Suite DVD 2 or you can download it under
http://support.ts.fujitsu.com/com/support/downloads.html.

S ServerlView
PRIMERGY RX300 5§ ServerView® Remote Management iRMC 51Web Server [ pewtsch | * Hka
BIOS Update Settings
System Information BIOS Information
= BIOS
i e Backup/Restoration BIOS Version: V4.6.5.4 R0.92.0 for b2038-B1x

i L. BIOS Update
IRMC G

Power
Power Consumption Upciate File: | Browse
Senzars

EwentLog
i-Senver t

Metwork Settings
Aletting (1) Note: Only UPC files are supported for  BIOS update

BIOS Update from File

Apphy

User Management
Conszole
L-Video Redirection (S)
Vitual Media

BIOS TFTP Update Settings

TFTP Server: [
Updste File: [bios bin

Logout

Apply TFTP Test TFTP Start

Refresh

Figure 86: BIOS Update Settings page

Updating (flashing) the BIOS - course of events and important notes

The following overview applies for both updating the BIOS via "upload from file"
and updating the BIOS via TFTP.

Details on how to initiate the steps described in this overview are
described below in this section.

During the complete update process, the current update status is
indicated in the BIOS Update Settings page.
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S"Serverl/r‘ew User-admin | Logout ﬁ.lrl"l'sl.l

PRIMERGY ServerView® Remote Management iIRMC 54 Web Server ™ podsch | * ooo
TH14052EB BIOS Update Settings
(# System Information BIOS Information
= plos
L. BIOS Update BIDS Version: V4.6.5.4 RO71.0 for DIZ38-A1x
() iRME 54
(#] Power Management BIOS Upload From File
# Power T ~
[ Sensors BIOS Flash Status: File Transferred |
[+ Event Log e File: |
© Server
(¥ Netwok Settings App Status indication
[ Aletting
# User Management BIOS TFTP Upate Settings
® Console Redirection ]
. ideo Redirection (HIS) (—EIUS Flash Status File Transtened
TFTP Server: | T172 8
Update File: [bi0: b
(l Warning: A BIOS firmware update is currently in progress. Do not Power Off or Reset the sclucl!]

Figure 87: Updating BIOS - (TFTP) download successfully finished

Updating the BIOS comprises the following steps:
1. In the first step, you download the update file.
After the update file has been downloaded, the following occurs:

— If the server is powered off, the server will be automatically powered on
to initiate the flash process.

— Ifthe serveris already powered on, you must restart the server to initiate
the flash process.

CAUTION!

If a BIOS update is currently in progress, do not power-off or restart
the server.

2. Subsequently, flash data is transferred to memory. The status display will
indicate when the transfer has successfully completed.

3. Before the actual flashing process is started, the flash/update image is
checked.
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“ Wiewer - adminomst23imme-0fs EEX

Video HKeyboard Mouse Options Media Power Active Users Help

@ @ 50 100 K M

LALT| |LCTRL |RALT [RCTRL |Num [Caps| [Scroll

Figure 88: Updating BIOS - checking update/flash image

4. Once the update/flash image is successfully verified, the actual flashing
process is started. The status indication shows the percentage completion
of the flash process.

5. After the BIOS update has successfully completed, the server is powered
off. The following entry is written to the system event log (SEL):

BIOS TFTP or HTTP/HTTPS flash OK

BIOS Information

This group provides information on the current BIOS version on the managed
server.
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BIOS Upload from File

The BIOS Upload from File group allows you to perform an online update of the
BIOS on the managed server. To do this, you must provide the current BIOS
image in afile.

BIOS Upload From File

Apply |

Figure 89: BIOS Update Settings page - BIOS Update from File

Update File
File in which the BIOS image is stored.

Browse...
Opens a file browser that allows you to navigate to the update file.

» Click Apply to activate your settings and to start flashing the BIOS.
CAUTION!

If a BIOS update is currently in progress, do not power-off or restart
the server.
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BIOS TFTP Update Settings

The BIOS TFTP Update Settings group allows you to perform an online update of
the BIOS on the managed server. To do this, you must provide the current BIOS
image in a file on a TFTP server. The BIOS is flashed when TFTP is started.

BIOS TFTP Update Settings

TFTF Server: |0.0.0.0
Update File: |biosz.bin

Apply | TFTF Test | TFTF Start |

Figure 90: BIOS Update Settings page - BIOS TFTP Update Settings

TFTP Server
IP address or DNS name of the TFTP server on which the file with the
BIOS image is stored.

Update File
File in which the BIOS image is stored.

» Click Apply to activate your settings.
» Click TFTP Test to test the connection to the TFTP server.

» Click TFTP Start to download the file containing the BIOS image from the
TFTP server and to start flashing the BIOS.

CAUTION!

If a BIOS update is currently in progress, do not power-off or restart
the server.
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7.7 iRMC $4 - Information, firmware and
certificates

The iRMC S4 entry contains the links to the following pages:
— "IRMC S4 Information - Information on the iRMC S4" on page 174
— "Save iRMC S4 Firmware Settings - Save firmware settings" on page 181

— "Certificate Upload - Load the DSA/RSA certificate and private DSA/RSA
key" on page 183.

— "Generate a self-signed Certificate - Generate self-signed RSA certificate"
on page 190

— "iIRMC S4 Firmware Update" on page 192
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7.7.1 iRMC S4 Information - Information on the iRMC S4

The iRMC S4 Information page provides you with the following options:

— View information on the firmware and the SDRR version of the iRMC S4, set
the firmware selector and load a firmware image and restart the iRMC S4.

— View information on the active iRMC S4 sessions.

— Load license key onto the iRMC S4.

— Make settings for the layout of the iRMC S4 web interface.

ServerView

PRIMERGY RX100 58 FUJNITSU Serverfiew® iRMC $4 Web Server Sloeutsch | ® HA&

iRMC 54 Information

Running Firmware

# System Information
@ Bios

=) IRMC 54 Firmwara Version: 87.81b (Base: 87 81.b)
IRME 54 Infarm ation Firmware Date: Sep 12014- 143223 CEST
RSB TRE Firmware Runring: High Fimiare Image

SDRR Version: 3.45 D 0350 RX100%8
Save Cenfiguration

Cartificate Upload T
Generate Ceifisate
IRMC §4 Update

Active Session Information

(# Poier

%] Power Consumption

e P User User User  Session Session Session
Address  Hame d  Tupe Type  Privilege  Shell

® EventLog
£ 17247167181 admin 2 BMC User HTTF OEM  YWeb UL
- Sener Management

) Nebnork Settings

License Key
[ Ganssle Redirection KM (1) Yourtemporary lisense key is still valid for: 698888 Days 23 Hours
1 Video Redirection (WE) MEDIA [ §) Yourtemporary license key is still valid for: 695899 Days 23 Houss
) virtual Media LEM (1) You do have a valid permanent lisense key installed

¥ Lifeoyole Management
Please enter any license key into the area below!

Logout

Refresh Upload

IRMC S4 Options

Osfautt Language: [ English -
Temperature Urits: [Degres Celsius -
Color Schema: | Style Guide vesion22 v

¥ Show Video Redirection tJava Web Star in Navigation
¥ Shaw Logout in Navigation

I Enable ‘Automatic Apply

Apply

Figure 91: iRMC S4 Information page
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Running Firmware

Under Running Firmware, you can view information on the firmware and the
SDRR version of the iRMC S4 and restart the iRMC S4.

Running Firmware

Firmwware “ersion: 7.00F (Base: 7.00.F)
Firrware Date: Jul 202013 - 08:05:37 CEST
Firmware Running: Low Firmueare Image
SORR “ersion: 3.17 10 0342 TXA4052

Reboot iRME 54 |

Figure 92: iRMC S4 Information page - Firmware Information and iRMC S4 reboot

Reboot iRMC 54
Reboots the iRMC S4.

The Reboot iRMC S4 button is disabled during the BIOS POST
phase of the managed server.
Active Session Information

The Active Session Information group shows all the currently active iRMC S4
sessions.

Active Session Information

IP User User Session Session Session  Remote
Address Mame Id Type Priwilege Shell Port
217.9.101.12  admin 2 HTTF OEM Web U 1456
A72.25.82.120 admin 2 IPMI 1.5 Administrator IP AL 1181

Figure 93: iRMC S4 Information page - Active Session Information
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License Key

The License Key group allows you to load a license key onto the iRMC S4.

License Key

KW y Yourtemporans license key is still valid for: G92229 Days 23 Hours
MEDIA y ourtemporang license key is till valid for 692299 Days 23 Hours
el Chd .l) “fou do have avalid permanent license key installed

Please enter any license key into the area below!

| Upload I

Figure 94: iRMC S4 Information page - License Key

You require a valid license key to be able to use the iRMC S4 functions
Advanced Video Redirection (see page 322), Virtual Media (see page 330),
and Lifecycle Management (see page 337). The license key for Lifecycle
Management is always purchased together with the iRMC S4 SD card.

You can purchase the license key. The license key for Lifecycle
Management is always purchased together with the iRMC S4 SD card

Upload
When you click this button, the license key specified in the input field is
loaded onto the iRMC S4.

Miscellaneous iRMC S4 Options

The Miscellaneous iRMC S4 Options group allows you to make settings for the
layout of the iIRMC S4 web interface.

Miscellaneous iRMC 54 Options

Default Language: | English

-

Temperature Units: | Degree Celsius

Color Schema: | Stile Guide Vemion 22 = |

|7 Show Video Redirection (Java Web Start) in Navigation
F Show'Logout in Mavigation
I- Enable YAutomatic Apphy'

| Apply I

Figure 95: iRMC Information page - Miscellaneous Options
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Default Language
Specifies the language (German / English / Japanese) that is set as
default the next time the iRMC S4 web interface is called.

Temperature Units
Specifies the unit used for displaying temperature values at the iRMC S4
web interface (degrees Celsius / degrees Fahrenheit). This setting
applies for the current session and is preset the next time the iRMC S4
web interface is called.

Color Schema
Specifies the color scheme for displaying the iRMC S4 web interface.
This setting applies for the current session and is preset the next time the
iRMC S4 web interface is called.

Show Video Redirection (Java Web Start) in Navigation
Adds the Video Redirction (JWS) link to the navigation area. This allows
you to directly start video redirection (Java Web Start) (see "Video
Redirection - Starting AVR" on page 328).

Show "Logout’ in Navigation
This option is only available if the iIRMC S4 information page is displayed
in the StyleguideVersion 2.2 color scheme.

Adds the Logout link to the navigation area. This allows you to logout via
the navigation area.

Enable ’Automatic Apply’
All settings are enabled at the moment they are set. The Apply buttons
within the individual pages of the iRMC S4 are hidden until the Enable
Automatic Apply option is deselected again.
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7.7.2 iRMC S4 Time - Time options for the iRMC S4

The iRMC S4 Time page allows you to configure the time settings for the
iRMC S4.

S ServerView

S e ger eb Server
iRMC 54 Time
[# System Information IRMC S4 Time Options
# BIOS
=] iRMC 54 Time Mode: | System RTC v|
¢ ie iRMC S4 Infermation RTC Mode: | Lecaltims ~|
iRMC 54 Time

Save Configuration Apply

Cedificate Upload
Generate Cerificate
- iRMC 54 Update

¥ Power hanagement

Pawer Cansumption
Sensors

[ EventLog

L-Senver Management
[ Nebwolk Settings

[+ Aletting

[ User Management

[# Consele Redirection

L. Vides Redirection (JIVS)
i Text Console (50L)
*iRMC 34 S5H Access
“RME 54 Telnet Access

Lagout

Refresh

Figure 96: iRMC S4 Time page
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iRMC S4 Time Options

The iRMC S4 Time Options group allows you to configure the time settings for the
iRMC S4.

IRMC 54 Time Options
Time Mode: | System RTC W
RTC Mode: | Localtime W
Apply |

Figure 97: iRMC S4 Time page - iRMC S4 Time Options

Time Mode
Here you can select whether the iIRMC S4 gets its time settings form the
managed server or from an NTP server.

System RTC
The iIRMC S4 gets its time from the system clock of the managed
server.

NTP Server
The iRMC S4 uses the Network Time Protocol (NTP) to
synchronize its own time to an NTP server, which serves as
reference time source.

If you enable this option, an additional group, the NTP (Network
Time Protocol) Configuration group, is shown allowing you to
configure the required NTP settings (see below).

RTC Mode
Here you can select whether, starting from now, iRMC S4 time will be
shown in UTC (Universal Time Coordinated) format or in Local Time
format.

UTC (Universal Time Coordinated)
iRMC S4 time will be shown in UTC (Universal Time Coordinated)
format.

If you enable this option, an additional group, the Time Zone
Configuration group, is shown allowing you to select your preferred
time zone (see below)

Localtime
iRMC S4 time will be shown in Local Time format.
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NTP (Network Time Protocol) Configuration

The NTP (Network Time Protocol) Configuration group allows you to configure the
required NTP settings if the NTP Server option has been enabled in the iRMC S4

Time Options group.

NTP (Network Time Protocol) Configuration

NTF Serwver 1: |pool.ntp.org
NTF Server Z: | 192.168.0.33
Time Zone: | GMT “

Apphy |

Figure 98: iRMC S4 Information page - Firmware Information and iRMC S4 reboot

NTP Server 1
IP address or DNS name of the primary NTP server.

NTP Server 2
IP address or DNS name of the secondary NTP server.

Time Zone
Configure the Time Zone corresponding to the location where the

PRIMERGY server is located.
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7.7.3 Save iRMC S4 Firmware Settings -
Save firmware settings

The Save iRMC S4 Firmware Settings page allows you to save the current firmware
settings and a number of other settings for the iIRMC S4 in a file. Additionally,
you can load the firmware settings onto the iRMC S4 again.

If you want to save the user settings (Include User Settings), you require
Configure User Accounts permission. In all other cases, Configure iRMC S4
settings permission is sufficient.

S ServerView User:zdmin | Logout | FUIITSU

PRIMERGY RX300 58 ServerView® Remote Management iRMC 54 Web Server [ pautsch \ * H&xs
Save iIRMC 54 Firmware settings

= System Information Save IRMC S4 Firmware settings in ServerView® WinSCU XML format
H System Owerview

i"z‘:":k?mp:“ms ™ Include Netwok Settings
e Mebwork Inventons
aios ™ Include User Settings
[ I Include Licenss Inform atien
H iRMC 5S4 Information '_ Include SSL and SSH Cerificate

iRMC 54 Time l_ Al other Firmuare settings
Save C

- Certificate Upload Save Saue All
: Generate Cerificate
i o IRME 33 Update Import iRMC 54 Firmware settings in ServerView®WinSCU XML format from file
Fower M t
Frower Consumption Corfig File | Browse..
SensorE
Ewent Log Apply
L Semer b
Hetwot Settings
Alerting

User Management
Console Redirestion

L Video Redirection (WS
Virual Media

Logout

Retresh

Figure 99: Save iRMC S4 Firmware Settings page

Save iRMC S4 firmware settings ...

The data is exported from the iRMC S4 in logical sections, each corresponding
to a selected option.

The option All other Firmware settings causes the firmware to export all current
ConfigSpace values that have not already been exported together with another
section. New implemented values are automatically exported with newer
firmware versions.

iRMC S4 181



iRMC S4 - Information, firmware and certificates

Save
Click Save to save the selected settings.

Save All
Click Save All to save all the settings.

Import iRMC S4 Firmware settings in ServerView® WinSCU XML format
from file

Config File
Configuration file (default: iRMC_S4_settings.bin) in the ServerView®
WinSCU XML format from which you want to load the firmware settings
onto the iRMC S4.

Browse
Opens a file browser that allows you to navigate to the configuration file.
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7.7.4 Certificate Upload - Load the DSA/RSA certificate
and private DSA/RSA key

The Certificate Upload page allows you to load a signed X.509 DSA/RSA
certificate (SSL) from a Certificate Authority (CA) and/or your private DSA/RSA
key (SSH) onto the iRMC S4.

The iRMC S4 is supplied with a predefined server certificate (default

E certificate). If you want to access the iRMC S4 over secure SSL/SSH
connections, it is recommended that you replace the certificate with one
signed by a Certificate Authority (CA) as soon as possible.

m Input format of the X.509 DSA/RSA certificate and the private DSA/RSA
key:

The X.509 DSA/RSA certificate and the RSA/DSA must both be
available in PEM-encoded format (ASCII/Base64).
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S ServerView

PRIMERGY RX300 58

= System Information

System Overien

System Components
Metwark Inventory
BIOS
= iRMC 54
iRMC 84 Information
IRMC 54 Time
Save Configuration
Cerificate Uplaad
Genarats Certificate
IRMC 54 Update
Power Management

Power Consumption
Sensors
Event Log

ServerView® Remote Management iRMC 54 Web Server [ pewtsch | ®* Hka

Certificate Uplead

| 1) Hote: You may upload the contents of 3 base5a (PEM) encoded X 609 certifisate and the matohing DSA/RSA private key into the IRMC 54.

Certificate Information and Restore

View Cerificate I Wiew CA Certiticate Default Certificate Default CA Cartiticate

CA Certificate upload from file

Mate: You may upload the contents of the baseg4 (PEM) encoded X509 C4 certificate from local file.
After you have uploaded the files, all current hitps connections will be clozed and the Htps server will be automatically restarted. This

can take Lp to 30seconds and no iIRMC 54 reset is required
Browse...

CA Certificatefile: |

Upload |

SSL Certificate and DSARSA private key upload from file

Senier b, t

Netmork Settings

Aletting

User Management

Cansole Redirection
Wideo Redirection (/53

wvirtual Media

Logout

Refresh

Mate: You may upload the contents of the baseg4 (PEM) encoded ¥ 509 cettificate and the basetd (PEM) encoded DSARSA, private
key from local files:

Important: Both files need to be uploaded at the same time

After you have uploaded the files, all current hitps connections will be closed and the Htps server will be automaticaly restarted. This
can take up to 30zeconds and no IRMC 54 reset is required

5L Private Heyfile: [ Browsss |

551 Cerificate file: [

Upload |

Brows

S5L DSA/RSA certificate or DSARSA private key upload via copy & paste

Mote: Aternatively you may pasts the cortents of the baseB4 (PEM) sncoded X 509 S5 cetificste or the bassB4 (PEM) encoded
DSARSS private key into the texthox below for upload to the IRMC S4.

Important: Both files needs to ke uploaded one after the other.

Important: Do not upload your CA cerificate with this method into the IRMC 54 Lse upload from file instead

Important: After you have uploadsdipasted the file(s) inthe textbos belnw, you need to restart the RKC S4 manuslly

Upload |

Figure 100: Certificate Upload pageii
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Displaying the currently valid (CA) DSA/RSA certificate

» In the group Certificate Information and Restore, click View Certificate to show
the currently valid SSH/SSL-certificate.

» In the group Certificate Information and Restore, click View CA Certificate to
show the currently valid CA certificate.

< Serverliew
PRIMERGY RX300 S8 ServerView® Remote Management iRMC S4 Web Server ™ petzch ‘ v HE®
Current SSHISSL Certificate B
= System Infarmation Wersion: 3

Serial Humber: B6
Signature Algorithm: sha1WithRSAEncrption
Public Key: 1024 bit RSA

System Ceriaw
System Components

Networ Inventany Issued From
® BIOS Cammon Name (CHJ: Serverviaw Root CA
D iRME 54 Drganization (OF Fujitsu Teshnology Solutions GmbH
City or Lacality [L): Munich
- IRME 54 Information Caurtry (C): DE
IRME 54 Time State or Provinee (ST} Bavaria
Sawe Configuration Email Address [amail sddress) Senveivisn@is.fuiitu.com
Valid

Cerificate Upload

Walid From: Apr22 14:56:41 2000 G T
. Generate Cerificate

alid Ta: Apr21 14:56:91 2014 GMT

IRMC 54 Update Issued To
% Power Management Comman Name (CHE IRMC
# Fowsr Consumption Organization [0} Fujitsu Technology Solutions
Country (C): DE
4 Sensors State or Provinoe (ST Bawaria
# Event Log Ernail Address (email Address]: seneriew@ts fujitru.com
Server
% Network Settings View Cerificate View CA Cerificate Default Cedificate Default CA Certificate
# Aleding
# User Management CA Certificate upload from file
H consels
Video Redirection (WS) Mote: You may upload the conferts of the baset4 (PEM) encoded ¥.509 CA certificate from local file
& Vitual Media After you have uploaded the files, all current hitps connections wil be closed and the hitps server wil be automatically restarted
This can take ug 1o 30seconds and no RMC S4 reset is required.
Logout
CA Certifioatefile: | Browse
Refresh

Upload

SSL Certificate and DSARSA private key upload from file

Mote: You may upload the conterts of the baseg4 (PEM) encoded X.509 certificate and the hase84 (PEM) encoded DSA/RSA private
ey from local files.

Impartart: Both files need to be uploaded at the same time.

after you have uploaded the files, all current hitps connections wil be closed and the hitps server wil be automatically restarted
This an taie up to 30seconds and no IRMC S4 reset is required.

S5L Private Keyfile: | Browse.._ |

8L Certificate file: | Browse. .
Upload

SSL DSARSA certificate or DSA/RSA private key upload via copy & paste

Note: Alternatively you may paste the conterts of the base54 (PEM) encoded X509 SSL cerlificate or the base84 (PEM) encoded
DSA&/RSA private key into the texthox below for upload to the IRMC S4.

Impartart: Both files needs to be uploaded one after the olher.

Impartart: Do not upload your CA cerificate with this method into the IRMC S4. Use uplosd from fil instead. =

Figure 101: Certificate Upload pag;:jgplay of the currently valid SSL/SSH certificate
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Restoring the default certificate default CA certificate

» In the group Certificate Information and Restore, click Default Certificate t0
restore the default certificate delivered with the firmware after you have
confirmed that you wish to do so.

» In the group Certificate Information and Restore, click Default CA Certificate t0
restore the default CA certificate delivered with the firmware after you have
confirmed that you wish to do so.

= ServerView

Swrl ned00sg

= System IMumatien

peeserss | | o
& BIOS

IBME &4 Infarmation
i

# fensam
i Evanl Loy

Server Management
# ootk Setting:

Luguul

FRetiesh

Figure 102: Certificate Upload page - Restoring the default CA certificate
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Loading a CA certificate from a local file

Use the CA Certificate upload from file group to load a CA certificate from a local

file.

CA Certificate upload from file

Mote: You may upload the conterts of the baseBd (PEM) encoded X503 CA, certificate from local file.
After you have uploaded the files, all current bttps connections will be closed and the kttps server will be automsatically
restarted. This cantake up to 30seconds and no IRMC 52 reset is reguired.

CA Certificate
fila: rowsze...

Upload I

Figure 103: Loading a CA certificate from a local file

Proceed as follows:

>

>

Save the CA certificate in a local file on the managed server.

Specify this file under CA Certificate File by clicking the associated Browse...
button and navigating to the file containing the CA certificate.

Click Upload to load the certificate and/or the private key onto the iRMC S4.

When you upload the certificate and/or private key, all the existing
HTTPS connections are closed and the HTTPS server is
automatically restarted. This process can take up to 30 seconds.

No explicit reset of the IRMC S4 is required.

Click View CA Certificate to make sure that the certificate has been loaded
successfully.
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Loading the DSA/RSA certificate and private DSA/RSA key from local files

You do this using the group
SSL Certificate and DSA/RSA private key upload from file.

The private key and the certificate must be loaded on the iRMC S4 at the
same time.

SSL Certificate and DSARSA private key upload from file

Mote: You may upload the contents of the baseB4 (PEM) encoded ¥ 509 cerificate and the basefd (PEM) encoded DSARSA private key
from local files.

Important: Both files need to be uploaded &t the same time.

After you have uploaded the files, all current Hitps connections will be closed and the hitps server will be automatically restarted. This can
take up to 30seconds and no IRMC 52 reset is required.

5L Private Keyfile:
S5L Cerificate file:

Upload I

Figure 104: Loading the DSA/RSA certificate/private DSA/RSA key from local files

Proceed as follows:

» Save the X.509 DSA/RSA (SSL) certificate and the private DSA/RSA key in
corresponding local files on the managed server.

» Specify the files Private Key File and Certificate File by clicking on the
associated Browse button and navigating to the file which contains the
private key or the certificate.

» Click Upload to load the certificate and the private key onto the iRMC S4.

When you upload the certificate and private key, all the existing
HTTPS connections are closed and the HTTPS server is
automatically restarted. This process can take up to 30 seconds.

No explicit reset of the iIRMC S4 is required.

» Click View Certificate to make sure that the certificate has been loaded
successfully.
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Entering the DSA/RSA certificate/private DSARSA key directly

You do this using the group SSL DSA/RSA certificate or DSA/RSA private upload via
copy & paste.

E Do not use this method to load a root certificate onto the iRMC S4.

Always load a root certificate using a file (see page 188).

SSL DSARSA certificate or DSA/RSA private key upload via copy & paste

Mote: Atternatively vou may paste the contents of the baseBd (PEM) encoded X.509 SSL cerdificate or the basefid (PEM) encoded
DSARSA private key into the texthox below for upload to the IRMC 52,

Impottant: Both files needs to be uploaded one after the other.

Important: Do not upload your 4 cerificate with this method into the IRMC 52, Use upload from file instead.

Impottart: &fter you have uploadediasted the file(s) in the texthox below, you need to restart the RMC 52 manually.

Upload |

Figure 105: Entering the DSA/RSA certificate/private DSARSA key directly

Proceed as follows:

>

Copy the X.509 DSA certificate or the private DSA key to the input area.

You cannot simultaneously enter the certificate and key for the same
upload.

Click Upload to load the certificate or the private key onto the iRMC S4.

Use the Remote Manager to reset the iRMC S4 (see section "Service
processor - IP parameters, identification LED and iRMC S4 reset" on
page 378).

onto the iRMC S4 valid.

Click View Certificate to make sure that the certificate has been loaded
successfully.

E This is necessary in order to make a certificate or private key loaded
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7.7.5 Generate a self-signed Certificate -
Generate self-signed RSA certificate

You can create a self-signed certificate using the Generate a self-signed Certificate
page.

7 Serverliew

(=) System Information Certificate Information and Restore
System Overiew
System Companents View Certificate Detault Certificate
Hetwor Inventary
R Certificate Creation
= iRmC 54
{RMC 54 Infarmation If you creale a new RS4 certificate and key, all current hitps connections will ke closed and the hips server wil be automalically restarted. Depending
AME 8T ime onthe keysize, this process can take up to 5 minutes and no IRMC 54 reset is required

Sawe Configuration

Certificate Upload Cemman Hame (C

IRMCAZFA4Z wlanS75.qalab

NJ
Organization (0]

Generate Certifiate (RMC:S4
iRMC 54 Update rganization Urit (OU)

[ Fower Management Country(C)

(] Power Cansumption State or Provinoe (ST}

=

e City or Lacality (L)

# Event Log
Server Management
[ Network Settings
[+ Aletting
[ User Management

[# Consols Redirection ey Langth ety [ 1020 2]
~Mideo Redirestion ('S)

% Virtuzl Media Creats

Logout

Email Address.

“alid From: [Jul 25 1311008 2013

walid Fer (days]: [730

Refresh

Figure 106: Generate a self-signed RSA Certificate page
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Certificate Information and Restore

The Certificate Information and Restore group allows you to view the currently
valid DSA/RSA certificate and/or restore the default RSA/DSA certificate.

View Certificate
You can view the currently valid DSA/RSA certificate using this button.

Default Certificate
You can use this button to restore the default certificate delivered with the
firmware after you have confirmed that you wish to do so.

Certificate Creation

Proceed as follows to create a self-signed certificate:
» Enter the requisite details under Certificate Creation.
» Click Create to create the certificate.

When generating the new certificate, all the existing HTTPS
connections are closed and the HTTPS server is automatically
restarted. This can take up to 5 minutes depending on the key length.

No explicit reset of the iRMC S4 is required.
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7.7.6 iRMC S4 Firmware Update

The iRMC $4 Firmware Update page allows you to update the iRMC S4 firmware
online. To do this, you must provide the current firmware image either locally on
a remote workstation or on a TFTP server.

Here you can also see information on the iRMC S4 firmware and set the
firmware selector.

< Serverliew

TEM (A iRMC 54 Firmware Update
Eyslem Ovendes
Fittrvwacs Image Dooter Vargion Farmwars Versicn Firrwacs Uste Dapcription tatus
Low Fittimmarn Imags 118037 T0O.F Jul 29 2013 02 05 37 CEST  EVALUATION COFY . NOT FOR SALE Running
= i sa High Fiamsware Image 1.18.0.29 0.3 Fo02az May § 2013 224500 CEET EVALUATION COPT - NOT FOR SALE  Inactive
IRMC 24 Infermatien - ~
R s T Tt enuenea. alactnr: | Aista - Firmeats imags wath highes 1 L%
Eave
Curlificals Ugbesd Apply I
IRMC 54
Miash Sadactoe: | Auly inavlive Frommare -
Uil Filw: M7 00F e
Apphy |
IRMC 54 TFTP Semtings
T Sarae
Vides Redirectian (WS) el Filse
A Wiftusl et sl B = = =
Lagaut
Apphy ] TFTP Test TETP San 1
[

Figuré 167: iRMC S4 Iéifh{ware Update page
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Firmware Image Information

Under Firmware Image Information, you can view information on the firmware
version and the SDRR version of the iRMC S4 and set the firmware selector.

Firmware Image Information

Firmware Image Booter “ersion  Firmware Wersion Firmware Date Description Status
Lows Firmware Image 1.16.0.37 F.00.F Jul 29 2013 0%:05:37 CEST Running

High Firmware Image 1.16.0.34 0.36.F26232 May 5 2013 22:45:00 CEST Inactive

Firmware Selector: | Auto - Firmuware Image with highest Fi v

Apply |

Figure 108: iRMC S4 Firmware Update - Firmware Information

Firmware Selector
You use the firmware selector to specify which firmware image is to be
activated the next time the iRMC S4 is rebooted.

You have the following options:
— Auto - FW Image with highest FW version

The firmware image with the most recent version is selected
automatically.

— Low FW Image

The low firmware image is selected.
— High FW Image

The high firmware image is selected.
— Select FW Image with oldest FW version

The firmware image with the oldest version is selected.
— Select most recently programmed FW

The most recently updated firmware image is selected.
— Select least recently programmed FW

The least recently updated firmware image is selected.

Apply
Click Apply to set the firmware selector to the option you have set under
Firmware Selector.
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Firmware Update from File

The Firmware Update from File group allows you to update the iRMC S4 firmware
online. To do this, you must provide the current firmware image in a file on a
remote workstation.

You will find the appropriate firmware image for your PRIMERGY server on
ServerView Suite DVD 2 or you can download it under
http://support.ts.fujitsu.com/com/support/downloads.html.

IRMC 54 Firmware Update from File
Flash Selector: IHigh Firmuare Image ;I
Update File: | Browse... |
Apply |

Figure 109: iRMC S4 Firmware Update page - Firmware Update from File

Flash Selector
Specify what iRMC firmware is to be updated.

You have the following options:
— Auto - inactive firmware
The inactive firmware is automatically selected.
— Low Firmware Image
The low firmware image (firmware image 1) is selected.
— High Firmware Image

The high firmware image (firmware image 2) is selected.
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Update file
File in which the firmware image is stored.

Only complete firmware images comprising a firmware version
and a SDRR version can be updated (e.g.
RX30S8_07.01F _sdr03.47.bin).

Browse...
Opens a file browser that allows you to navigate to the update file.

» Click Apply to activate your settings and to start updating the iRMC S4
firmware.

iRMC S4 TFTP Settings

The iRMC S4 TFTP Settings group allows you to update the iRMC S4 firmware
online. To do this, you must provide the current firmware image in a file on a
TFTP server.

You will find the appropriate firmware image for your PRIMERGY server on
ServerView Suite DVD 2 or you can download it under
http://support.ts.fujitsu.com/com/support/downloads.html.

IRMC 54 TFTP Settings

TFTP Server:

Update File: Jrom.ima_enc

Flash Selector: | High Firmuware Image ;I

Apply | TFTF Test | TFTF Start |

Figure 110: iRMC S4 Firmware Update page - iRMC S4 TFTP Settings

TFTP Server
IP address or DNS name of the TFTP server on which the file with the
firmware image is stored.

Update file
File in which the firmware image is stored.

Only complete firmware image can be updated (e.qg.
RX3088_07.01F_sdr03.47.bin).
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Flash Selector
Specify what iRMC firmware is to be updated.

You have the following options:
— Auto - inactive firmware
The inactive firmware is automatically selected.
— Low Firmware Image
The low firmware image (firmware image 1) is selected.
— High Firmware Image
The high firmware image (firmware image 2) is selected.
» Click Apply to activate your settings.
» Click TFTP Test to test the connection to the TFTP server.

» Click TFTP Start to download the file containing the firmware image from the
TFTP server and to start updating the iRMC S4 firmware.
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7.8 Power Management

The Power Management entry contains the links to the power management pages
for your PRIMERGY server:

— "Power On/Off - power the server up/down" on page 198.

— "Power Options - Configuring power management for the server" on
page 203.

— "Power Supply Info - Power supply and IDPROM data for the FRU
components" on page 206.
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7.8.1 Power On/Off - power the server up/down

The Power On/Off page allows you to power the managed server on and off. You
are informed of the server’s current power status and are also able to configure
the behavior of the server during the next boot operation.

| ServerView User. admin | Logout | FUJITSU

PRIMERGY TX140 52 FUJITSU ServerView® iRMC $4 Web Server = peutsch | * HEAS

e S| Power Onioft

& System Information ‘Power Status Summary
= BlOS
BIOS Update Power Status: Fower Off
& iRMC 54 Power On Counter: 4 D utes
_ Last Power On Reason: Fo e trol vie Remote Mansger
Last Power OFf Reason: Pey Re trel vis Remate Manager
Boot Options
Error Halt Settings: | Continue v
Boot Device Selector: | No Changs v
Boot Type: | FC compstible (l=gscy) v
- Server Mansgemsn: i ok iy
& Network Settings
Apply
Power Control
[ Virtusl Medis
Powear On Fower Cycle
Third Party Licsnsss Power Off Graceful Power Off {Shutdown] !
Immegiste Reset Graceful Resst
Legaut Pulse NI Fress Fowar Bu
Refrash
Apply

(i) Nets: Graceful Shutdown and Graceful Retoot require installzd snd running SsrverView Agents

(1) Nets: Prass Powsr Bution’ smulstes s shor prass on the Powsr Button of the servar. Depanding an tha Oparstion Systm and the configursd sction, the
server can shutdown, suspend, hibemate or continue aperstion.

Figure 111: Power On/Off page

Power Status Summary

The Power Status Summary group provides information on the current power
status of the server and on the causes for the most recent Power On/Power Off.
In addition, a Power On counter records the total months, days and minutes
during which the server has been powered.

Power Status Summary

Paoweer Status: Fower On
Povwser On Courter: 1 Wears 4 Months 22 Days 7 Hours 45 Minutes
Last Power On Reason: Power on - Remote control via Remote Manager
Last Powwer Off Reason: Power off - Clock ortimer

Figure 112: Power On/Off page - Power Status Summary
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Boot Options

The Boot Options group allows you to configure the behavior of the system the
next time it is booted. You can set whether the BIOS is to interrupt the boot
process for the system if errors occur during the POST phase.

The options set here only apply to the next boot operation. After this, the
default mechanism applies again.

Boot Options
Error Halt Settings: | Continue
Boot Device Selector: | Mo Change T
Boot Type: | FC compsatible (legaoy) T

Next Boot Only:

Apply |
Figure 113: Power Management - Boot Options page

Error Halt Settings
Specifies the desired BIOS behavior.

Continue
Continue the boot process if errors occur during the POST phase.

Halt on errors
Interrupt the boot process if errors occur during the POST phase.

Boot Device Selector
Storage medium you wish to boot from.

The following options are available:

— No change: The system is booted from the same storage medium as
previously.

— PXE/iSCSI: The system is booted from PXE/iSCSI over the network.
— Harddrive: The system is booted from hard disk.

— CDROM/DVD: The system is booted from CD /DVD.

— Floppy: The system is booted from floppy disk.

— BIOS Setup: The system enters BIOS setup when booting.
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Boot Type
Determines the boot mode in which the system will be started at the next

boot.

Depending on the server operating system, the following options are
available for selection:

PC compatible (legacy)
The system is booted in legacy BIOS-compatibility mode.

Extensible Firmware Interface Boot (EFI)
The system is booted in UEFI boot mode (only on 64-bit operating

systems).

Next Boot only
Settings apply to the next boot only.

» Click Apply to activate your settings.
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Power Control - powering the server up and down/rebooting the server

The Power Control group allows you to power the server up/down or to reboot
the server.

Power Control
Prower On O Fower Cycle
O Immediate Fower Off O Graceful Power Off (Shutdown)
O Immediate Reset O Graceful Reset (Reboot) !
O Fulse NI O Press Power Button 2
Apply |

Figure 114: Power On/Off page, Restart (server is powered up)

Power Control

O Fower On Poweer Cycle
Immediate Power Off Graceful Power Off (Shutd awn) !
Immediate Reset Graceful Reset (Reboot) !
Fulse Mhil Fress Power Button 2

Apply |

Figure 115: Power On/Off page, Restart (server is powered down)

Power On
Switches the server on.

Immediate Power Off
Powers the server down, regardless of the status of the operating

system.

Immediate Reset
Completely restarts the server (cold start), regardless of the status of the

operating system.

Pulse NMI
Initiates a non-maskable interrupt (NMI). A NMI is a processor interrupt

that cannot be ignored by standard interrupt masking techniques in the
system.

Press Power Button
Depending on the operating system installed and the action configured,
you can trigger various actions by briefly pressing the power-off button.
These actions could be shutting down the computer or switching it to
standby mode or sleep mode.
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Power Cycle
Powers the server down completely and then powers it up again after a
configured period. You can configure this time in the Power Cycle Delay
field of the ASR&R Options group (see page 245).

Graceful Power Off (Shutdown)
Graceful shutdown and power off.
This option is only available if ServerView agents are installed and
signed onto the iRMC S4 as “Connected”.

Graceful Reset (Reboot)
Graceful shutdown and reboot.
This option is only available if ServerView agents are installed and
signed onto the iRMC S4 as “Connected”.

» Click Apply to start the required action.
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7.8.2 Power Options -
Configuring power management for the server

The Power Options page allows you to define the server’s behavior after a power
outage and specify the server’s power on/off times.

< Serverliew

PRIMERGY RX300 S8 ServerView® Remote Management iRMC 54 Web Server Deutsch | * Hba
Power Optiohs

System Information Power Restore Policy

BIOS

IRMC 54 © Almays power off

=) Fower Management € Aiways power on

: Fower On/Oft

H Fower Options % Restore to powered state prior to power loss
Power Supply Info
Pomer Consumption Apphy
Sensors
Event Log Power OniOff Time

i Senver Management
Netwo fc S ettings On Time Giff Time
Aletting l— l— Sunday
User Management Monday
Console Redirzction l— l— Tuesday
L Video Redirection (JWS) l— l_
wirtual Media Wednesday
Thursdsy
Logout Friday
Refresh Saturday
hh:mm bz
Everyday

52
ES
3
=
g
&
HE
z
3
=
z
5

Minutes in advance

Apply

(1) Note: All pouser onfaff times need to be spesified in 24 hour format

Figure 116: Power Options page

iRMC S4 203



Power Management

Power Restore Policy - Specify behavior of the server after a power outage

The Power Restore Policy group allows you to specify the server’s power
management behavior after a power outage.

Power Restore Policy

() Alvways power off

() Ahnays pawer on
@ Restore to powered state priorto power loss

Apply |
Figure 117: Power Options page, Power Restore Policy

Always power off
The server always remains powered down after a power outage.

Always power on
The server is always powered up again after a power outage.

Restore to powered state prior to power loss
The power up/down status of the server is restored to the status prior to
the power outage.

» Click Apply to activate your settings.

The configured action will be performed after a power outage.
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Power On/Off Time - Specify power on/off times for the server

The input fields of the Power On/Off Time group allow you to specify the times at
which the server is powered up/down for the individual days of the week or for
specified times during the day.

E Specifications in the Everyday field take priority!

The Trap fields also allow you to configure whether the iRMC S4 sends an
SNMP trap to the management console before a planned power-on / power-off
of the managed server and, if so, how many minutes before the event this
should be done. No traps are sent if you specify the value “0”.

Power On/Off Time

On Time Off Time

0300 Sunday

0500 Mondane
Tuesday
Wednesday
Thur sday
Frid=y
Saturday

hh:mm hh:mm
Ewveryday

Trap Tr=p
a] o] Minutes in advance
Apply |

Figure 118: Power Options page, Power On/Off Time
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7.8.3 Power Supply Info - Power supply and IDPROM
data for the FRU components

The Power Supply Info page provides you with information on the power supply
specifications and the IDPROM data of the FRUs of the server.

The CSS Component column indicates for each of the components whether the
CSS (Customer Self Service) functionality is supported.

S ServerView

PRIMERGY RX300 58 wiil Remote Management IRMC 54 Web Server ™| Deutsch | * Hbak

i System Informstion

Power Supply 'PSU1 IDPROM Information

FRU e FRU  Product Name Serial Part Version  Vender specifis  CSS
Pawer Management Narna Information  or Mocel Niinisar il e ) e o s e
Paoer On/Oft
PSU1  DELTA Board | DPSEOONB A DCOD222032088 A3GA01ZM107  SGF ves
~ Power Options
. Paoier SUpply Info
# Power Consumption output Standby Narminal pini rum Mz rum Ripple Minimum bz mum
S Humber Power Valtags Voltage Voltags and nois= Current Current
vent Log 1 o 1200% LR 1224v 120 my 100 A 6500 A
jSemetianagement 2 Yes 12,00 184V 1236 W 120 my 000 A 2004
[+ Metwork Setlings
® Aletting
e ‘ Tetsl paak Pask inrush  incush Input Input Input AIC Drapout
P anAg e Capacity  Capseity  Holdup  Current  Interval Range 1 Range 2 Frequency Telsrance

[® Console Redirection
: 800 ur 800w o A 10 100290V 90284V 47-63 H 0
©-Video Reditzction (WS s e iz ms

® Virtual Media

Logout Power Supply 'PSU2" IDPROM Information
Refrash
FRLI FRU  Froduct Hame Sarial Part Version  Vendor specific S
tama Information  or Mocel Number Number  Infarmation  Iformation  Componant
FSUZ  DELTA Board | DFS.SOONBA DCODIZ22032134 ABCAQIZIN0F  SGF Yes
Output Standby Narminal Mini rum Maxirum Ripple Minimura bz i
Hurabar Powwer Valtage Valtage Voitage snd naisa Currant Currert
1 o 1200 ERECEY 1224V 120 my 100 A 65.00 A
z Yes 1200 Hpay 1236V 120 my/ 0.00 & 200 A
Tatsl Peak Pesk Inrush  Inrush Input Input Input AIC Drapout
Capacity  Capacity  Holdup  Current  Interval Range 1 Range 2 Fraquancy Tolerance
00 U 800w 0sen a0 A i0ms | A00-240V 80284V 47-B3Hz 10ms

Figure 119: Power Supply Info page
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7.9 Power Consumption
The Power Consumption entry contains the links to the pages for monitoring and
controlling the power consumption of the managed server:

"Power Consumption Configuration - Configure power consumption of the
server" on page 208.

— "Power Options - Configuring power management for the server" on
page 203. (Not shown on all servers with iRMC S4.)

— "Power History - Show server power consumption” on page 215 (Not shown
on all servers with iRMC S4.)
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7.9.1 Power Consumption Configuration - Configure
power consumption of the server

The Power Consumption Configuration page allows you to specify the mode the
iRMC S4 uses to control the power consumption of your PRIMERGY server.

S ServerView

Useradmin | Logout  FUIITSU

PRIMERGY RX300 58 Serverview® Remote Management iIRMC 54 Web Server ™ petsch | ® HEH

Power Consumption Configuration

Power Consumption Options

System Information
BIOS
iRMC 54

Power Management

Fower Cartrol Mode: [ Pawer Limit =
Fowser Manitaring Units: [wiatt = |
Enable Pawer Monitoring: W

=) Power Consumption

i Consumption Optians

i Cument Consumption

L. Power History ARply

Sensors
EwentLog Power Limit Options
Sarver Managament
Network Settings Porveer Limit: [ watt
Alerting Target for Power Regulstion: [80 Percent
Usr Management Tolerance Time Bafore Action: 5 Minutes
Censole Redirection Action Reaching Power Limit: | Continue =l

~Videa Redirection (J¥S)
Virtual Media

Logaut Apply

Refresh

Erable dynamio Power Gontrol: [

(1) Mote: Graceful Shutdown a5 action after reaching power limit requires installed and rnning Servefiew Agents

Figure 120: Power Consumption Configuration page

i Prerequisite:

The following requirements must be met in order to configure power
consumption control:

— The managed PRIMERGY server must support this feature.

— The Enhanced Speed Step or the Processor Power Management option
must be enabled in the Advanced Menu of the BIOS setup.

If you set the “Power Limit” power control mode in the Power Consumption
Options group or in the Scheduled Power Consumption Configuration, the
Power Limit Options group is also displayed (see page 210).
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Power Consumption Options

The Power Consumption Options group allows you to select the power control
mode and specify whether the power consumption should be monitored over
time.

Power Control Mode
Mode for controlling the power consumption of the managed server:

— O/S controlled:

Power Consumption is controlled by the operating system of the
managed server.

—  Minimum Power:.

The iRMC S4 controls the server to achieve the lowest possible
power consumption. In this event, performance is not always ideal.

—  Scheduled:

The iRMC S4 controls power consumption in accordance with a
schedule (see "Scheduled Power Consumption Configuration" on
page 210).

— Power Limit:.

The Power Limit Options group is displayed (see "Power Limit Options"
on page 212).

Power Monitoring Units
Unit of electrical power used to display power consumption:

— Wart

— BTU/h (British Thermal Unit/hour, 1 BTU/h corresponds to 0.293
Watt).
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Enable Power Monitoring
If you enable this option, power consumption is monitored over time.

This setting only takes effect on PRIMERGY servers that support
power monitoring.

» Click Apply to activate your settings.

Scheduled Power Consumption Configuration

The Scheduled Power Consumption Configuration group allows you to specify in
detail the schedules and modes (O/S controlled, Minimum Power, Power Limit) that
the iRMC S4 uses to control power consumption on the managed server.

The Scheduled Power Consumption Configuration group only appears if you
have enabled the power control mode scheduled in the Power Consumption
Options group.

Configuration for scheduled power control mode assumes that the
Enhanced Speed Step option has been enabled in the BIOS setup. If this is
not the case, a message to this effect is displayed.

If this message appears even though “Enhanced Speed Step” is
enabled, this may be because:

— The CPU (e.g. low-power CPU) of the server does not support
scheduled power control.

— The system is currently in the BIOS POST phase.
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S ServerView

PRIMERGY RX300 58 ServerView® Remote Management iIRMC 54 Web Server ™ pewtsch | ® H&x
Power Consumption Configuration
System Information Power Consumption Options:
BI0S
iRMC 59 Fower Cortrol Mode: [Scheduled =
Power Management Paweer Monitoring Units: [Watt =l

= Fower Consumption I
Enizble P Wonitoring: [
Cansumption Options riabls Fawer Montianng

. .. CurentConsumption

¢ Power Histery Apply

Sensors
Event Log Scheduled Power Consumption Configuration

i Sener Management
Metwork Settings

Time 1 Made 1 Time 2 Wode 2

Alerting Sunday: [ [ors controlied = [04s controlied =
User Management Mondsy: [ [ o5 contralled = [ s contralled = |
) Console Redirection Tuesday. | [ Qs contiolted =l [oss controied =
L Vet || e [57% o = [ s ]
| Video Redirection (JWS) Thursday: [ [0t controtied = [045 controtied = |
Wirtual Media Friday: [ [ o5 contralled = [ s contralled = |
Logout Saturday: [ [0t controtied = [045 controtied = |
hh:mm Hode 1 hh:mm Mode 2
Refrash Eweryday: | | ;I | | ;I

Apply

Figure 121: Power Consumption Configuration page (scheduled)

Time 1
Time [hh:ss] at which the iIRMC S4 starts power control as defined in
Mode 1 on the relevant day of the week.

Time 2
Time [hh:ss] at which the iIRMC S4 starts power control as defined in
Mode 2 on the relevant day of the week.

Mode 1
Power consumption mode used by the iRMC S4 for power control as of
Time 1 on the relevant day of the week.

Mode 2
Power consumption mode used by the iRMC S4 for power control as of
Time 2 on the relevant day of the week.

Set Time 1 < Time 2, otherwise the power control mode specified under
Mode 2 will only be activated at Time 2 on the relevant day of the following
week.

m Specifications in the Everyday field take priority.
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» Click Apply to activate your settings.

You can also configure scheduled power control using the Server
Configuration Manager (see chapter "Configuring iRMC S4 using the
Server Configuration Manager" on page 387).

Power Limit Options
The Power Limit Options group is displayed under the following circumstances:

— The power control mode Power Limit is selected and enabled in the Power
Consumption Options group.

— The power control mode Scheduled is enabled in the Power Consumption
Options group and the power control mode Power Limit is enabled at least
once in the Scheduled Power Consumption Configuration group.

The power limit then applies to all periods for which this power control mode
is enabled in the Scheduled Power Consumption Configuration group.

S ServerView
PRIMERGY RX300 58 ServerView® Remote Management iRMC 54 Web Server = peut=ch | * HEa
Power Consumption Cenfiguration
System Information Power Consumption Options
BIOS
IRAC 54 Power Control Mode: | Power Limit =]
Power Managsment Pouner Monitaring Units: [watt =1

(=l Power Consumption Erable P Moritoring: [#
- Cansumption Optians ARl Pawer Manforing

Current Gonsumption
Pawer Histary Apply

Senzars

Ewent Log Power Limit Options

i..Senver Management

Hetmo Settings Powver Limit: [0 Watt
Aletting Target for Power Regulatian: [80 Percent
User Mansgement Tolerance Time Before Action: [5 hinutes

(= Consale Redirection
: BIOS Text Console
- Video Rediraction

. Videa Redirection (15
Virtual Media *‘

Logeut (1) Note: Graceful Shutdewn 3 action after reaching power limit raquires installed and running Serveiisw Agents

Action Resching Power Limit: | Continue ;l
Erable dynamic Pawer Cortral: [

Refrash

Figure 122: Power Consumption Configuration page (Power Limit Options)
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Power Limit
Maximum power consumption (in Watts).

When this is reached, the action defined under Action Reaching Power
Limit is performed. When the threshold is exceeded, a warning message
is written to the iRMC S4 SEL ("CPU Throttlink activated by Power

Capping").

Target for Power Regulation
The iRMC S4 attempts to adjust the power consumption to this value
which is to be specified as a percentage of the maximum power
consumption specified under Power Limit.

Power Limit Grace Period
Period (in minutes) the system waits after the Power Limit was exceeded.
Not til then the action specified under Action Reaching Power Limit will be
performed.

Action Reaching Power Limit
Action to be performed when the PowerLimit was exceeded for at least
the period specified under Power Limit Grace Period.

Continue
No action is performed.

Graceful Power Off (Shutdown)
Shut down the system "gracefully" and power it down.

This option is only supported if ServerView agents are
installed and signed onto the iRMC S4 as “Connected”.

Immediate Power Off
The server is immediately powered down irrespective of the status
of the operating system.

Enable dynamic Power Control
The power limit is controlled dynamically. If this option is enabled, the
iRMC S4 lowers power consumption of the server as soon as the Power
Limir is exceeded. The iRMC S4 attempts to adjust power consumption
to the level specified under Target for Power Regulation.
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7.9.2 Current Power Consumption -

Show the current power consumption

E This view is not supported by all PRIMERGY servers with iRMC S4.

The Current Power Consumption page shows the current power consumption of
the system components and of the overall system.

S ServerView

PRIMERGY RX300 53

System Information

(=) Fouwer Consumption
i L. Consumption Options
Curnent Consumption
Pomer History

erier Management

ServerView® Remote Management iRMC $4Web Server

™ peutzch | * Hka

urrent System Power Consumption

Current Overall Power Consumption

[ BI0S
[ iRMC 54 Current Minimum —Peak  Average Current / Maximum
) Powser Management Fower  Power  Power  Paower

AM2iatt 112 Watt 124 Watt 114 Wiatt -:lﬂﬁﬂ\l\iaﬂ

Power Supply Power Distribution

e | e | DT Current f Total

System Power

Status
Porver System Pawer
Netuork Settings e
Alerting & 1 PSUI Power S4uvatt _:| 847112 Watt 57%) 0K
User Management
Consale Redirection &9 2 PSUZPomer 48Wiatt _:I 48/ 112 Watt (42%) Ok
Video Redirection (JWS)
Virtual Media
Detailed Power Consumption Information
Logout
Frafrash No.  Designation %“gf;‘ Surrent { Tatal Status

a 1 CPU1 Power 18 Uratt -:I’ISJ‘MZ Watt (16%) Ok
&) 2 CPUZPawer 22wt -:lzzmu Watt (19%) 0K
@ 3 System Power 32 Watt -:l 324112 Watt(28%) Ok
& 4 HDD Fomer oK
&) 5 Total Power Dut 20 Watt _:Iso.mzwmm%j oK

Figure 123: Current Power Consumption page
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7.9.3 Power History -
Show server power consumption

The Power Consumption History page charts the power consumption of your
PRIMERGY server.

E This page is not shown on all PRIMERGY servers with iRMC S4.

ERGY RX300 S8 ServerView® Remote Management iRMC §4Web Server S peutsch | ® H&a
Power Consumption History
Current Overall Power Consumption
& Current Minimom  Feak  Average Current / Maximum
Aanagement Power  Power  Paower  Power
onsumption
T | B [
rent
e History
Power History Options
og
Aanagement
Settings
nagement
Reditzction Apply | Delete History |
=direction (JW'S)
dadie Power History Chart
Selected Period: Min:108 Avg115 Maw162  Tue, 06.Aug 2013 15:22:00 Power: Min:i14 Avg:114 Max 122
Power
[iatt)
150
190
130
120
= .
10
19:45 1450 1956 1500 1508 15110 15:15 15:20 15286 15:30 15:35 15:90

Last 80 minutes
dygraphs library http Widvaraphs.coms Copyright ® 2009 License

Save History
4| | i

Figure 124: Power Consumption History page
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Current Power Consumption
m This option is not supported for all PRIMERGY servers.

Under Current Power Consumption you can see all the measurements for the
server power consumption in the current interval: current, minimum, maximum
and average power consumption.

A graphical display also shows the current power consumption of the server
compared with the maximum possible power consumption.

Current Overall Power Consumption

Currert  Mini rmumm Peak  Awverage Current § Mazxi munm
Povver Povver Poear Povweer Fovver

S—

Figure 125: Power Consumption History - Current Power Consumption

Power History Options

You specify the parameters for displaying the power consumption under Power
History Options.

Power History Options
Poveear Monitoring Units: | Wratt b
Povwear History Period: | 1 wear w

Ernable Power Monitoring:

Apphy I Delete Histons I

Figure 126: Power Consumption History - Power History Options

Power History Units
Electrical power units:

— Watt

— BTU/h (British Thermal Unit/hour, 1 BTU/h corresponds to
0.293 Watt).
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Power History Period
Period for which the power consumption is charted.

The following intervals can be selected:

1 hour
Default.
Measurements for the last hour (60 values). Since one
measurement is generated every minute, this shows all the
measurements of the last hour.

12 hours
Measurements for the last 12 hours. One measurement is shown
for each five-minute period (every 5th measurement, 144 values
in all).

1 day
Measurements for the last 24 hours. One measurement is shown
for each 10-minute period (every 10th measurement, 144 values
in all).

1 week
The measurements for the last week. One measurement per hour
is shown (every 60th measurement, 168 values in all).

2 weeks
The measurements for the last month. One measurement is
shown for each period of approx four hours (every 120th
measurement, 168 values in all).

1 month
The measurements for the last 6 months. One measurement is
shown for each period of approx one day (every 240th
measurement, 180 values in all).

1 year
Measurements for the last 12 months. One measurement is
shown for each two-day period (every 2880th measurement, 180
values in all).

5 years
Measurements for the last 5 years. One measurement is shown
for each two-day period (every 2880th measurement, 180 values
in all).

iRMC S4 217



Power Consumption

Enable Power Monitoring
Specifies whether power monitoring is to be carried out.

E Power Monitoring is enabled by default.

This setting only applies to PRIMERGY servers that support
consumption logging.

» Click Apply to activate your settings.

» Click Delete History to delete the displayed data.

Power History Chart

Power History Chart shows the power consumption of the managed server over
time in the form of a graph (using the settings made under Power History
Oprions). The difference between the actual power consumption and the power
consumption displayed in the power history chart may amount to about 20%.

Power History Chart

Selected Period: Min108 Ave115 Max162 Tue, 06 Aug 2013 15:22:00 Power: bincl 14 Avi:114 Max122
Fower

[iaty]
150
140
120
120
110

19:45 14:50 1455 15:00 15:05 1510 1615 15:20 15:25 15330 16:35 16:40
Last 60 minutes
dygraphs library hitp/dyaraphs.comy Copyright @200 License

Save History

Figure 127: Power Consumption History - Power History Chart
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7.10 Sensors - Check status of the sensors

The “Sensors” entry provides you with pages which allow you to check the
statuses of sensors of the managed server:

"Fans - Check fans" on page 220.

— "Temperature - Report the temperature of the server components" on
page 222.

— "Voltages - Report voltage sensor information" on page 224.
— "Power Supply - Check power supply" on page 225.
— "Component Status - Check status of the server components" on page 227.

To facilitate checking the status, the sensor status is not only shown in the form
of the current value, but also using a color code and a status icon:

Black (font color)/ The measured value is within the normal operational

" value range.
v

Orange (font color)/ The measured value has exceeded the warning

threshold.
g System operation is not yet jeopardized.
1
Red (font color)/ The measured value has exceeded the critical
threshold.
E System operation may be jeopardized and there is a

risk of loss of data integrity.

Table 7: Status of the sensors
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7.10.1 Fans - Check fans

The Fans page provides information on fans and their status.

S Serverliew

PRIMERGY RX300 56

System Information Fan Test
BI0S
IRMC 54 Fan Check Time: [23:00
Fower hi t
[ Fower Managemen Dis=hble FAN Test: [
Pouwer Consumption
=) Sensars
A Apply | Start Fan Test
Fans
T
Valtagas System Fans
Pomer Supply
Compenent Status Hor mal . Shutdown
Select Ne. Designation P22 povaiions _ Fall Delay Status E59
Event Log RPN ey Reaction (o ) Component
i Sener Management
Nebuok Settings M & 1 Fanisvs  qze0 a7 Continue a0 F&M on, mnning Ves
Alert
# Alerting @ 2z ramzsvs 13m0 101 Continue an FAN an, running Yas
User Management
Consale Redirection C @ = ranzsys 1440 103 Continue G0 FAH on, unning Yes
f.Video Redirection (JWWS)
‘ittual Media [T & 4 Fanasys 1440 o3 Continue 0] FAN on, mnning Yes
Logout [ &) & Fanssys 1440 100 Continue oo FAN an, running Yes
] FAN PSU1 2800 100 Continue an FAN on, rannin Yes
Fiefresh r e i
[T & 7 Fanpsuz 2180 100 Continue an FAN on, running Ves
Select All | Deselact All |
IContinue - | atter selested fan fails. Shutdown Delay |30 Seconds
Apply To Selected Fans

(1) Mote: An activated fan fail reaction requires installed and running Senveriew Agents

Figure 128: Fans page

Fan Test - Test fans

The Fan Test group allows you to specify a time at which the fan test is started
automatically or to start the fan test explicitly.

Fan Test performs the fan test with a speed near to the currently required
speed. Thus, the fan test is not acoustically noticeable.

Fan Check Time
Enter the time at which the fan test is to be started automatically.

Disable Fan Test
Select this option to disable fan testing.
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» Click Apply to activate your settings.

» Click Start Fan Test to start the fan test explicitly.

System Fans - Specify server behavior in the event that a fan fails

The System Fans group provides you with information on the status of the fans.
You can use the options or buttons to select individual fans or all the fans and
specify whether the server should be shut down after a specified number of
seconds if this fan fails.

Select all
Selects all fans.

Deselect all
All selections are cancelled.

» Select the fans for which you wish to define the behavior in the event of a
fault.

» Define the behavior in the event of a fault using the list at the bottom of the
work area:

— Choose continue if the server is not to be shut down if the selected fans
fail.

— Choose Shutdown and Power-off if the server is to be shut down and
powered down if the selected fans fail.

If you choose this option, you must also specify the time in seconds
between failure of the fan and shutdown of the server (Shutdown Delay)
in the field to the right of the list.

Shutdown and Power-off Will be executed in case of a fan failure
regardless of whether ServerView agents are running on the
managed server.

In the case of redundant fans, shutdown is only initiated if more
than one fan is faulty and Shutdown and Power-off is also set for
these fans.

» Click Apply to the selected Fans to activate your settings for the selected fans.
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7.10.2 Temperature - Report the temperature of the server
components

The Temperature page provides information on the status of the temperature
sensors which measure the temperature at the server components, such as the
CPU and the Memory Module and the ambient temperature.

PRIMERGY RX300 53 ServerView® Remote Management iRMC 54 Web Server ™ peitsch | ® HEa

System Infarm stion Temperature Sensor Information (in *Celsius)

BIOS

iRMC 54

Tempersture Warning Critical  Fail

Fower Management Select No.  Designation  “apoijiiz)  Lewsl  Level Reaction DitoS

Fower Consumption

2 Gensors & Ambient 23 an 43 Continue  OK

Fans [ &) 2z Sytemboad 1 25 75 80 Continue  OK
Temperature
Voltages M @ = Svtemboadz a0 75 30 Continue OK
Pawer Supply

i L. Component Status r & 4 CPUA 28 a5 89 Continue OK

*

Event Log & s CcPuz a4 &5 88 Continue OK

{.Server Management

Hetwotk Settings & s MEM & 30 78 82  Continue  OK

Alerting

User Management Il 7 MEM B 78 82 Continue  NiA

Console Redirection

i - & MEM C 78 82 Continue  MiA

i Video Reditection (JIVS)

Virtual Media - a MEM D 7 2 Continue  MiA
Logout O & o MEM E 25 78 82 Continue  OK
Ratrash Il 11 MEM F 78 82 Continue  NiA

ontinue
12 MEM & 78 82 Cont Nty
ontinue
12 MEM H 78 82 Cont Nt
7 &2 14  PSU1Inket 25 a7 81 Continue  OK
I & 15 Psuziniet 32 57 B1  Continue Ok
O & = PSU1 84 102 107 Continue DK
r & v PsUZ a0 10z 107 Continue  OK
(| 18 BEU a0 85 Continue  NiA
- 18 RAID Contraller 105 118 Continue  MeA
I 20 HDD Continue  Ni&
Select All | Dasalect All
Continue =] stter reaching critical temperature
Apply To Selacted Sensors
(1) ote: An activated femperature fail reaction requires installed and running Semve ifiew Agants

Figure 129: Temperature page

You can use the options or buttons to select individual temperature sensors or
all the temperature sensors and specify whether the server is to be shut down
if the critical temperature is reached at the selected sensors.

222 iRMC S4



Sensors - Check status of the sensors

Select all
Selects all temperature sensors.

Deselect all
All selections are cancelled.

» Select the sensors for which you wish to define the behavior in the event that
the critical temperature is reached.

» Define the behavior in the event that the critical temperature is reached
using the list at the bottom of the work area:

— Choose continue if the server is not to be shut down if the critical
temperature is reached at the selected sensors.

— Choose Shutdown and Power-off if the server is to be shut down and
powered down if the critical temperature is reached at the selected
Sensors.

is reached, regardless of whether ServerView agents are running
on the managed server.

m Shutdown and Power-off is executed when the critical temperature

» Click Apply to the selected Sensors to activate your settings for the selected
temperature sensors.
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7.10.3 Voltages - Report voltage sensor information

The Wltages page provides information on the status of voltage sensors
assigned to the server components.

S ServerView

PRIMERGY RX300 56 ServerView® Remote Management IRMC 54 Web Server Dautsch | * H&3
Voltages
System Information oltage Sensor Information
Current Minimum Maximum  Naminsl
ower banagement Ne.  Designation ‘o value Vel | e | S [ SRS

Power Consumption

1 BATT 2.0 318 201 350 00 Velt  OK
=) Sensors
: - Fans 2 STEY 12V 1182 1128 12 96 12.00 Valt oK
. Temperature
3 STEY 5 510 463 54z 500 Velt  OK
- Woltages
Pomer Supply 4 STEY A3V 3.30 302 EXrd 330 Velt  OK

. Component Status

. ﬂ 5 LAN 18V 5TBY 179 167 193 1.80 Valt 0K
went Log
Senver Management & 5 RMCisvsTEY 147 138 181 160 Vot OK
etuomk Settings
8 G 7 LAN 10V STBY o0sg 083 1.08 1.00 Valt 0K
letting
ise Management 9 = MAIN 12V 1221 113 1280 4200 Velt  OK
Console Rediection
Video Redirection (MUS) G a MAIN 5V 500 463 542 500 Valt 0K
itual hedia @ 10 MAN3AYV 333 302 357 330 Velt  OK
Logout 2 FCH 164 148 142 158 160 Velt DK
9 2 FCH 1.4W 108 102 148 140 Vol OK
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G 14 CPUZ 1V o0ss 083 1.07 1.00 Valt 0K

Figure 130: Voltages page
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7.10.4 Power Supply - Check power supply

The Power Supply page provides information on the power supplied from the
power supply units. For some server types, the Power Supply page also allows
you to configure power supply redundancy settings.

S ServerView

PRIMERGY RX300 S8 ServerView® Remote Management iRMC S4Web Server Deutsch \ * H*kad

Power Supply

System Infarmation Power Supply Sensor Information
Blos
iRMC 54 e
Poms: Manzgement No. Desigration Status e
P, [ t
et Censumption & 1 PowerUnit  Fullyredundant es
[= Sensors
- Fans 9 2 PSU1 Powersupply - OK Yes
. Temperature
3 PSUZ  Fowersupply-OK  Yes
- Voltages ]
- Power Supply

L. Component Status
Ewent Log

i Semrer Management
Metmork Settings
Alerting

User Management
Console Redirestion

i Video Redirection (hIS)
Virtual Media

Logout

Refresh

Figure 131: Power Supply page
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Supported for iRMC S4
Power Supply Redundancy Configuration

E This functionality can only be configured on systems with more the two
PSUs

The Power Supply Redundancy Configuration group allows you to set the
redundancy mode for the managed server. It depends on the servers
capabilities which options are actually available.

PSU Redundancy 1 + 1 Spare PSU
System operation is guaranteed for 1 PSU fail in the case of 2 PSUs in
total.

PSU Redundancy 2+ 1 Spare PSU
System operation is guaranteed for 1 PSU fail in the case of 3 PSUs in
total.

PSU Redundancy 3+ 1 Spare PSU
System operation is guaranteed for 1 PSU fail in the case of 4 PSUs in
total.

AC Redundancy 2 + 2 (2 AC sources)
2 of the 4 PSUs are each connected to a separate AC source. This
ensures that the system can continue operation even if a power line or a
single PSU fails.

AC Redundancy 1 + 1 (2 AC sources)
Each PSU (of 2 PSUs in total) is connected to a separate AC source. This
ensures that the system can continue operation even if a power line or a
single PSU fails.
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7.10.5 Component Status -
Check status of the server components

The Component Status page provides information on the status of the server
components. The CSS Component column indicates for each of the components
whether the CSS (Customer Self Service) functionality is supported.

When the server chassis is opened, components with an LED can be easily
identified by clicking the corresponding Identify button in the Components Status

page.

S ServerView
PRIMERGY RX300 S8 ServerV¥iew® Remote Management iRMC 54 Web Server ™ pautsch \ * Hkal
o =
(=" Slots Pl Express Bus 4 Em;‘t‘;tpc' Yes |dentify
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Blos @ Slold PCI Express Bus 5 Empiy FCI ‘Yes |dentify
) siot

iRMC 54
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Event Log - ! mpty Slo = °4|

L.Bener M t .
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Netwark Settings

Alerting (=13 HODS Digk 5 Empty Slot es Mo LED

User Management

Cansale Redirection & 57 HoDB Disk 7 Empty Slot es Ho LED

L AMideo Redirection JWS)

Vitual Media @ 5= HOD? Disk 2 Empty Slot Yas Ho LED
Logout @ = HoOE Disk 2 Empty Slot es Ho LED
Refresh @ B0 HDDS Disk 10 Empty Slot es Ho LED
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@ 52 HoDM Disk 12 Empty Slot es Ho LED
@ 53 HoDiz Disk 13 Empty Slot Ves Ho LED
@ 54 HOD1Z Disk 12 Empty Slot Ve Hp LED
@ 55 HOD14 Disk 15 Empty Slot Yes Ho LED
@ 56 HODIS Disk 16 Empty Slot es Ho LED
System Firmware
@ e (oios P 0 aK es Ho LED
9 = System Mgmt. Software 0 ok No Ho LED
==
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8 ME System Mamt. Sofware 0 aK Ha Ho LED
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Figure 132: Component Status page
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Identify
Lights-up the LED that is attached to the related sever component. The
LED’s label turns to Identify Off. A green LED symbol instead of the status
icon is shown in the leftmost column of the Component Status page.

If a server component has no LED, the Identify button is grayed-
out and labeled No LED.

Identify Off
Lights-off the LED that is attached to the related sever component. The
LED’s label turns to Identify. The green LED symbol in the leftmost
column of the Component Status page disappears and the status symbol
is shown again.

Entries with Designation "iRMC", "Agent", "BIOS", or "VIOM"

Entries with the Designation "IRMC", "Agent", "BIOS", or "VIOM" indicate that the
iRMC S4, the agent, the BIOS, or VIOM has detected an error. It does not mean
that the iRMC S4, the agent, the BIOS, or VIOM itself is defective.

Entries with Designation "HDD" and "HDD<n>, agentless HDD monitoring
("out-of-band" HDD monitoring)

Entries with the Designation "HDD" or "HDD<n>" (with n = 1, 2, ...) indicate the
statuses of Hard Disk Drives (HDD):

— HDD component status is only displayed if ServerView RAID is installed.

— The entry with Designation "HDD" indicates the overall HDD status of the
server by summarizing the statuses of the individual HDDs.

— The overall HDD status of the server is read and reported to the iRMC S4 by
the ServerView agents and the ServerView RAID Manager.

— An entry with Designation "HDD<n>" (where n =1, 2, ...) indicates the status
of an individual HDD.

E Please note:

— The iRMC S4 supports this feature only if the backplane supports
this feature.

— This feature is deactivated if "RAID Information" is enabled.

— This feature only supported if the managed PRIMERGY server
supports the "agentless HDD monitoring" function (also known as
"out-of-band HDD monitoring").

228 iRMC S4



Sensors - Check status of the sensors

If these requirements are met, the HDD<n> status of each individual
HDD is reported directly to the iRMC S4, i.e. without using the
ServerView agents.

0O <€ 0

<9

59 HDD1 Disk Drive Bay 1 No OK Yes
61 HDD3 Disk Drive Bay 3 No Failed Yes
62 HDD4 Disk Drive Bay 4 Mo OK Yes

Figure 133: Status display for individual HDDs

— The overall HDD status of the server is read and reported to the iRMC S4 by
the ServerView agents and the ServerView RAID Manager

The precise entries displayed in the Component Status Sensor Information
table, therefore, depend on the server state and whether the server
supports "agentless HDD monitoring":

The entry with Designation "HDD" only shows a status in the Signal
Status column if the ServerView agents and the ServerView RAID
Manager are installed and running on the managed server.
Otherwise, "N/A" (not available) is displayed in the Signal Status
column instead.

HDD Component Status is not shown.
Status Prefail is not supported for all HDDs.

The entries with Designation "HDD<n> (with n =1, 2, ...)" are only
displayed if the managed server supports "agentless HDD
monitoring".

iRMC S4
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7.11 System Event Log and Internal Event Log

The Event Log entry in the navigation area contains the links to the pages for
viewing and configuring the IPMI event log (system event log, SEL) and the
iRMC S4 internal event log. An additional page allows you to configure syslog
forwarding which forwards the entries of the SEL and/or the internal event log to
dedicated syslog servers. The following pages are available:

"System Event Log Content - Show information on the SEL and the SEL
entries" on page 231.

The internal event log contains entries providing information on audit events
(logon events, AVR connection events, etc.) and additional information (e.g.
IPv6 related information and LDAP user names).

— "Internal Event Log Content - Show information on the internal event log and
the associated entries" on page 234.

The IPMI SEL contains entries providing information on events like operating
system boots / shutdowns, fan failures, and iRMC S4 firmware flashes.

— "Event Log Configuration - Configure IPMI SEL and internal event log" on
page 237.

— "Syslog Configuration - configure syslog forwarding for SEL and internal
event log" on page 240.

Colored icons are assigned to the various event / error categories to improve
clarity:

Critical

Major

Minor

Informational

Customer Self Service (CSS) event

BoE 90

Table 8: System event log / internal event log content - error categories
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7.11.1 System Event Log Content -
Show information on the SEL and the SEL entries

The System Event Log Content page provides information on the IPMI SEL and
displays the SEL entries. The IPMI SEL contains entries providing information
on events like operating system boots / shutdowns, fan failures, and iRMC S4
firmware flashes.

The CSS Event column indicates for each of the events whether the event was
triggered by a CSS (Customer Self Service) component.

< Serverliew

Figure 134: System Event Log Content page
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System Event Log Information

The System Event Log Information group informs you of the number of entries in
the IPMI SEL. It also indicates the time when the last entries were added or
deleted.

System Event Log Information

Ewvert Log Status: 925 Entries of 425 (Ring SEL)
Last Addition: 12-Jun-2009 15:26:02
Last Erase; 08-Jan-2008 16:58:51

Clear Event Log I Save Event Log I

Figure 135: System Event Log Content page, System Event Log Information

Clear Event Log
Click Clear Event Log to clear all the entries in the IPMI SEL.

Save Event Log
After you have clicked Save Event Log, the iRMC S4 allows you to
download the file iRMC S4_EventLog.sel, which contains the IPMI SEL
entries.
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System Event Log Content

The System Event Log Content group displays the SEL entries filtered by severity
class.

the System Event Log Content group. However, the settings you make here
are only valid until the next logout. After that, the default settings apply

E You can modify the filter criteria for the duration of the current session in

again.
System Event Log Content
|7 6Display Critical F '?Displa\,r Majorl_ ! Drizplaw Minoll_ .i)Display Infao I_ EEBCSS onlyl_ ﬁE‘fShow Resolutions
Apply |
Ewert Ewvert Error Ewvert Ewert Alert CES
Date Severity  Code Source De=cription Group Component
6 Tu;fg;\;;gs;ﬁ Critical 080042 ‘Wiatchdag BOOT Wé:::ld::jg - Timer System Hang Mo
6 Tu1e1?562;;u1g:;13 Critical 080048 Wiatchdag ECE Wé:::ld::jg - Timer System Hang "
(] M%Z?;Qg:gfﬂﬁ Critizal | 020042 iatchdag BOOT Wé;:':rizg Timer Systern Hang No
@ TS citical oeonde wiatehdag T oo Wé;?:rizg - Timer System Hang No
[x] M;;Zgég' 2&13 Critical | 090060 Watchdog 0" Watch‘:{ﬁ;tﬂdim Hard g yetem Hang No
6 M;;f‘géﬁ ii:a Critical 020042 Watchdog BooT Wé:;':rdezg - Timer System Hang Mo
a‘ FSSZSGJ:ISQF?’:‘S Criical | 080089 Watchdeg OEh ll'u'atchdRoeie-tAc‘tion: Hard System Hang Mo
6 Fgaz:ga{:lljzgr;a Critical 0zZ0000 PsU Povuer unit primany power lost System Power Mo
7 ThDu32255JDuQI i?\:a Major  0COOOC BIOS POST - CPU has been changed FOST Errors Mo

Figure 136: System Event Log Content page, System Event Log Content

Display Critical, Display Major, Display Minor, Display Info, CSS only
If you wish, you can choose one or more severity levels other than the
default values here.

Show Resolutions
If you choose this option, a proposal for solution will be displayed for each
SEL entry of severity level Critical or Major.

» Click Apply to activate your settings for the duration of the current session.
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7.11.2 Internal Event Log Content -
Show information on the internal event log and the
associated entries

The Internal Event Log Content page provides information on the internal event
log and displays the associated entries. The internal event log comprises audit
events (logon events, AVR connection events, etc.) and additional information
(e.g. IPv6 related information and LDAP user names).

5 ServerView

.In.t-imll E\llf;.t i.og Informa.tlo.n

Eruwsw T, Wad 17 Api 2013 022513 FM

Event Log Medus: Cireular Buffer (Ring Butter)
Tl Lavval B

Warrboar of Eririna, 278

Ciaat |
Iritaenial Bl Lo Combiend
P& paplar cilical FT  oplaruie F 4 Daplay Mise L) il inte
Apply |
Tvmnt Cvant  Lrree L Aart
Dta. Savarty Lo Daneription tieea
) Tun0f Aup 20130298108 FM It 230083 IRMC 5 Browsar hitp senneclion user‘admin’ aute- lagaut Sevwny
Laguk ) Tue 08 Aup I 0RA4TN P it 0D (M 54 ficster AV caanaction s admint AVH Siasnan Anithad from 172 47 187 194 Siacumty
Fetress, ) Tue00AuuI013OTALONFM  Info  ZI0OBT  IRMC 34 B &VR commwclion ue 'admi jon alarled hom 1T2AT00T.089 | Swcusty
i) Twe0f Aup 201302:00:M FM It 230084 IRMC £ Browsar hitp sennestion user‘admint fagin fram 172,17 167164 Savwity
[} fuson sugmniozsam rm ime wo0i (M 52 Diossear hitp cosna o admint auta-lagaut Sucmany
} Tus00 Aug 2013023408 FM  Infe  Z00BT IRMC 54 Biimins hiltp e e — Buiwity
i

L) TueD0 Aug 2013 02I0:2AFM Infe  ZI00BE  IRMC 54 Biovesr AR osenestion uses'admin AVR Sesian finished rom 172.17.067.400  Seowity

(L) Tua 0B AU TIOZTO0R PM dnte  TEODT (RME 54 Brosar AVI cotne Amint AV Sarmian famed am 172 17 167 198 Sacssty
_i,' Tua 00 Aug 20V3 022845 FM Tnfe TI00B1 IRMC 34 Brovear hilp cos wewi 'admin login from 172,97 107104 Buvarily
i} Tue 00 Aug 2013 1020117 AM Infe 230081 IRMC 54 Browser hitp ssnnestion uses'admin’ lagin fram 172.47 167 181 Secesty
i) Tue 06 Aug 2013 10:20:03 AM Infe ZI00BI IRMC £ Browser hitp sennection user'admin’ aute-lagaut Eeounty
) Tus 08 Aug 04T 000 AM it SOOOIED (ML i st Bt cosne chion et admint auslagaut Siaiamity
l. Tuw 00 Auy 2013 100203 &AM Infe II0BE  (RMC 34 Bivwmur AVR conmedivn wer ‘admin' AVR Swion finkhed hom 17247, 107 104 Buvanly

) Tue08 Aup 2013 100241 AM  Infe  2300B7  (RMEC &4 Browser AVR sensestion user'admin’ AUR Session started rom 172,07 007900 Seouwsity

D) tueomaugiei marar Al e zooom [ ———— s

i fam 172 17 187 163 Satmty

i) Ter00 AL IOIIORITIOAM  Mnle  TIOOBY IRME 34 Bromsur hity conn

' admir? Fogin frgm 172.17.07 53 Suventy

Figure 137: InternalEvent Log Content page
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Internal Event Log Information

The Internal Event Log Information group informs you of the number of entries in
the internal event log. It also indicates the time when the last entries were added

or deleted.

Internal Event Log Information

Era=e Time: Wed 17 Apr 2013 02:25:13 P
Ewent Log Modus: Circular Buffer(Ring Buffan
Fill Level: 93%
Murber of Entries: 274

Clear Internal Event Log I Save Internal Event Log I

Figure 138: System Event Log Content page, System Event Log Information

Clear Internal Event Log
Click Clear Internal Event Log to clear all the entries in the internal event

log.

Save Internal Event Log
After you have clicked Save Internal Event Log, the iRMC S4 allows you to
download the file iRMC S4_Internal EventLog.sel which contains the entries
of the internal event log.
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Internal Event Log Content

The Internal Event Log Content group displays the internal event log entries
filtered by severity class.

You can modify the filter criteria for the duration of the current session in
the Internal Event Log Content group. However, the settings you make
here are only valid until the next logout. After that, the default settings

apply again.

Internal Event Loy Content
F@ Display Critical I :-}f: Display Major [ Display Minor [W i}  DisplayInto
Apply

Evert Evert  Error Evert #lert

Date Severity  Code Description Group
(1) TueDB Aug201302:46:116 PM  Info 230083 iRMC 54 Browser hitp cannection user'admin' auta-lagout Security
(1) TueOB Aug201302:4420 PM  Info 230088 iRMC 54 Browser AR connection user'admin' AVR Session finished from 172,17 167.194  Security
(1) Tue0S Aug201302:41:05 FM  Info  2300B7 iRMGC 54 Browser AVR connection user'admin' AVR Gession started from 172.17.167.184  Security
(1) TueS Aug20130240:44FM  Info 230081 iRMC 54 Browser http connection user'admin' login fram 172.17 167,194 Seourity
(1) TueO6 Aug201302:3403FM  Info 230083 iRMC 54 Browser hitp connection user'admin' aute-logout Security
(1) TueoB Aug201202:3408 PM  Info 230083 iRMC 5S4 Browser hitp connection user'admin' aute-lagout Security
(1) TueDB Aug201302:30:24PM  Info 230088  iRMC 54 Browser AR connection user'admin' AVR Session finished from 172,17 167.194  Security
(1) TuedB Aug201302:2008 P Info 230087 iRMC S Bromser AVR sonnection user'admin' AMR Session stated from 172 17 167184 Security
(1) Tue0S Aug201302:28:45 FM  Info 230081 iRMG §4 Brawser http sonnection user'admin' login fram 172.17.167.194 Seourity
(1) Tue0S Aug2013 10:20:17 M Info 230081 iRMC $4 Browser http connection user'admin' login from 172.17 167 181 Security
(1) Tueo® Aug201310:2003 AM  Info 230083 iRMC S4 Browser hitp connection user'admin' aute-logout Security
(1) TuemdB Aug201310:2003 AM  Info 230083 iRMC 54 Browser hitp cannection user'admin' auta-lagout Security
(1) TuedB Aug201310:08:03 AM  Info 230088 IRMC 5S4 Browser AR connection user'admin' AR Session finished from 172,17 167 184 Security
(1) Tue0S Aug2013 10:02:11 AM  Info  2300B7 IRMG 54 Browser AVR connection user'admin' AVR Gession started from 172.17.167.184  Security
(1) Tue0B Aug2013 100140 M Info 230081 iRMC $4 Browser http connection user'admin' login fram 172.17 167,194 Security
(1) TueOB Aug201300:57:20 AM  Info 230081 iRMC §4 Browser http connection user'admin' login from 172.17 167 53 Security

Figure 139: System Event Log Content page, System Event Log Content

Display Critical, Display Major, Display Minor, Display Info
If you wish, you can choose one or more severity levels other than the
default values here.

» Click Apply to activate your settings for the duration of the current session.
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7.11.3 Event Log Configuration -
Configure IPMI SEL and internal event log

On the Event Log Configuration page, you can configure the IPMI system event
log (SEL) and the internal event log.
You can configure for each of the event logs

— the entries which are displayed by default on the System Event Log Content
page (see page 231) and on the Internal Event Log Content page (see
page 234), respectively.

— whether IPMI SEL and internal event log are organized as a ring buffer or a
linear buffer.

& Serverliew

éyncm Evant L.c..q-c.‘;nﬁ-gnm.i.nn

Duefia Sy isplay filtvs ing

W @ visplay citieal T tisplay seapee [ Biisplay Miner [~ ({tismtay tesa [ Shcs s aniy [ )5 s2ew Resalutions

g itior © Lnane Bstor

Anply |

7 Ed0isplay Ciitical P W hizplay Maee 78U Display Minu (1 Diiplay teds

O Birna Budtr  Lirews Buller

Apply |

fom—

||||||

Apply

Appiy

) Mot Tha Siarice Notica shich il ba ftarad n tha Intsimal [usst 23 o8 B (ML fid

Figure 140: Event Log Configuration page

iRMC S4 237



System Event Log and Internal Event Log

IPMI Event Log Configuration
Default LCD panel display filtering

If a ServerView Local Service Display module is fitted in the

E managed PRIMERGY server, you can also select the error
severities for displaying the SEL on the ServerView Local Service
Display. (This selection is independent of the selection you have
made for the SEL entries displayed on the System Event Log Content
page.)

Display Critical, Display Major, Display Minor, Display Info, CSS only
Here you select one or more severity levels for which event log
entries should be displayed by default on the on the ServerView
Local Service Display.

Default Web interface display filtering

Display Critical, Display Major, Display Minor, Display Info, CSS only
Here you select one or more severity levels for which event log
entries should be displayed by default on the on the
System Event Log Content page (see page 231).

Show Resolutions
If you choose this option, the cause of the entry and a proposal for
resolution will be displayed for each SEL entry of severity level
Critical, Major, or Minor.

Ring Buffer
The event log is organized as a ring buffer.

Linear Buffer
The event log is organized as a linear buffer.

When the linear event log has been completely filled, it is not
possible to add any further entries.

» Click Apply to activate your settings.
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Internal Event Log Configuration

Display Critical, Display Major, Display Minor, Display Info
Here you select one or more severity levels for which event log entries
should be displayed by default on the on the Internal Event Log Content
page (see page 234).

Ring Buffer
The event log is organized as a ring buffer.

Linear Buffer
The event log is organized as a linear buffer.

When the linear event log has been completely filled, it is not
possible to add any further entries.

» Click Apply to activate your settings.

Helpdesk Information

Helpdesk Information

Helpdesk: |Helpdesk

Apply |

Figure 141: Helpdesk Information

Help desk
String used to display the Help Desk

» Click Apply to activate your settings.

Add Service Notice

In the text field of the Add Service Notice group you can enter a service notice
which will be stored in the Internal Event Log of the iRMC S4.

Add Service Notice

Apphy |

Figure 142: Helpdesk Information

» Click Apply to activate your settings.
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7.11.4 Syslog Configuration - configure syslog
forwarding for SEL and internal event log

On the Syslog Configuration page, you can configure syslog forwarding which
forwards the events (entries) of SEL and/or the internal event log to dedicated
syslog servers.

PRIMERGY RX100 58 ITSU ServerView® iRMC 54 Web Server ™ peutsch | ® Hka

Syslog Configuration

System Inform ation

Syslog forwarding options

BIOS
iRMC 54

! I™ Event fanmarding thraugh Syslog Enabled
Fower Management
Power Consumption Syslog server addresses
Senzors
= EventLog Syslog Server 1: |

- IPMI SEL content Server 1 Port: |919

- Internal Event Log Protocal: © Tep & upp
- SEL Configuration

. Syslog Configuration e seL
- Server Management Systog Sarver 2:
Nework Settings Server 2 Fort: [514
Alerting Protosal: O Top @ Lpp
User Management el seL
Console Redirection Syslog Server 3: |
Video Redirestion (JWVS) sarver 3 Port: lf”"—
Virtual Media - @
Protocol +
Lifecycle Management roteso TCP ™ uDF
el sec
Logout . .
Syslog filtering options
Retrash

Filtering scope: | Basie =

Message severity [ inFormaTioNaL T minor T masor T criTicas

Apply

Figure 143: Syslog Configuration page
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Syslog forwarding options

The Syslog forwarding options group allows you to enable/disable syslog
forwarding.

Svslog forwarding options

I_ Event fonwarding through Syslaog Enabled

Figure 144: Syslog Configuration page - Syslog Forwarding Options

Event forwarding through Syslog Enabled
Enables/disables the forwarding of the events of SEL and/or internal
event log to up to three syslog server configured below.

Syslog server addresses

The Syslog server addresses group allows you to configure the parameters for up
to three syslog servers.

Syslog server addresses

Syslog Server 1:
Server 1 Port: [514
Protocal: TCP * unpP

el sec

Swyslog Server 2:
Serwver 2 Port: 514
Protocal: TCP la upp

r IELI_ SEL

Syslog Serwver 3:
Serwver 3 Part: 514

Protocal: TCF i+ UDF

I_ IELI_ SEL

Figure 145: Syslog Configuration page - Syslog server addresses

Syslog Server 1/2 /3
IP address or DNS name of the respective syslog Server.

Server 1/2 /3 Port
Input port at which syslog Server 1 /2 / 3 receives the forwarded events.
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Protocol

Protocol (TCP or UDP) used for transferring the events to the
corresponding syslog server.

IEL

Events of the internal event log are to be forwarded to the corresponding
syslog server.

SEL

Events of the System Event Log (SEL) are to be forwarded to the
corresponding syslog server.

Syslog filtering options

The Syslog filtering options group allows you to filter the forwarded events by
various criteria.

Syslog fittering options

Filtering scope: I Basic ;I

Message severity [ inFormaTional T minor T masor T crimical

| Apply |

Figure 146: Syslog Configuration page - Syslog filtering options - Basic settings

Syslog fitering options
Filtering scope: I Extended - I
Fan Sensors: |None vl Tempersture Sensors: |Hone vl

:

Critical Hardware Errors: |Hone

i

System Hang: | None

POST Errars: | None
System Status: |None
Network Interface: |Hone

Security: |Mone

Disk Drivers & Cortrollers: | Hone

Rermcte Managemernt: | None

N {3 {EN [

System Poweer: |Mone Mermory: [ Mone

0| | K

Other: | None

| Apply |

Figure 147: Syslog Configuration page - Syslog filtering options - Extended settings
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Filtering scope
Determines the filtering granularity.

Basic

Basic filtering which does not distinguish between the individual
server components, special events, etc.

Message severity INFORMATIONAL, MINOR, MAJOR, CRITICAL
Here you select one or more severity levels for which event
log entries should be forwarded to syslog (see page 234).

Extended

Filtering can be configured separately for each the following
component-level or system-specific event types: Fan Sensors,
Temperature Sensors, Critical Hardware Errors, System Hang, POST
Errors, Security, System Status, Disk Drivers & Controllers, Network
Interface, Remote Management, System Power, Memory, and Other.

For each event type, the following options are available:

None
No event is forwarded.

Critical
Only events with status Critical are forwarded.

Warning
Only events with status Critical or Warning are forwarded.

All
All events are forwarded.

» Click Apply to activate your settings.

Add Service Notice

In the text field of the Add Service Notice group you can enter a service notice
which will be stored in the internal event log of the iRMC S4.

Add Service Notice

Apply

Figure 148: Helpdesk Information

» Click Apply to activate your settings.
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7.12 Server Management Information -
Configuring the server settings

The Server Management Information page allows you to configure the following
settings on the server:

— ASR&R (automatic server reconfiguration and restart) settings for the server
(see page 245)

Watchdog settings (see page 246)

Format in which the iRMC S4 device will return UUID information (see
page 248)

ServerView Usersamin  Logout  FUIITSU
PRIMERGY TX148 32 FUNT $U Sarver/iews IRMC 34 Web Sarver I Deutsch * BEE
IRMCFDAFSS |

Server Management Information

# Sysiem inormaton ASRER Options,

ASRER Boot Detey (1-30): 2 Wi
Fstry courter Max (3-7): 3
Retry countsr (0 - Max): |3

Bi0 % Rscovary Fissh:
Pravent Power On on Critical Tempersturs: | Disanies
Powar Cyes Deiy (0-15): [7

soan |

Watchdeg Settings

Enabisd

softwars Watchdog: | Comtinus

Boot Watchdog: | Contrus

Aoty |

i) hoose: These zemings will b2 20the 2Rer T it sener reooct

System ULID Options

Gat wstemGUlD Responss Format: | ©M Specification -:o'ﬂ)a'.i:ul.e v
B

) Mot Wicrosoft SCVHIM needs ks 10 b2 522 0 “SMSIOS 26 Speaification compatile

Figure 149: Server Management Information page

244 iRMC S4



Server Management Information - Configuring the server settings

ASR&R Options - Configure ASR&R settings

The ASR&R Options group allows you to configure the ASR&R (automatic server
reconfiguration and restart) settings for the server.

The settings made on the ASR&R Options group become active the next
time the managed server is started.

ASR&R Options

ASRER Boot Delay [1-30): |2 Minutes

Retry counter Max [0 - 7] [2
Retry courter [0 - Max): [1

BIOS Recowvery Flash: | Dizabled

Prewvent Povwer On on Critical Temperature: | Disabled ;I

FPovweer Cycle Delay (0- 16) |7 Seconds

Apply |

Figure 150: Server Management Information page, ASR&R Options

ASR&R Boot Delay (1 - 30)
Delay time (in minutes) before the server restarts (1-30 minutes).

Retry counter Max (0 - 7)
Maximum number of restart attempts that should be permitted for the
server after a critical error (up to 7).

Retry counter (0 - Max)
Number of restart attempts that a server should attempt after a critical
error (maximum value is the value set under Retry counter Max).

BIOS Recovery Flash
Enables/disables the BIOS recovery flash bit:

— Enabled
The next time the system is booted, the BIOS is automatically
flashed.

— Disabled
The next time the system is booted, the BIOS is not automatically
flashed.
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The Enabled setting is of value if the operating system no longer
boots after the firmware has been updated. A BIOS recovery flash
is then performed automatically the next time the system is booted
from the DOS floppy (or a DOS floppy image).

After a BIOS recovery flash has been performed successfully,
reset the BIOS Recovery Flash bit to disabled.

Prevent Power On on Critical Temperature
If enabled, prevents the server from being powered on in case of critical
temperature occurrence.

Power Cycle Delay (0 - 15)
Time (in seconds) between powering down and powering up during a
power cycle.

» Click Apply to save your settings.
The configured settings are saved and the actions which have been
configured are performed in the appropriate circumstances.

Watchdog Settings - Configure software watchdog and boot watchdog

The Watchdog Settings group allows you configure the software watchdog and the
boot watchdog.

The settings made on the ASR&R Options group become active the next
time the managed server is started.

Watchdog Settings
Enzbled
Software Watchdog: | Reset W | aftertimeout delay (1 - 1000 |60 hinutes
I:‘ Eoat Watchdog: | Continue | aftertimeout delay (1- 1007 (100 Minutes
Apply |

Figure 151: Server Management Information page - Watchdog Settings

The software watchdog

monitors the activities of system using the ServerView agents. The software
watchdog is activated when the ServerView agents and the operating system
have been completely initialized.

The ServerView agents contact the iRMC S4 at defined intervals.
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If no more messages are received from a ServerView agent, it is assumed that
the system is no longer functioning correctly.
You can specify an action to be performed if this happens.

The boot watchdog monitors the phase between startup of the system and the
time at which the ServerView agents become available.

If the ServerView agents do not establish a connection to the iRMC S4 of the
server within a specified time, it is assumed that the boot process has not been
successful.

You can specify an action to be performed if this happens.

Proceed as follows:

» Check or uncheck the option(s) under Enabled for the Software Watchdog
and/or Boot Watchdog.

» If you have activated either of these options, you can configure the following
settings after Software Watchdog and/or Boot Watchdog:

Continue
No action is performed when the watchdog has expired, i.e. the
server continues to run. An entry is made in the event log.

Reset
The server management software triggers a system reset.

Power Cycle
The server is powered down and immediately powered up again.

» As appropriate, enter the time (in minutes) after which this action is to be
performed following after timeout delay.

The boot watchdog must wait until the system has been started. You
therefore have to specify a sufficient period for after timeout delay (1 -
100).

» Click Apply button.

The configured settings are saved and the actions which have been
configured are performed in the appropriate circumstances.
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System UUID Options

The System UUID Options group allows you to configure the format in which the
iRMC S4 device will return UUID information.

System UUID Cptions

Gat Fpstem GUID Responss Fommat: | 2041 Speciication compatioe Ll

Agaily |

Figure 152: Page Server Management Information - System UUID Options

Get System UUID Response Format
Format in which the iRMC S4 device will return UUID information.

IPMI Specification compatible
System GUID Response Format is compatible to the IPMI
Specification.

SMBIOS 2.6 Specification compatible
System GUID Response Format is compatible to the System
Management BIOS (SMBIOS) Reference Specification.

» Click Apply to activate your settings.
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7.13 Network Settings -
Configure the LAN parameters

The Network Settings entry brings together the links to the pages you use to
configure the LAN parameters of the iRMC S4:

"Network Interface Settings - Configure Ethernet settings on the iRMC S4"
on page 250.

— "Ports and Network Services - Configuring ports and network services" on
page 257.

— "Proxy Settings - Configuring proxy settings" on page 261.
— "DNS Configuration - Configuring DNS for the iRMC S4" on page 263.
— "SNMP Generic Configuration" on page 267.
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7.13.1 Network Interface Settings -
Configure Ethernet settings on the iRMC S4

The Network Interface page allows you to view and change the Ethernet settings
for the iIRMC S4.

S ServerView

PRIMERGY RX300 58 Server

RMC 54Web Server = petsch | * H&#&

Network Interface
System Infarmstion Network Interface Settings
BIOS
iRMC 59 MAL Address: 00:10:00:A2:FA:a2
Pouwer Management LAN Speed: [ Aute Negotiation = |

Fower Consumption
Sensors
Ewant Log

~Server Management
=l Netwode Settings

LAN Port: [Management LaN = |
Mae. Transmission Unit (MTU): [1500

Bonding Enabled: [

Ethemat IPwd Enabled: [7
i Porks and Senvices |PuE Enabled: 7
LoDNE

Alettin
9 Apply
User hanagement
Console -
Aides s 1Pv4 configuration

Witusl Media

IP Address: |172.17.167.208

Logout Subnet Mask: [255.266.255.0

Gateway: [172.17.157 1
DHCP Enzblea: ¥

Apphy

IPw6 configuration

Refresh

Manusl IPvE corfiguration: [

Link-Local Address: fe0:219:99f(feazZ:fad2/04
Unique Local Address: fdbe:2076:8600:575 2 10:00ffe a2 fad2/64
IPwi Gateway: 12800217 dffffe07 3580

Apphy

VLAN configuration

VLAN Enabled: [

WLAN Id: |0
WLAN Priority: |0

Apply

Figure 153: Network Interface page
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CAUTION!

Contact the network administrator responsible for the system before you
change the Ethernet settings.

If you make illegal Ethernet settings for the iRMC S4, you will only be able
to access the iRMC S4 using special configuration software, the serial
interface or via the BIOS.

Only users with the Configure iRMC S4 Settings permission are allowed to
edit Ethernet settings (see chapter "User management for the iRMC S4"
on page 59).

Network Interface Settings

MAC Address
The MAC address of the iRMC S4 is displayed here.

LAN Speed
m This option is disabled/ not visible if network bonding is enabled.

LAN speed. The following options are available:

— Auto Negotiation

— 1000 MBit/s Full Duplex (depending on the server hardware)
— 100 MBit/s Full Duplex

— 100 MBit/s Half Duplex

— 10 MBit/s Full Duplex

— 10 MBit/s Half Duplex

If Auto Negotiation is selected, the onboard LAN controller assigned to the
iRMC S4 autonomously determines the correct transfer speed and
duplex method for the network port it is connected to.

Max. Transmission Unit (MTU)
Maximum packet size (in bytes) of the TCP/IP data packages that will be
accepted by the TCP/IP connection. (Default: 3000 Bytes).
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LAN Port

m This option is disabled / not visible if network bonding is enabled.

The LAN interface of the installed system NIC (network interface card)
can be set up

— as shared LAN for shared operation with the system
or

— as a service LAN for exclusive use as a management LAN.

Bonding Enabled

Enables / disables network bonding for the iRMC S4.

Network bonding for the iRMC S4 is designed for redundancy in the
event of Ethernet network adapter failures. Thus, iIRMC S4 network
management traffic is protected from loss of service which occurs due to
failure of a single physical link.

The iRMC S4 only supports the active-backup mode, i. e. one port is
active until the link fails, then the other port takes over the MAC and
becomes active.

. | If bonding is enabled, the Active Port the LAN Speed and LAN Port
1 options are disabled / not visible.

For iRMC S4 network bonding, the involved LAN switches should

1 | pe located within the same network. Beyond that, iRMC S4
network bonding does not require a special switch configuration.
i Please note:

Even if enabled, Network bonding is suspended when the Front
LAN becomes active. The Front LAN port is activated and can be
accessed by the predefined IP address 192.168.1.1. In the event
this situation occurs, a corresponding note will be displayed in the
web interface.

Bonding settings can nevertheless be configured and modified.
The settings will be effective once the front LAN is deactivated
("link down"), i.e the bonding mode will be activated again
depending on the currently configured bonding settings.
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The following figure outlines how network bonding works:

MAC Address: 00:19:99:42 F A2
LAN Speed: | Auto Megotiation ;}

LaM Port:| Management LAN ;‘
P — —

~

==, Transmission Unit (MTU): [1500

Bonding Enzbled: |_

+O

MAC Address: 00:19:89:82:F A2
M=z, Transmission Unit [(MTU): |15EIEI

'@

MAC Address: 00:19:99:42 FA:42
M=, Transmission Unit [(MTU): |15I:ID

Bonding Enzabled: |7

Figure 154: IP bonding enabled

1. Once bonding is activated, the currently used LAN port (here:
Management LAN) becomes the active port, which is now displayed
in the Active Port field. The second LAN port (here: onboard shared
LAN) becomes the backup port.

2. If the currently active port (here: Management LAN) fails ("link
down"), the second port (here: onboard shared LAN) becomes active.
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Restrictions:

Blade servers do not support network bonding mode for the
iRMC S4. They use an automatic failover mechanism between
two shared LAN ports to ensure redundant network feature.

IPv4 Enabled
IPv4 addressing is always enabled for the iIRMC S4 and cannot be
disabled.

1IPv6 Enabled
Enables/disables IPv6 addressing for the iRMC S4. If IPv6 addressing is
enabled, the IPv6 configuration group will be displayed (see below).

You cannot disable IPv6 addressing if the iRMC S4 is currently accessed
via IPv6.

IPv4 configuration

The IPv4 configuration group allows you to configure the IPv4 settings for the
iRMC S4.

IP Address
IPv4 address of the iRMC S4 in the LAN. This address is different from
the IP address of the managed server.

If you are working with a static address (DHCP Enable option not
E activated) then you can enter this here. Otherwise (if the
DHCP Enable option is activated), the iRMC S4 only uses the field
to display the address.

Subnet Mask
Subnet mask of the iRMC S4 in the LAN.

Gateway
IPv4 address of the default gateway in the LAN.

DHCP Enabled
If you activate this option, the iRMC S4 gets its LAN settings from a
DHCP server on the network.

Do not activate the DHCP option if no DHCP server is available on
the network.

If you activate the DHCP option and there is no DHCP server
available on the network, the iRMC S4 goes into a search loop (i.e.
it continues searching for a DHCP server until it finds one).
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The (configured) iRMC S4 can be registered with a DNS server by
an appropriately configured DHCP server (see section "DNS
Configuration - Configuring DNS for the iRMC S4" on page 263).

IPv6 configuration

The IPv6 configuration group allows you to automatically or manually configure
an IPv6 address for the iRMC S4:

IPv configuration

Marual IPvE corfiguration: l-

Link-Local Address: fe30::219:99ffea2:fad2/64
Unigque Local Address: fdbS:2976:8500:575:219:994 fe a2 fad254
IPwE Gateway: feB0:217 diff:fel7 3520

Apply |

Figure 155: Network Interface page - manual IPv6 configuration disabled

Manual IPv6 configuration
This option is disabled by default

If Manual IPv6 configuration is disabled, Stateless Autoconfiguration or
Stateful Address Configuration is used to automatically configure a
routable IPv6 address for the iRMC S4:

— Stateless Autoconfiguration:

Stateless Autoconfiguration uses the Link Local Address, which is
always assigned automatically to the iRMC S4, and enables the
iRMC S4 to generate its own IPv6 address.

— Stateful Address Configuration

With Stateful Address Configuration, the iRMC S4 obtains its IPv6
address from a DHCP server.
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If you enable the Manual IPv6 configuration option, the IPv6 configuration
group displays additional parameters that allow you to manually
configure a routable IPv6 address for the iRMC S4.

IPvi configuration

Maruzl IPwE corfiguration: [W
1P Static Address: [tdbs:2076 8500:733:219:801 fe a2 fad2

Prefix length: |B4

IPwE Static Gatewsy: I::

Link-Local Address: fe20::210:001:fea2:fad2/54
Unique Local Address: fdb3:2876:5500:7 33 210:99ff feaZ fa42/04
IPvE Gateway: &

Apply |

Figure 156: Network Interface page - manual IPv6 configuration

IPv6 Static Address
Static IPv6 address for the iRMC S4.

Prefix Length
Length of the IPv6 prefix.

IPv6 Static Gateway
Static IPv6 address of the default IPv6 gateway in the LAN.

VLAN Configuration

VLAN Enabled
This option allows you to activate VLAN support for the iRMC S4.

VLAN Id
VLAN ID of the virtual network (VLAN) the iRMC S4 belongs to.

Permitted value range: 1 < VLAN Id < 4094.

VLAN Priority
VLAN priority (user priority) of the iRMC S4 in the VLAN specified by
VLAN Id.
Permitted value range: 0 < VLAN Priority < 7 (default: 0).
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7.13.2 Ports and Network Services -
Configuring ports and network services

The Ports and Network Services page allows you to view and modify the
configuration settings for ports and network services.

I i
| ServerView Usersamin  Logout rLﬂ'Frsu

! FPRIMERGY TX140 32 FUNT 3U 3arverisws IRMC 34 UWeb 3arver I!m " BERE
IRWCFDAFSE | Ports and Network Services |

BB Syslesn RRYNEAn Forts and Network Services & §
- Hli g Settings
®
= LSRR
. JanagemE i
& Power Conseerpiion Sageion timsout: = | Becm
& Scris HTTP Port: B
* Bemiog HTTPS Port: 143
Sener M. Forca HTTPS:
= Network Enabds Auto Rafrash: Rafrash avary: 120 Seconcs
L
ONS Tet nztad 300265
S TeinstPort: 117z | 3se5i0n Drop Time: [10 Mines
W Flexing £2HPort: 22 |
. :5;;4;;?;:7?; Tainst Ensbisg:
ox Redirection
$3H Enablad:
* Wizl Medla i

PR ower LAN
IPMI over LAN Enabied:

Trird Rary Lisensss

Logous

Rafreen Apaly

Figure 157: Ports and Network Services page

. | Configuration is not supported for ports where the input fields are
deactivated in the iRMC S4 web interface.
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Ports for web-based access

Session Timeout
Period of inactivity (in seconds) after which the session is automatically
closed. The login page of the iIRMC S4 web interface then appears, and
you can log in again as required (see page 124).

Your session will not automatically be closed if it is inactive when

E the time specified in Session Timeout has elapsed if you enter a
value for the refresh interval which is less than the Session Timeout
in the Refresh every ... seconds field (see page 259).

HTTP Port
HTTP port of the iRMC S4
Default port number: 80
Configurable: yes
Enabled by default: yes
Communication direction: inbound and outbound

HTTPS Port
HTTPS (HTTP Secure) port of the iRMC S4
Default port number: 443
Configurable: yes
Enabled by default: yes
Communication direction: inbound and outbound

Force HTTPS
If you enable the Force HTTPS option, users can only establish a secure
connection to the iRMC S4 on the HTTPS port specified in the entry field.

If you disable the Force HTTPS option, users can establish a non-secure
connection to the iRMC S4 on the HTTP port specified in the entry field.

If the SSL certificate has expired, a message to this effect is
issued in the browser.

Enable Auto Refresh
If you activate this option, the contents of the iRMC S4 web interface are
automatically refreshed periodically. Specify the refresh interval in the
Refresh every ... seconds field.
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Refresh every ... seconds
Length (in seconds) of the interval for automatically refreshing the
iRMC S4 web interface.

If you enter a value for the refresh interval which is less than the

E Session Timeout (see page 258), your session will not automatically
be closed when the time specified in Session Timeout has elapsed
in the event of inactivity.

Ports for text-based access

Telnet Port
Telnet port of the iIRMC S4
Default port number: 3172
Configurable: yes
Enabled by default: no
Communication direction: inbound and outbound

Session Drop Time
Period of inactivity (in minutes) after which a Telnet / SSH connection is
automatically cleared.

SSH Port
SSH (Secure Shell) port of the iRMC S4
Default port number: 22
Configurable: yes
Enabled by default: yes
Communication direction: inbound and outbound

Telnet Enabled
If you enable the Telnet Enabled option, users can establish a connection
to the iRMC S4 on the Telnet port specified in the corresponding entry
field.

SSH Enabled
If you enable the SSH Enabled option, users can establish a connection to
the iRMC S4 on the SSH port specified in the corresponding entry field.
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IPMI over LAN

“IPMI-over-LAN” is the specification of the LAN interface in the IPMI standard.
This specification stipulates how IPMI messages can be sent to or from the
iRMC S4 - encapsulated in RMCP (Remote Management Control Protocol)
data packets. These RMCP data packets are transferred via an Ethernet LAN
connection using UDP under IPv4 or IPv6.

RCMP supports the management of system statuses in systems without
running operating system.

The interface for such a connection is provided on the integrated LAN controller
of the iRMC S4.

IPMI over LAN enabled
This option is enabled by default.
Allows you to disable the IPMI over LAN feature.

» Click Apply to store the configured settings.
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7.13.3 Proxy Settings - Configuring proxy settings

The Proxy Settings page allows you to configure the settings for a proxy server
which can be optionally used for establishing the connection to an update
repository (see section "Update Settings - Configuring general eLCM update
settings" on page 338) and/or for establishing an AlIS Connect connection (see
section "AIS Connect - Configuring and using AIS Connect" on page 144).

ServerView

PRIMERGY RX100 58 FUNITSU ServerView® iRMC 54 Web Server ™ pevisch | * Hba

Proxy Settings

Proxy Settings

System Information
Bl0S

iRMC 54

Power Management

Prasy Server: |prasy.pdb fse.net
Froxy Port: 51

Power Consumption
Sensors

Ewvent Log Password: [assssssssssssssssnne
i..Berver Management Confirm Fassword:
=) Metwark Settings

- Ethemst Apply

Pors and Services

Prosy User:

© e Prowy Settings
[T

©L. sNmP

Aletting

Usar Management
Console Redirection
E....\u'idEU Redirection (S
Virtual Media

Lifecycle Management

Logeut

Refresh

Figure 158: Proxy Settings page

Proxy Server
IP address of the Proxy server

You can activate the Domain Name System (DNS) for the

E iRMC S4 (see "DNS Configuration - Configuring DNS for the
iRMC S4" on page 263). You can then use a symbolic name
instead of the IP address.

Proxy Port
Port of the proxy service.
Default port number: 81
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Proxy User

User name for authentication on the proxy server.

Password
Password for authentication on the proxy server.

Confirm Password
Confirm the password entered.

» Click Apply to activate your settings.
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7.13.4 DNS Configuration - Configuring DNS for the
iRMC S4

The DNS Configuration page allows you to activate the Domain Name System
(DNS) for the iRMC S4 and to configure a host name for the iRMC S4.

5 Serverliew

PRIMERGY RX300 58

C S4Web Server

= System Intormation DNS Settings

System Chvenview

System Components
- Netwod Inventory

¥ bus Enabled

[ nibtain DNS configuration fram DHER

8103
Rt 54 ONS Damain: [van575. qalab
Power Management DS Search Path:
Powar Consumption DNS Sarver 1: [172.17.128.3
Sensars DONS Server 2: [172 1712685
Event Log DNS Server 3:
i Senver Management NS Retries: 2
[= Network Settings [
R ONS Timeaut: [5 Seconds
Ethemet
Parts and Senices
DNS Apphy
Alerting
User Management DNS Name
Console Redirection
i-Wideo Redirection (hrS) ¥ Register DHCF Address in DNS via DHCP Server
Wirtual Media r Register full domain name (FQDH) via DHCP in DNS

'_ DNS Update Enabled
Leaeut p Use iRMC S4 name instead of serwer hostname
Refrash '7 Add Serial Humber

I” Add Extension
iRMC S4 name: |IRMC

Extension I IRMLC

DNE name: IRMCAZFALZ

Apphy

(1) Note: Registration of the DNS nama via DHEP server is only supported for IPya addrasses

Figure 159: DNS Configuration page
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DNS Settings

The DNS Settings group allows you to activate the Domain Name System (DNS)
for the iRMC S4. This makes it possible to use symbolic DNS names instead of
IP addresses for configuring the iRMC S4.

DHNS Settings

¥ bhs Enabled

p Obtain DMNS configuration from DHCP
ONS Domain: |vlansy5.qalab
ONS Search Path:

DNS Server 1: [172.47 1283

DHS Server 2: 17217 1285

DNS Server 3:

DMS Retries: |2

DNS Timeout: |5 Seconds

Apply |

Figure 160: DNS Configuration page - DNS Settings

DNS Enabled
Enables/disables DNS for the iRMC S4.

Obtain DNS configuration from DHCP
If you activate this option, the IP addresses of the DNS servers are
obtained automatically from the DHCP server.
In this event, up to three DNS servers are supported.

If you do not enable this setting, you can enter up to three DNS server
addresses manually under DNS-Server 1 - DNS-Server 3.

DNS Domain
If the option Obtain DNS configuration from DHCP is disabled, specify the
name of the default domain for requests to the DNS server(s).

DNS Search Path
List of (partially qualified) domain names, separated by one or more
space characters. The DNS search list can have a maximum length of
256 characters. The DNS Search Path field is used to specify the
domains to be searched when looking up a host name that does not have
a domain-name component.

DNS Server 1..3
If the Obtain DNS configuration from DHCP option is disabled, you can
enter the names of up to five DNS servers here.
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DNS Retries
Number of DNS retries.

DNS Timeout
Timeout (in seconds) for a DNS response.

» Click Apply to store the configured settings.

DNS Name

The DNS Name group allows you to configure a host name for the iRMC S4 and
thus use “dynamic DNS”. Dynamic DNS allows DHCP servers to autonomously
pass on the IP address and system name of a network component to DNS
servers to facilitate identification.

DHS Name

¥ Register DHCP Address in DNS via DHCP Senver
I™ Register full domain name (FQON) via DHCF in DNS
7 bHs Update Enabled
|7 Uze iRMC 54 name instead of senver hostname
¥ dd Serial Number
™ Add Exdension
IRMC 54 name: [iRMC

Extension: [-iRMC
DHS name: iIRMCAZFASZ

Apply |

Figure 161: DNS Configuration page - DNS Name

Register DHCP Address in DNS via DHCP Server
This option is disabled if IPv6 addressing is used.
Enables/disables the transfer of the DHCP name to the DHCP server for
the iRMC S4 and the DNS registration via DHCP server.

Register full domain name (FQDN) via DHCP server in DNS
This option is disabled if IPv6 addressing is used.
Enables/disables the transfer of the FQDN (Fully Qualified Domain
Name) to the DHCP server for the iRMC S4 and the DNS registration via
DHCP server.

DNS Update Enabled
Enables/disables update of DNS records via Dynamic DNS.

E Only insecure DNS is supported.
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Use iRMC S4 name instead of server hostname
The iRMC S4 name specified in the iRMC S4 Name entry field is used for
the iRMC S4 instead of the server name.

Add Serial Number
The last 3 bytes of the MAC address of the iIRMC S4 are appended to the
DHCP name of the iRMC S4.

Add Extension
The extension specified in the Extension entry field is appended to the
DHCP name of the iRMC S4.

iRMC $4 name
iRMC S4 name passed to DHCP for the iRMC S4 in place of the server
name. Depending on the related options, the iRMC S4 name is used as
part of the DNS name.

Extension
Name extension for the iRMC S4.

DNS name
Shows the configured DNS name for the iRMC S4.

» Click Apply to store the configured settings.
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7.13.5 SNMP Generic Configuration

The SNMP Generic Configuration page allows you to configure an SNMP service
on the iRMC S4 which supports SNMP v1/v2c and SNMPv3 on the following
SNMP MIBs:

— SNMP MIB-2

— SNMP STATUS.MIB
— SNMP OS.MIB

— SNMP SC2.MIB

When the SNMP service is enabled, information provided by these MIBs can be
used by any system running an SNMP Manager.

SNMPv3 provides a higher level of security than SNMPv1 or SNMPv2c.

ServerView thar sdmin  Loged | AURTSU

| prutemcy s FUST U Sa rea Uil (RRC 54 Vah Sarvar s | * B

TSRO SNMP Gonfiguration
= Bypaem ot

Figure 162: SNMP Configuration page

SNMP Enabled
Enables SNMP service on the iRMC S4.

SNMP Port
Port on which the SNMP service is listening (normally UDP 161).
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SNMP Protocol
SNMP protocol version to be used.

All (SNMPvIN2c/v3)
The SNMP service is available for all SNMP protocol versions
(SNMP vi/v2c/v3).

SNMPv3 only
Only SNMPv3 is available.

The following two options are only displayed if All (SNMPvi/v2c/v3) has been
selected under SNMP Protocol.

SNMPviNn2c Community
Community string in case of SNMP vi/v2c.

The community string may contain the following characters:
A-Z,a-z,0-9(*/:,_?=-@&)%!
Space characters and \ are not allowed.

In SNMP terminology, a "community" denotes a group comprising one or
more management platforms. Every community is identified by a
community string. The community string is a non-encrypted component
of every SNMP request and identifies the sender of the request as a
member of the community concerned. Thus, authorization for a SNMP
GET request is controlled with this community string. The community
string makes a simple authentication mechanism available in SNMP.

Since the community string is sent in non-encrypted form with the
SNMP message, it is always at a risk of being used without
authorization. This can be problematic for using SNMP with
security in mind. On the other hand, most communities use the
preset community string "public" in any case.

SNMPvi/2c Permission
Permission for the SNMP community. Currently, only "read only" is
supported (fixed preset value).

» Click Apply to store the configured settings.
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7.14 Alerting - Configure alerting
The Alerting entry contains the links to the pages you use to configure alerting
for the iRMC S4:

"SNMP Trap Alerting - Configure SNMP trap alerting" on page 270.

"Email Alerting - Configure email alerting" on page 271.
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7.14.1 SNMP Trap Alerting -
Configure SNMP trap alerting

The SNMP Trap Alerting page allows you to view and configure the settings for
SNMP trap alerting.

[E Forwarding of SNMP traps to up to seven SNMP servers is supported.

5 ServerlView

PRIMERGY RX300 58 Server Vi iRMC 54 Web Server ™ peutsch | * Hba

SNMP Trap Alerting
System Information SNMP Trap Destination
BI0S
IRMC 54
Power Management SNMP Community: [public Apply
Fomer C:
Senszors
Tra
Event Log Destintion IP Addrass or DNS Name
i GerverManagement
i SNMP Server | |
Network Settings 1 I Applhy Test
= Alerting
B SNMP Server | |
v SHMP Traps 2 I Apply Test

H Email
i SNMP Sarver
User Management ER I Apply | Test |
Console Redirection SNMP Server | P | oa |
L Video Redirection (A/S) 4
.
[ Wirtual Media SNMPESENQ, | e | o |
Logout

gy SNMPSSErver I Aoply | et |
Refresh

SNMPfErver I Aoply | o |
Apply All

Figure 163: SNMP Trap Alerting page

SNMP Community
Name of the SNMP community.

» Click Apply to accept the community name.

SNMP Serverl .. SNMP Server7 (trap destinations)
DNS names or IP addresses of the servers that belong to this community
and are to be configured as Trap Destinations.

» Click Apply to activate the SNMP server as a trap destination.
» Click Test to test the connection to the SNMP server.

» Click Apply All to activate all the settings if appropriate.
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7.14.2 Email Alerting - Configure email alerting
The Email Alerting page allows you to configure the settings for
email alerting.

Configuration of two mail servers is supported.

Email alerting can be specified individually for each user (see section
"User “<name>" Configuration - User configuration (details)" on
page 281).

ServerView

PRIMERGY RX100 58 FUNITSU ServerViews iRMC 54 Web Server [ peutseh | * Hbkat

Email Alerting =

Systam Information
Bios
IRMC 54

Global Email Paging Configuration

Pouwer Management
Powst Consumption
nsors
Evant Log

Server

Email Alerting Enabled: [©

SMTF Retries (0 - 7) [3

SMTP Retry Delay (0 - 256); [30 Seconds

SMTP Response Timeout: [45 Seconds

Nebuok Sattings
=1 Aleting
- SNMP Traps
- Email

anagament

& Rediraction
Redirection LIWS)
Wirtual Media

Lifecycle Management

Legout

Refresh

Apply |

Primary SMTP Server Configuration

SMTF Server: [0.0.0.0
SMTP Part: [25

Auth Typa: [None B

Send FON with EHLOHELD: [

Apply

Secondary SMTP Server Configuration

SMTP Server:
SMTF Port
Auth Type:

0.0.00
25

None -

Send FQON with EHLOHEL: |7
Secure (35L) [
Verify SEL Certificate: [~

Apphy

Mail Format dependend Configuration

From:
Subject:
Message:
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Figure 164: Email Alerting page
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Global Email Paging Configuration - Configure global email settings

The Global Email Paging Configuration group allows you to configure the global
email settings.

Global Email Paging Configuration

Ernail Alerting Enabled: [
SMTP Retries [0 - 7]: |3

SMTF Retry Delay (0 - 255): |30 Seconds
SMTF Response Timeout: (45 Seconds
Apply |

Figure 165: Email Alerting page, Global Email Configuration

Email Alerting Enable
Activate this option.

SMTP Retries (0 -7)
Number of SMTP retries.

SMTP Retry Delay (0 - 255)
Time (in seconds) between SMTP retries.

SMTP Response Timeout
Timeout (in seconds) for an SMTP response.

» Click Apply to activate your settings.

Primary SMTP Server Configuration - Configure primary mail server

The Primary SMTP Server Configuration group allows you to configure the
primary server (SMTP server).

Primary SMTP Server Configuration

SMTF Server: |0.0.0.0

SMTP Port: |25
Auth Type: | Mone - l

Send FEDN with EHLOMELD: W
Secure[SSL]:I_
erify 55L Cartificate: [

| Apply I

Figure 166: Email Alerting page, Primary SMTP Server Configuration
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SMTP Server
IP address of the primary mail server

You can activate the Domain Name System (DNS) for the

E iRMC S4 (see "DNS Configuration - Configuring DNS for the
iRMC S4" on page 263). You can then use a symbolic name
instead of the IP address.

SMTP Port
SMTP port of the mail server

Auth Type
Authentication type for connecting the iRMC S4 to the mail server:

— None
No authentication for the connection.

— SMTP AUTH (RFC 2554)
Authentication according to RFC 2554: SMTP Service Extension for
Authentication.

In this case, the following information is required:

Auth User Name
User name for authentication on the mail server

Auth Password
Password for authentication on the mail server

Confirm Password
Confirm the password entered.

Send FODN with EHLO/HELO
Enables/disables sending the FDQN with EHLO/HELO.

Secure (SSL)
Depending on the configured network port the iRMC S4 will directly
establish an SSL connection (SMTPS legacy port 465) or check for the
presence of the STARTTLS keyword (any other configured network port):

— If STARTTLS is present in the response from the SMTP server the
iRMC S4 switches to TLS on the existing network connection.

— If STARTTLS is not present, the mail will be sent unencrypted over the
existing connection.

Email is sent SSL encrypted.
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Verify SSL Certificate
The SSL certificate from the SMTP server is verified against the stored
CA certificate in the iIRMC S4 (e.g. the SMTP server certificate has to be
issued/signed by this CA).

» Click Apply to activate your settings.

Secondary SMTP Server Configuration - Configure secondary mail server

The Secondary SMTP Server Configuration group allows you to configure the
secondary server (SMTP server).

Secondary SMTP Server Configuration

SMTP Server: |[0.0.0.0
SMTP Port: [25

Auth Type: | None - I

Send FODM with EHLO/HELD: ¥
Secure[SSL]:I_
“erify S5L Certificate: [

Apply I
Figure 167: Email Alerting page - Secondary SMTP Server Configuration

SMTP Server
IP address of the secondary mail server

You can activate the Domain Name System (DNS) for the
iRMC S4 (see "DNS Configuration - Configuring DNS for the
iRMC S4" on page 263). You can then use a symbolic name
instead of the IP address.

SMTP Port
SMTP port of the mail server

Auth Type
Authentication type for connecting the iRMC S4 to the mail server:

— None
No authentication for the connection.

— SMTP AUTH (RFC 2554)
Authentication according to RFC 2554: SMTP Service Extension for
Authentication.

In this case, the following information is required:

274 iRMC S4



Alerting - Configure alerting

Auth User Name
User name for authentication on the mail server

Auth Password
Password for authentication on the mail server

Confirm Password
Confirm the password entered.

Send FODN with EHLO/HELO
Enables/disables sending the FDQN with EHLO/HELO.

Secure (SSL)
Email is sent SSL encrypted.

Verify SSL Certificate
SSL certificate is verified.

» Click Apply to activate your settings.
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Mail Format dependent Configuration -
Configure mail-format-dependent settings

The Mail Format dependent Configuration group allows you to configure the mail-
format-dependent settings. You specify the mail format for each user using the
New User Configuration - User <Name> Configuration - Email Format Configuration

page (see page 289).
The following email formats are supported:

— Standard

— Fixed Subject
— ITS-Format

— SMS-Format

Mail Format dependend Configuration

From: |MailFrom@domain.com

Subject: [FixedhailSubject

Message: |FixedMailbessage

Admin. Hame: |ITS_Userlnfol

Adrmin. Phone: [ITS_Userlnfol

Courntry Code:
Customer Id:

Server URL: |http:fhanansenrer. com
|_ Attach Screenshot to 'Critical OF5 Stop' event email

| Apply |

Figure 168: Email Alerting page, Mail Format dependent Configuration

Some entry fields are disabled depending on the mail format.

From
Sender identification iRMC S4.
Active for all mail formats.

If the string entered here contains an “@”, the string is interpreted
as a valid email address. Otherwise, “admin @ <ip-address>" is
used as the valid email address.

Subject
Fixed subject for the alert mails.
Only active for the Fixed Subject mail format (see page 289).

Message
Type of message (email).
Only active for the Fixed Subject mail format (see page 289).
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Admin Name
Name of the administrator responsible (optional).
Only active for the ITS mail format (see page 289).

Admin Phone
Phone number of the administrator responsible (optional).
Only active for the ITS mail format (see page 289).

Country Code
Two characters country code based on ISO 3166, ISO 3166 alpha 2.

Customer Id
Identifier for the customer.

Server URL
A URL under which the server is accessible under certain conditions. You
have to enter the URL manually.
Only active for the Standard mail format.

Attach Screenshot to 'Critical O/S Stop' event email
A screenshot generated automatically by the iRMC S4 in case of a
critical OS stop event is attached to the corresponding 'Critical O/S Stop'
event email.

The generation of the screenshot may fail for various reasons (e.g.
unsupported graphic mode). Thus, if no screenshot is available
within 45 seconds at most, the email is sent without attachment.

» Click Apply to store your settings.

iRMC S4 277



User Management

7.15 User Management

The User Management entry contains the links to the pages for local user
management as well as for the configuration of the directory service for global
user management (LDAP configuration):

— "IRMC S4 User - local user management on the iRMC S4" on page 278.

— "Directory Service Configuration (LDAP) - Configuring the directory service
at the iRMC S4" on page 292.

— "Centralized Authentication Service (CAS) Configuration - Configuring the
CAS Service" on page 311.

7.15.1 iRMC S4 User - local user management on the
iRMC S4

The iRMC S4 User page contains a table showing all the configured users: Each
line contains the data for one configured user. The user names are implemented
in the form of links. Clicking on a user name opens the

User “<name>" Configuration window (see page 281), in which you can view or
modify the settings for this user.

User ID 1 (“null user”) is reserved for the standard and is therefore
unavailable for user management on the iRMC S4.
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ServerView User admin | Logout = FUJITSU
SW1-RX10058 (Slot 83) User Management

& System Information “iIRMC $4 User Information

H BI0S

[ RMC 54

e L) SNMPv3 - ” ” ”

F Fowsr Management Enabled Enabled Id MName Description LAN Channel Privilege Serial Channel Privilege

[ Power Consumption

= Yes No |2 gdmin | User02 Description OEM OEM Delete

& Sensors

& Event Log Yes Yes 3 sndress fs123458 ini Deletz |
Server Management

[ Network Settings Y. Yes | 4| snmpuser snmpuser User User Deiste.

i Mg Yes  Yes 5 coantss NewlserDescipton  Administitor Adminstrator Detet

B User Mansgement

[E Console Redirection

HNew User |

{-Video (ws)
& Virtusl Media
¥ Lifecycle Management

\D MNote: To creste or modify 8 SNMPv3 user SNMP hes to be enabled under Network Settings > SNMP

Third Party Licenses
Logout

Refrash

Figure 169: User Management page

Delete
The table of configured users includes a Delete button after each user
entry. Click this button to delete the associated user after confirming this
choice.

New User
When you click this button, the
New User Configuration page opens (see page 280). You can configure a
new user here.
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7.15.1.1 New User Configuration - Configuring a new user

The New User Configuration page allows you to configure the basic settings for a

new user.

You will find explanations of the fields and selection lists on the

New User Configuration page as of page 282 under the description of the User
“<name>" Configuration page.

In figure 170 you can see the configuration of a user with the name “User5”.

ServerView

|# Powsr Mansgemen:
[ Power Consumption
[# Senzars

[#l Event Log

{--Server Management

[ Network Settings
¥ Alerting

jement

LDAP

User: admin Logout HJi?TSU ‘

erViewd iRMC 54 Web Server

Slpeutseh | © HEH |

.
1

New User Configuration

Hame: [Users

Passwor

Confirm Password

User Description: [NewUsar Description

IPMI configuration
IPMI User Enabled: |+

LAN Channel Privilege: | User v
Serial Channel Privilege: | User v

i CAS Configuration
[ Console Redirection
{--Video Redirection (JWS)
@ Virtual Media

[# Lifecycis Management

Third Psrty Licansas
Logout

Refrash

Configure User Accounts: |

Configure iRMC 54 Settings: ||

Video Redirection Enabled:
Remote Storage Enabled: ||

User Shell (Text Access): | Remote Manager ¥

SNMPv3 configuration
SNMPv3 enabled: ||

Access privilege: | rzadony il
Authorization: | SHA v
Privacy: | AES v

Apply

Q:) MNote: To create or madify 5 SNMPY3 usar SNMP has 1o be ensblad under Netwark Sattings = SNMP

Figure 170: U

ser Management - New User Configuration page
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7.15.1.2 User “<name>" Configuration - User configuration (details)

The User “<name>" Configuration page allows you to view, modify and extend
the settings for a user.

In figure 171 you can see the configuration of the user created in figure 170.
m The user ID is shown in brackets after the user name.

ServerView User. admin | Logout | FUJITSU

FUJITSU ServerView® iRMC 54 Web Server

ser5 (Id 6)° Configuration

[ System Information iRMC S4 User Information

E BIOS

& RMC S4 Name: |U:

[ Power Management Password: |-

E Power Cansumption Confirm Password:

& Sensors

& Event Log Description: |Newlzer Description
Server

E Network Settings Apply

ad ]

Management IPMI Privileges and Permissions

LDAP Configuration IPMI User Enabled: (¥
cas
@ Console Rediection LAN Channel Privilege: | User L2
Video Redirection (JWS) Serial Channel Privilege: | User ¥

& Virtus! Medis
S Configure User Accounts
Configure IRMC 54 Settings:

Third Party Licenses Video Redirection Enabled:

LI YLV

Remote Storage Enabled:
Logout

User Shell Text Access): | Remate Managar v
Apply
SNMPv3 configuration

Refresh

SNMPv3 enabled: [#]
Aocess privilege: | madanly v
Authorization: | SHA
Privacy: | AES A

Apply

‘i) Note: To create or modify 8 SNMPY3 user SNMF has to be ensbled under Network Settings - SNMP
(L) Note: For SNMPy3 functionaity minimal password length fimitation (8 signs) is compulsory!

-

User $SHv2 public key upload from file (there is no key assigned to this user)

Public Key file: | Datei suswanlen | Keine ausgewahit

Uplosd

S/MIME certificate upload from file (there is no certificte assigned to this user)

Certificate File: |_Datei suswahien | Keine susgewshit

Figure 171: User Management - User “<name>"
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iRMC S4 User Information - Configuring user access data

The User Information group allows you to configure the access data for the user.

iRMC 54 User Information

Mame: |Uzerd
Password: seesssssssssisnsnnnn

Confirm Password:

Description: |MewlUser Description

Apply |
Figure 172: User Management - User “<name>” Configuration page, iRMC S4 User
Information
Name
Enter the name of the user.
A valid user name must start with a letter. The remaining part of
the name may only contain letters, digits, underscores, dashes,
periods, and "at" signs (@).
Blank characters are not allowed.
User names must be unique. Duplicate user names are not
allowed.
Password

Enter the user password.

Enabling SNMPv3 for the user requires that the password
configured for the user has a minimum length of 8 characters (see
below).

Confirm Password
Confirm the password by entering it again here.

Description
Enter a general description of the configured user here.

» Click Apply to activate your settings.
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IPMI Privileges / Permissions - Assigning user privileges

The Privileges / Permissions group allows you to configure the channel-specific
user privileges.

IPMI Privileges and Permissions

IPMI User Enabled: |+

LAM Channel Privilege: | User T
Serial Channel Privilege: | User T

Configure User Accounts:
Configure iRMC 54 Settings:

Video Redirection Enabled:

LINLYRLYNLS

Remote Storage Enabled:

User Shell (Text Access): | Remote Manager T

Apply |
Figure 173: User Management - User “<name>" Configuration page, Privilege / Permissions

IPMI User Enabled

If this option is disabled, the user will not be able to log on to the
iRMC S4.

LAN Channel Privilege
Assign a privilege group for a LAN channel to the user here:

—  User

— Operator

— Administrator
- OEM

Refer to section "User permissions" on page 62 for information on the
permissions associated with the privilege groups.

Serial Channel Privilege
Assign a privilege group for a serial channel to the user here: The same
privilege groups are available as for LAN Channel Privilege.
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In addition to the channel-specific permissions, you can also individually assign
users the following channel-independent permissions:

Configure User Accounts
Permission to configure local user access data.

Configure iIRMC S4 Settings
Permission to configure the iRMC S4 settings.

Video Redirection Enabled
Permission to use Advanced Video Redirection (AVR) in “View Only” and
“Full Control” mode.

Remote Storage Enabled
Permission to use the Remote Storage functionality.

User Shell (Text Access)
Select the desired user shell here.
The following options are available:

— SMASH CLP
See section "Start a Command Line shell... - Start a SMASH CLP

shell" on page 380.

— Remote Manager
See chapter "IRMC S4 via Telnet/SSH (Remote Manager)" on
page 359.

— None

» Click Apply to activate your settings.
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SNMPv3 configuration

The SNMPv3 configuration group allows you to configure the iRMC S4 user for
SNMPv3. Compared to SNMPv1/v2c, SNMPv3 provides a higher level of
security by authenticating and encrypting the SNMP packets.

. | The parameters of the SNMPv3 configuration group are disabled (greyed
1 out) if the SNMP enabled option in the SNMP Configuration page is disabled
(see section "SNMP Generic Configuration" on page 267).

. | Enabling SNMPv3 for the user requires that the password configured for
1 | this user has a minimum length of 8 characters.

Although the SNMPv3 standard allows you to configure SNMPv3
"without authentication and without encryption (noAuthnoPriv)" or "with
authentication but without encryption (AuthnoPriv)", the

SNMPv3 configuration group only allows you to configure "with
authentication and with encryption (AuthPriv)" for security reasons (see
below).

‘-.

SNMPv3 configuration

SMMPv3 enabled:

Access privilege: | readonly T
Authorization: | SHA v
Privacy: | AES T

Apply |

Figure 174: User Management - User “<name>" Configuration page, SNMPv3 configuration

SNMPv3 enabled
Enables SNMPv3 support for the user.

Access privilege
Access privilege of the user. Currently, readonly is fixed preset.

Authentication
Select the authentication protocol that SNMPv3 uses for authentication.

SHA
Secure hash algorithm (SHA) is used for authentication.

MD5
Message-Digest Algorithm 5 (MD5) is used for authentication.
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Privacy
Select the privacy protocol that SNMPv3 uses for encrypting the
SNMPv3 traffic.

DES
Digital Encryption Standard is used for encrypting the SNMPv3
traffic.

AES
Advanced Encryption Standard (AES) 128-bit encryption is used
for encrypting the SNMPv3 traffic.

» Click Apply to activate your settings.

User SSHv2 public key upload from file

The User SSHv2 public Key upload from file group allows you to load a user SSHv2
public key from a local file.

User SSHv2 public key upload from file

Ky fingerprint: RS54 1023 ea:83:d7 ac 8f e w7 2f 20 9h:81:00:3F84:28:Td

S5Hw2 Public Keyfile:
Upload I

Figure 175: User Management - User “<name>" Configuration page, User SSHv2 public key
upload from file

Browse...
Opens a file browser that allows you to navigate to the file containing the
SSHv2 public key.

Upload
Loads the SSHv2 public key specified in the input field onto the iIRMC S4.

For further details on SSHv2 public key authentication for iRMC S4 users see
section "SSHv2 public key authentication for iIRMC S4 users" on page 66.
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S/MIME Certificate

The S/MIME certificate upload from file group allows you to load an S/MIME
certificate from a local file.

In conjunction with S/MIME, the iRMC S4 only supports encryption.
Signing is not supported.

S/MIME certificate upload from file (there is no certificte assigned to this user)

Certificate File: | Browse..._|

| Upload I

Figure 176: User Management - User “<name>" Configuration page, S/MIME certificate upload
from file

Browse...
Opens a file browser that allows you to navigate to the file containing the
SSHv2 public key.

Upload
Uploads the selected S/MIME certificate.

After the S/MIME certificate has been uploaded, the S/MIME certificate upload
from file group is displayed as follows:

SMIME Certificate

Subject: The Super Duper Admin
Issuer: The Super Duper Admin
Email Address: Administrator@superduper.org

Certificate File: | Browse... |

| Uplaad I View Cerificate | Delate |

Figure 177: User Management - User “<name>" Configuration page, S/MIME certificate
has been uploaded from file
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View Certificate
Displays the S/MIME certificate until the next refresh cycle or manual
refresh of the iIRMC S4 web interface.

SMIME Certificate Details

Wersion: ¥
Serial Mumber: 7e:¢7 44:d7 :24:69:7184:45 ce 5o b6:-f2:06:10 65
Signature Algorithm: sha1WithRSAEncnyption
Fublic Key: 2045 bit RSA
Issued From
Corron Narme (CN) The Super Duper Admin
Valid
“alid From: May 13 11:49:13 2014 GMT
alid To: May 13 11:58:12 2034 GMT
Issued To
Common Name [CNY The Super Duper Admin
Email Address: Administrator@superduper.org

SHA1 fingerprint: b7 :57:bf:60:c3:b6:6f33:51.00:7 :5f:15:21:97:36 e1:6b:14:03
MDS fingerpring: 81:25:92:8a ate3.00:2:32:00:12:e2:31:10:02:0d

Certificate File: | Browse...
Upload | View Certificate | Delate |

Figure 178: User Management - User “<name>" Configuration page, S/MIME
certificate - View Certificate

Delete
Deletes the S/MIME certificate from the iRMC S4.
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Email Configuration - Configure user-specific email settings

The Email Configuration group allows you to configure the user-specific settings
governing the email format.

Email Configuration

Email Enabled: [
Encrypted: I_
M=il Format: m
Prefered Mail Serwver: m
Emzil Address: |Useld2@domain.com
lUze exira SMS Email Subject: [
SMS Ernail Subject: |

Faging Sewverity Configuration

Fan Sensors: | Waming Temperature Sensors: [Warning

Critical Hardware Errors: | All Systern Hang: | Critical

FOST Errors: | All
Swstern Status: | None

Security: | Warning

Disk Driwers & Controllers: | Critical

Metwork Interface: | Warming Rermote Managemert: | Critical

=
=
=
=

Systermn Poweer: | Warning Mernory: | Critical

[ | {0 N

Other: | None

| Apphy I Trest |

Figure 179: User Management - User “<name>" Configuration page, Email Configuration

Email Enabled

Specify whether the user is to be informed about system statuses by
email.

Encrypted
Specify whether emails should be encrypted with S/MIME.

Mail Format
Depending on the selected email format, you can make a number of

settings in the Email Alerting - Mail Format dependent Configuration group
(see page 276).

The following email formats are available:

—  Standard

— Fixed Subject
— ITS-Format
—  SMS-Format

Only generating emails with 160 characters maximum length,
SMS-Format is the preferred email to SMS gateways solution.
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Preferred Mail Server
Select the preferred mail server.
You can choose one of the following options:

— Automatic

If the email cannot be sent successfully immediately, for instance
because the preferred mail server is not available, the email is sent to
the second mail server.

— Primary

Only the mail server which has been configured as the primary SMTP
server (see page 272) is used as the preferred mail server.

— Secondary

Only the mail server which has been configured as the secondary
SMTP server (see page 274) is used as the preferred mail server.

m Errors sending email are recorded in the event log.

Email Address
Email address of recipient.

Use extra SMS Email Subjects
Only displayed if Mail Format: SMS-Format is enabled.

If enabled, an SMS gateway provider specific email subject is used.

SMS Email Subject (Only if Mail Format: SMS-Format is enabled)
SMS gateway provider-specific Email subject.
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Paging Severity Configuration

Here you can configure system events about which an iRMC S4 user is

to be informed by email.

Every entry in the event log for the iIRMC S4 is assigned to a
particular paging group.

The following settings are available for each event group:

None
The notification function is deactivated for this paging group.
Critical
The iRMC S4 notifies users by email if an entry in the system
event log is reported as CRITICAL.
Warning
The iRMC S4 notifies users by email if an entry in the system
event log is reported as Minor or Major or Critical.
All

The iRMC S4 notifies users of every event in this group which
causes an entry to be made in the system event log.

» Click Apply to activate your settings.

iRMC S4

291



User Management

7.15.2 Directory Service Configuration (LDAP) -
Configuring the directory service at the iRMC S4

In order to perform global user management via a directory service (see the
"User Management in ServerView" manual), you must configure the iRMC S4
appropriately in the Directory Service Configuration page.

Currently, support for iRMC S4 LDAP access is provided for the following
directory services: Microsoft Active Directory, Novell eDirectory and
Open LDAP.

The following characters are reserved as metacharacters for search
strings in LDAP: *\, & I, !, =, <, >, ~, :

You must therefore not use these characters as components of Relative
Distinguished Names (RDN).

ServerView Usersamin  Logout surrm
eRERaY X 32 T e — outen e g |
| Directory Service Configuration |

Blobal Directory Service Configuration

LD4P Enzbsa:
LDAP 581 Enabiot:
Dissbis Loce Login
svays uss $5L Login &

Dirsctory ssrver Typs: | Novel Diecry v

Autnonzstion Type

PrImAry LDAP Sérvsr
LD4P Sarver

LDAF Port: 353

LDAP 841 Port: [536

Bschup LDAP Sérvar
Loup

LDAF Port: 353
LDAP 841 Port: 535

Logout

Dspartmant nams: Lezannet
Bess DN [pye

—

Groups arsttory 25
SuD-trs3 Trom basa DN
Ussr ssaren conteat,

a0y |

rces e use of e rRgs togh sareen

D P 1 Cls30ie0, P SERIng O30S S0 Vel browser (R

Directory Service Access Configuration

LDAP AUN PESERDI: [rrererrerereserers
Confirm Password:
Erncipe Ussr Oh:

ApR4ND Ba6s DN to PrINCIpal Usst DN
Bina DN
ENNancea Ussr Login:

Aoy |

Directory Service Email Alert Configurstion |

LDAP Emat dert Enabis:
LOAP Asert Tabis Refraen: [o Hours

oy | |

Figure 180: Directory Service Configuration page (LDAP configuration)
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LDAP Enabled
This option specifies whether the iRMC S4 can access a directory

service via LDAP. Directory service access via LDAP is only possible if
LDAP Enable has been activated.

If LDAP Enable is checked then the login information (see
page 124) is always transferred with SSL encryption between the
web browser and the iRMC S4.

LDAP SSL Enabled
If you check this option then data transfer between iRMC S4 and the

directory server is SSL encrypted.

LDAP SSL Enable has no influence on whether or not the iRMC S4
web interface pages are SSL-protected on opening.

You should only activate LDAP SSL Enable if a domain controller
certificate is installed.

Disable Local Login
If you activate this option then all the local iRMC S4 user identifications

are locked and only the user identifications managed by the directory
service are valid.

CAUTION!

If the option Disable Local Login is activated and the connection to
the directory service fails then it is no longer possible to log in at
the iRMC S4.

Always use SSL Login
m This option is only relevant if LDAP is deactivated.

If you activate this option then the HTTP SSL-secured login page is
always used even if LDAP is deactivated. Only if you do not activate
Always use SSL Login and LDAP is deactivated is a mask secured via
Digest Authentication Login used.
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Directory Server Type
Type of directory server used:

The following directory services are supported:

Active Directory: Microsoft Active Directory
Novell: Novell eDirectory

OpenLDAP: OpenLDAP

Open DS /Open DJ

Authorization Type
Authorization type used.

ServerView LDAP Groups with Authorization Settings on LDAP Server

ServerView-specific LDAP groups with authorization settings in
the SV structure on the LDAP server are used to determine user
permissions (see manual "User Management in ServerView").

Standard LDAP Groups with Authorization Settings on iRMC

No ServerView-specific SVS structure on the LDAP server is used.
Instead, user authentication is checked by means of the standard
LDAP group the user belongs to. iIRMCS4-specific user
permissions for this standard LDAP group must be configured
locally on the iRMC S4 (see section "Standard LDAP groups with
authorization settings on the iRMC S4" on page 295).

This method supports group nesting. Therefore, all

iRMC S4-specific user permissions which you assign to a
standard LDAP group are automatically inherited by its
nested groups.

» Click Apply to activate your settings.

Different input fields are provided, depending on the directory service you

select:

For Active Directory, refer to section "Configuring iRMC S4 for Microsoft
Active Directory" on page 300.

For eDirectory, Open LDAP and OpenDS DJ, refer to section "Configuring
iRMC S4 for Novell eDirectory / OpenLDAP / OpenDS / Open DJ" on
page 305.
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7.15.2.1 Standard LDAP groups with authorization settings on the
iRMC S4

If Standard LDAP Groups with Authorization Settings on iRMC has been enabled in
the Directory Service Configuration page, some additional settings are required
which allow you to administer LDAP groups on the iRMC S4. These LDAP
groups are used to define iRMC S4 privileges and permissions for users who
belong to standard LDAP groups on the directory server.

Directory Service User Group Information
Id Hame LAN Channel Privilege Serial Channel Privilege
1 | LDAFusergroupt User User Delete I
New Group I

Figure 181: Microsoft Active Directory: Directory Service User Group Information

Delete
Deletes the corresponding user group information.

New Group
Opens the New LDAP User Group group which allows you to define a new
LDAP group the iRMC S4 permissions for a new LDAP group:

New LDAP User Group

LOAP User Group Name:

User Shell {Text Access): | Remote Manager T

LAN Channel Privilege: | User

Serial Channel Privilege: | User

Configure User Accounts:
Configure iRMC 54 Settings:
Video Redirection Enabled:

Remote Storage Enabled:

Apply |

Figure 182: Microsoft Active Directory: New LDAP User Group

LDAP User Group Name
Name of the new LDAP user group
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User Shell (Text Access)
Select the desired user shell here.
The following options are available:

— SMASH CLP
See section "Start a Command Line shell... - Start a SMASH
CLP shell" on page 380.

— Remote Manager
See chapter "iIRMC S4 via Telnet/SSH (Remote Manager)" on
page 359.

— None

LAN Channel Privilege
Assign a privilege group for a LAN channel to the user here:

—  User

— Operator

— Administrator
- OEM

Refer to section "User permissions" on page 62 for information on
the permissions associated with the privilege groups.

Serial Channel Privilege
Assign a privilege group for a serial channel to the user here: The
same privilege groups are available as for LAN Channel Privilege.

Configure User Accounts
Permission to configure local user access data.

Configure iRMC S4 Settings
Permission to configure the iRMC S4 settings.

Video Redirection Enabled
Permission to use Advanced Video Redirection (AVR) in “View
Only” and “Full Control” mode.

Remote Storage Enabled
Permission to use the Virtual Media functionality.
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<Name>
Clicking a link in the Name column opens a new page allowing you to
modify and/or supplement the configuration settings of the
corresponding LDAP user group:

LOAP User Group Information

LDAP User Group Hame: |LDAPusergroup2

User Shell [Text Access): | SMASH CLP A\

Apply |

Privileges and Permissions for LDAP User Group

LAN Channel Privilege: | Administrator

Serial Channel Privilege: | Administrator

Configure User Accounts: [
Configure iRMC 54 Ssttings: |+
Video Redirection Enabled: |#
o

Remaote Storage Enabled:

Apply

Email Configuration for LDAP User Group

Email Enabled:
Mail Format: | Standard

Prefered Mail Server: | Automstic
Paging Sewverity Configuration

Fan Sensors: | Warning Temperature Sensors: | Warning

Critical Hardwware Errors: | All System Hang: | Critical
POST Errors: | All
System Status:

Metwork Interface:

Security: | Warning
Disk Drivers & Contrellers: | Critical

Remote Management: | Critical

4 4|4 4 4 4

Memory: | Critical

System Power:
Other: | MNone

LI IR R R R |

Apply |

Figure 183: Microsoft Active Directory: Directory Service User Group Information
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The Options of LDAP User Group Information and Privileges and
Permissions for LDAP User Group are as described under the New Group
option (see page 295).

The options of Email Configuration for LDAP User Group are as follows:

Email Configuration for LDAP User Group

Email Enabled:
Mail Format: | Standard

Prefered Mail Server: | Automatic

Paging Sewverity Configuration

Fan Sensors: | Waming ¥ Temperature Sensors: | Warning ¥
Critical Hardware Errors: | All A\ System Hang: | Critical ¥
POST Errors: | All A\ Security: | Warning ¥
System Status: | Mone A Disk Drivers & Controllers: | Critical ¥
Metwork Interface: | Warning ¥ Remote Management: | Critical ¥
System Power: | Warming ¥ Memory: | Critical ¥

Other: | Mone ¥

Apply |

Figure 184: Microsoft Active Directory: Directory Service User Group Information

Email Enabled

Specify whether the user is to be informed about system statuses
by email.

Mail Format
Depending on the selected email format, you can make a number
of settings in the Email Alerting - Mail Format dependent
Configuration group (see page 276).

The following email formats are available:

— Fixed Subject
— ITS-Format
— SMS-Format
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Preferred Mail Server
Select the preferred mail server.
You can choose one of the following options:

— Automatic

If the email cannot be sent successfully immediately, for
instance because the preferred mail server is not available, the
email is sent to the second mail server.

— Primary

Only the mail server which has been configured as the primary
SMTP server (see page 272) is used as the preferred mail
server.

— Secondary

Only the mail server which has been configured as the
secondary SMTP server (see page 274) is used as the
preferred mail server.

Errors sending email are recorded in the event log.

Email Address
Email address of recipient.

Email address must be configured for the user in the LDAP
directory.

Paging Severity Configuration
Here you can configure system events about which an iRMC S4
user is to be informed by email. Every entry in the event log for the
iRMC S4 is assigned to a particular paging group.

The following settings are available for each event group:
— None

The notification function is deactivated for this paging group.
— Critical

The iRMC S4 notifies users by email if an entry in the system
event log is reported as CRITICAL.

— Warning

The iRMC S4 notifies users by email if an entry in the system
event log is reported as Minor or Major or Critical.
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- Al

The iIRMC S4 notifies users of every event in this group which
causes an entry to be made in the system event log.

» Click Apply to activate your settings.

7.15.2.2 Configuring iRMC S4 for Microsoft Active Directory

After you have confirmed the Active Directory you have chosen by clicking Apply,
the following variant of the Directory Service Configuration page is shown:

ServerView Ucersamin Logout ﬂll"rrsu
PRIMERGY TX140 52

FLUT 31 Sarvaryiswa IRKC 54 Visb 3srvar M pautch o gAR_ |
| Directory Service Configuration
Global Directory Service Configuration l

LDAP Ensbisd:
LDLP 831 Ensbist:
oy |
Anwps UBs SSL Login =
Dirsctory $srvr Typs: | Astha Direziory v

Autherizstion Typs
sz

FOUDS WA AUTOTZSION SSRGS 0 LDAP Saner
1 AUTOTZSION SEENgE 0n IRMC

Prmary LDAF ssrvst
LDLP ssrvar:

LDaF Fort: 333

LOLP 35 Fort: 535

Bachup LDAP Ssrver
LDAP Sarver:
LDAR Port: 552
LDAP 530 Port: 3

Groups dscton 2
Sub-trss from cass ON:

Aoy |

X, Hots [1); Vitsrming: If your directary sarw

g /8 15 UNasENsDiS and LOAP Is enabisd, you Wil not be sbie to lagint
i) Mo (2} FLDAP ks cisabled, Tk sefiing isaties standand Wed browser (RFC2517) aulrentioationogh and Toroes e use of e igs Toghn sareen

Mo Nams LA4N Channs| Priviisgs  Serial Channsl Privisge
uer User e
AgmrisrEor Apmisrztor Do

e Groug

LDAP Auth Ussrhiams: |
LDAP duth Passuord:
Confirm Passuora:

sy | e |

Dirzctory Service Email Alert Configuration

LDLP Emal st Enziis
LDAP dosrt Tabis Refrash: Hours

Al |

Figure 185: Directory Service Configuration: Specifications for Microsoft Active Directory

. | The entries shown as examples in figure 185 refer to the examples and
figures shown in the "User Management in ServerView" manual.
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Proceed as follows:

» Complete your specifications in the Global Directory Service Configuration
group:

Global Directory Service Configuration

LDAP Enabied: ¥
LDAP 331 Enabied:
Disabis Locsl Login *:
Az ugs $5L Login %
Diractory Ssrver Typs: | Acthe Dirzctory v

Luthorizstion Typs

DAP Gups Win AU

Primary LDWP Sarvar
LDAP Sarver:

LDAR Port: 353

LDAP 35L Port: 535

Backup LDLP Sarver
LDAP Sarver:

LDAP Port: 332

LDAF 35L Fort: g2z

Domain name: oo

Basa DN: D
GIOUPS TIrectory 25
‘sub-tres from bass DN:

Aoty |

Figure 186: Global Directory Service Configuration: Specifications for Microsoft Active
Directory

Primary LDAP Server
LDAP directory server that is to be used.

LDAP Server
IP address or DSN name of the primary LDAP server.

LDAP Port
LDAP port of the primary LDAP server.

LDAP SSL Port
Secure LDAP port of the primary LDAP server

Backup LDAP Server
LDAP directory server which is maintained as the backup server and
used as the directory server if LDAP Server 1 fails.

LDAP Server
IP address or DSN name of the Backup LDAP server.

LDAP Port
LDAP port of the Backup LDAP server.

LDAP SSL Port
Secure LDAP port of the Backup LDAP server
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Domain Name
Complete DNS path name of the directory server.

Base DN
Base DN is automatically derived from Domain Name.

Groups directory as sub-tree from base DN
Pathname of the organizational unit (OU) which as a subtree of
Base DN (Group DN Context) contains the OUs SVS or iRMCgroups.

Department name

This option is only displayed if the option Standard LDAP Groups
with Authorization Settings on iRMC has been enabled.

The department name is used in the directory service in order to
determine the user permissions and alert roles. A user may have
different permissions for the department X server than for the
department Y server.

» Click Apply to activate your settings.

» Configure the iRMC S4-local user groups data in the LDAP User Group
Information group:

The LDAP User Group Information group is only displayed if the option
Standard LDAP Groups with Authorization Settings on iRMC has been
enabled.

LDAP User Group Information

LDAFP User Group Mame: LODAPusergroup2

User Shell Text Access): | SMASH CLFP v

Apply |
Figure 187: Microsoft Active Directory: LDAP User Group Information

For details see section "Standard LDAP groups with authorization settings
on the iRMC S4" on page 295.

» Click Apply to activate your settings.
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» Configure the LDAP access data in the Directory Service Access Configuration
group:

The settings that you make here are required for alerting in

E connection with global user identifications. If alerting is not enabled,
the settings in the Directory Service Access Configuration group are not
significant.

Directory Service Access Configuration

LDAP Auth UserbName: |Administrator
LOAF Auth Password: (asssssssssssssssasss

Corfirm Password:

Apply I Test LDAP access I

Figure 188: Microsoft Active Directory: Directory Service Access Configuration

LDAP Auth User Name
User name the iRMC S4 uses to log onto the LDAP server.

LDAP Auth Password
Password the user specified under User Name uses to authenticate
themselves on the LDAP server.

Confirm Password
Repeat the password you entered under LDAP Auth Password.

Test LDAP Access
Checks the access data to the LDAP directory server and shows the
LDAP status as the result (see figure 189).

. | This test only checks the basic access data (“Is the LDAP
server present?”, “Is the user configured?”), but does not fully
authenticate the user.

Directory Service Access Configuration

LDAP Status: LDAP Server invalid
LOAP Auth UserName: |LDAPuseHame
LOAP futh Password: (sssssssssssssssansan

Confirm Password

Apply | TestLDAF aceess | ResetLDAP Status |

Figure 189: Microsoft Active Directory: Status of the connection to the LDAP
server

» Click Reset LDAP Status to reset the status display.
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» Click Apply to activate your settings.

» Configure the settings for global email alerting in the Directory Service Email
Alert Configuration group.

Directory Service Email Alert Configuration

LOAF Email Alert Enable:
LOAP Alert Table Refresh: |2 Hours

Apply |

Figure 190: Directory Service Email Alert Configuration

LDAP Email Alert Enable
Enables global email alerting.

LDAP Alert Table Refresh [Hours]
Defines the interval at which the email table is regularly updated (see
the "User Management in ServerView" manual).

It is strongly recommended that you specify a value >0. A
value of “0” means that the table is not updated regularly.

» Click Apply to activate your settings.
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7.15.2.3 Configuring iRMC S4 for Novell eDirectory / OpenLDAP /
OpenDS / Open DJ

After you have confirmed you choice of Novell or OpenLDAP by clicking Apply,
the following variant of the Directory Service Configuration page is shown.

The Directory Service Configuration page has an identical structure for
Novell eDirectory, OpenLDAP and OpenDS / OpenDJ.

ServerView Usersomin  Logout  FUJITSU

PRIMERGY TX142 52 FLLAT U $31varvisne IRMC $4 V=D Ssrver Slpsutsen o BAR

Directory Service Configuration

LD4P Enabied: ¥
LDAP 3351 Enablsd:
Dissbis Locl Login
Lawps 63 5L Login %
Dirsctory Ssrver Typs: | hovel <3

Authorizstion Type
E

8 S

Frimary LDAF Server
LD2P sarvar:

LD Port: 333

LOAF 5L Port: 2

Backup LDAP Sarvar
LDAP Sarver:
LDAF Port: 333
LOAP $5L Port: 555

Bas= DN o=

mrean

s )
EUb-tras from bass DN
Usar $sarch contest

aming: if jour dirsctory sarveris unreachabis and LD

TLDAP IS OaDE0, T SETINg OKEDKE GiaN0aT0 WeD DIwESr (RF

niot be abis 4 loginl

' u Wi ot b
i) M ) STETHCEIOVIOgN 200 0SS M2 U5 o e NEpS Dgin soreen

Directory Service User Group Information

a Nama LAN Cannsl Frivisgs  $anal CREnns Pviegs

User User Dt |
Agminitrator Agminkirson D

Directory Service Access Configurstion

LDAP AUth PESSIDT: remmsvrressssserrens
Connm Passora:
Principal Ussr DN:

Appand Bass DN to Prineipal Usst DN:
Bind DN:
Enhancad Ussr Login:

Aoty | TestiDAPaoome |

Directory Service Email Blert Configuration

LDAP Eman dsrt Ensbis:
LD4P Lssrt Tabis Rstrssh: |3 viours

)

Figure 191: Global Directory Service Configuration: Specifications for Novell eDirectory /
Open LDAP
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Proceed as follows:

» Complete your specifications in the Global Directory Service Configuration
group:

Global Directory Service Configuration

LOAP Enabded:
LDAP S3L Enabled:
Disabie Local Login *:
Anwzye uss $EL Login &
Darsctory $erver Type: | Novell eDirectory v

Authonizstion Typs

Primary LDAP Sarvar
LDAP Sarver:

LDwP Port: 322

LDAP $5L Port: 535

Backup LDAP Sarver
LD Sarwear:

LD&P Port: 350

LOWP 551 Port: 538

Bass DN: [y

GIOURS dirsctory 28
sub-tres from bass DN:
Uisar $sarch context:

Agoly |

Figure 192: Global Directory Service Configuration: Specifications for Novell eDirectory
/ Open LDAP / OpenDS / Open DJ

Primary LDAP Server
LDAP directory server that is to be used.

LDAP Server
IP address or DSN name of the primary LDAP server.

LDAP Port
LDAP port of the primary LDAP server.

LDAP SSL Port
Secure LDAP port of the primary LDAP server
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Backup LDAP Server
LDAP directory server which is maintained as the backup server and
used as the directory server if LDAP Server 1 fails.

LDAP Server
IP address or DSN name of the Backup LDAP server.

LDAP Port
LDAP port of the Backup LDAP server.

LDAP SSL Port
Secure LDAP port of the Backup LDAP server

Department Name

This option is only displayed if the option Standard LDAP Groups
with Authorization Settings on iIRMC has been enabled.

Department name. The directory service needs the department
name in order to determine the user permissions. A user may have
different permissions for the department X server than for the
department Y server.

Base DN
The Base DN is the fully distinguished name of the eDirectory or Open
LDAP server and represents the tree or subtree that contains the OU
(Organizational Unit) SV or iRMCgroups. This DN forms the starting
point for LDAP searches.

Groups directory as sub-tree from base DN
Pathname of the OU which as a subtree of Base DN
(Group DN Context) contains the OU SVS.

User Search Context
Starting point for searching Users. A User Search Context rule is
evaluated when searching for iRMC S4 users. It returns a valid LDAP
distinguished name (DN) which serves as the base context for
searching users.

» Click Apply to activate your settings.
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» Configure the iRMC S4-local user groups data in the LDAP User Group
Information group:

The LDAP User Group Information group is only displayed if the option
Standard LDAP Groups with Authorization Settings on iRMC has been
enabled.

LDAP User Group Information

LOAP User Group Name: LDAPusergroup2

User Shell (Text Access) | SMASH CLFP A\

Apply |

Figure 193: Microsoft Active Directory: LDAP User Group Information

For details see section "Standard LDAP groups with authorization settings
on the iRMC S4" on page 295.

» Click Apply to activate your settings.

» Configure the LDAP access data in the Directory Service Access Configuration
group:

Directory Service Access Configuration

LDAP futh Password: [sessssssssssssansass
Corfirm Password:

Principal User ON: [y,

Append Basze OMto Principal User OM:
Bind ON: OU=, DH=
Erhanced User Lagin: [

Apphy | Test LOAFP access I

Figure 194: Novell eDirectory / Open LDAP: Directory Service Access Configuration

LDAP Auth Password
Password the Principal User uses to authenticate themselves on the
LDAP server.

Confirm Password
Repeat the password you entered under LDAP Auth Password.
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Principal User DN

Fully distinguished name, i.e. the full description of the object path

and attributes of the generic iRMC S4 user ID (principal user), under

which the iRMC S4 queries the permissions of the iRMC S4 users

from the LDAP server.

Append Base DN to Principal User DN

If you activate this option, you do not need to specify the Base DN

under Principal User DN. In this event, the Base DN is used that you
specified under Base DN in the Global Directory Service Configuration

group.

Bind DN
Bind DN shows the principal user DN used for LDAP authentication.

Enhanced User Login

Enhanced flexibility when users log in.
CAUTION!

Only activate this option if you are familiar with the LDAP
syntax. If you inadvertently specify and activate an invalid
search filter, users can only log in to the iRMC S4 under a
global login after the Enhanced User Login option has been
deactivated.

Append Base OMto Principal User ON:
Bind ON: OU=, DN=
Enhanced User Login: D

Apply I Test LDAP access I

Figure 195: Enhanced User Login

If you select Enhanced User Login and activate it with Apply, an
additional field User Login Search Filter appears containing the
standard login search filter "(&(objectclass=person)(cn=%s))".

Bind ON: Ol=. DH=
Enhanced User Login:
User Login Search filter: [(&objectolas=personien="%s1)

Apply I Test LDVAP access I

Figure 196: LDAP search filter for “Enhanced User Login”
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At login, the placeholder “%s” is replaced by the associated global
login. You can modify the standard filter by specifying another
attribute in place of “cn=". All global logins are then permitted to log
into the iRMC S4 which meet the criteria of this search filter.

Test LDAP Access
Checks the access data to the LDAP directory server and shows the
LDAP status as the result (see figure 189).

This test only checks the basic access data (“Is the LDAP
server present?”, “Is the user configured?”), but does not fully
authenticate the user.

Directory Service Access Configuration

LOAP Status: LDAP Server invalid
LOAP Auth UserHame: |LDAPuserName

LOAP Auth Password: (sessssssssasasnasnns

Corfirm Fassword:

Apply | Test LDAP access | Reset LDAF Status |

Figure 197: eDirectory / OpenLDAP: Status of the connection to the LDAP server

» Click Reset LDAP Status to reset the status display.
» Click Apply to activate your settings.

» Configure the settings for global email alerting in the Directory Service Email
Alert Configuration group.

Directory Service Email Alert Configuration

LD&F Email Alert Enable:
LOAP Alert Table Refresh: |2 Hours

Apply |

Figure 198: Directory Service Email Alert Configuration

LDAP Email Alert Enable
Enables global email alerting.

LDAP Alert Table Refresh [Hours]
Defines the interval at which the email table is regularly updated (see
the "User Management in ServerView" manual). A value of “0” means
that the table is not updated regularly.

» Click Apply to activate your settings.
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7.15.3 Centralized Authentication Service (CAS)
Configuration - Configuring the CAS Service

E This view is not supported by all PRIMERGY servers with iRMC S4.

SSO is only supported for accessing the iRMC S4 via the web interface.
SSO is not supported for accessing the iRMC S4 via the Remote
Manager (Telnet/SSH).

The Centralized Authentication Service (CAS) Configuration page allows you to
configure the iRMC S4 web interface for CAS-based single sign-on (SSO)
authentication.

The first time a user logs in to an application within the SSO domain of the CAS
service, they are prompted for their credentials by the CAS-specific login
screen. Once they have been successfully authenticated by the CAS service,
the user is granted access to the iIRMC S4 web interface as well as to any other

service within the SSO domain without being prompted for login credentials

again.

S ServerView

PRIMERGY TX140 52

iRMCFDAFSE

(=) System Information

System Dveniew
System Companents

ower Wanagement

ower Consumption

* Sensors

[+ Event Log

{-Semver Management
# Netwoie Settings

# Aleting

=) User Management

ServerView® Remote Management iRMC 54 Web Server

S euisch | * BEZ

Centralized Authentication Service (CAS) Configuration

CAS Generic Configuration

CAS Enabled: []

Enable SELHTTRS
Werify 551 Certificate: [
#ways Display Login Page : [ ]

CAS Network Port: 3470 |
CAS Serv
CAS Login URL: |
£4S Logort URL: [fcasflagout
CAS Validate URL: i.tcasl\tal\dale

Aszign permissions from: | Lecal assigned parmissions v
iRMIC 54 User - .
LDAP Configuration =
cAs pphy

) Consale Redirsction
{-Video Redirection (S)
(] virtual Media

Logout

Refresh

(i) lote: When "Always Display
address of your iIRMC S4in your browser.

play Login Page’ is disabled and the CAS server is unreachable, please manually enter login after the Ip

CAS User Privilege and Permissions

=

Frivilage Lavel: | User

Figure 199: Centralized Authentication Service (CAS) Configuration

Corfigure User Accourts: []
Corfigure iRMC 84 Settings: ]
Viden Redirection Enabled: [_]

Remote Storage Enabled: [ ]

Apphy

Central Authentication Service (CAS) Copyright @ 20056-2007 JA-S1G. All rights resenved
JASIG Central Authentication Service

iRMC S4
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CAS Generic Configuration

The CAS Generic Configuration group allows you to configure CAS access data.

CAS Generic Configuration

CAS Enabled:
Enzble SELHTTPS:
erify S5L Certificate: [ ]
Always Display Login Page 1
CAS Network Port: (3170
CAS Server: (0.0.00
CAS Login URL: |feasflogin
CAS Logout URL: |feasflogout
CAS Validste URL: |feashvalid ate

Assign per missions from:

Fermissions retrieved wia LDAP

Apply |

Figure 200: CAS Generic Configuration

CAS Enabled

Enables SSO using the CAS service that you specify in the
CAS Generic Configuration group.

Enable SSL/HTTPS

All communication between the CAS service and the iRMC S4 is SSL
encrypted.

Verify SSL Certificate
The SSL Certificate of the CAS service is checked against the CA
Certificate.
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Always Display Login Page

If Always Display Login Page is disabled and the CAS service
cannot be reached, type /10gin after the IP address of the
iRMC S4 in your browser’s navigation bar.

Always displays the iRMC S4 login page:

Login required to continue

iRMC 54 Login | CAS Login |

Figure 201: Login page

Login required to continue

UserHame: admin
Fassword: sesss

Secure [SSL)

iRME 54 Login | CAS Login |

Figure 202: Login page - explicit authentication required

This allows users to temporarily login at the iRMC S4 with privileges and
permissions that differ from the authorization profile defined under
CAS User Privilege and Permissions (see page 315).

A user may, for instance, currently be logged in to the CAS service under
a user ID with the User privilege and now wants to perform an action
requiring the Administrator privilege. The user can temporarily login at the
iRMC S4 under a user ID with the required privileges. However, the user
cannot switch between both user IDs.

The buttons iRMC Login and CAS Login work as follows:

iRMC S4 Login
Logs the user in to the iRMC S4 web interface with the values
specified for User name and Password. The CAS service is
bypassed.
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CAS Login
Logs the user in to the iRMC S4 web interface via SSO:

— If the user has not been authenticated by the CAS service yet:
The user is redirected to the CAS service for authentication
with the specified values for User name and Password.

— Ifthe user has already been authenticated by the CAS service:
The user is logged in at the iRMC S4 without being prompted
for username and password.

CAS Network Port
Port of the CAS service.
Default port number: 3170

CAS Server
DNS name of the CAS service.

Itis absolutely necessary that all systems participating in the SSO
domain reference the Central Management Station (CMS) via the
same addressing representation. (An SSO Domain comprises all
systems where authentication is performed using the same CAS
service.) Thus, for example, if you have installed the ServerView
Operations Manager by using the name "my-cms.my-domain®,
you must specify exactly the same name for configuring the CAS
service for an iRMC S4. If, instead, you specify only "my-cms" or
another IP address of my-cms, SSO will not be enabled between
the two systems.

CAS LoginURL
Login URL of the CAS service.

CAS Logout URL
Logout URL of the CAS service.

CAS Validate URL
Validate URL of the CAS service.

Assign permissions from
Defines the iRMC S4 privilege and permissions for users who are logged
in to the iRMC S4 via SSO:

Local assigned permissions
The privilege and permissions defined under CAS User Privileg and
Permissions apply to the user.
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Permissions retrieved via LDAP
The authorization profile defined in the LDAP directory service
applies to the user.

The Permissions retrieved via LDAP option is only available, if LDAP
is enabled (see option "LDAP Enabled" on page 293).

CAS User Privilege and Permissions

The CAS User Privilege and Permissions group allows you to define the iRMC S4
privileges and permissions a user is granted if they are logged in at the iRMC
S4 via SSO.

The CAS User Privilege and Permissions group is not displayed if you have
selected Permissions retrieved via LDAP under Permissions assigned from in
the CAS Generic Configuration group.

CAS User Privilege and Permissions

Privilege Lewel: | User e

Configure User Accournts: I:‘
Corfigure iRMC 54 Settings: [
“ideo Redirection Enabled: I:‘
Remaote Storage Enabled: D

Apply |

Figure 203: CAS User Privilege and Permissions

Privilege
Assign a privilege group to the user here:

— User

— Operator

— Administrator
- OEM

Refer to section "User permissions" on page 62 for information on the
permissions associated with the privilege groups.

In addition to the IPMI specific permissions, you can also individually assign
users the following channel-independent permissions:

Configure User Accounts
Permission to configure local user access data.
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Configure iRMC S4 Settings
Permission to configure the iRMC S4 settings.

Video Redirection Enabled
Permission to use Advanced Video Redirection (AVR) in “View Only” and

“Full Control” mode.

Remote Storage Enabled
Permission to use the Virtual Media functionality.
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7.16 Console Redirection - Redirecting the
console

The following pages are available for console redirection:

"BIOS Text Console - Configure and start text console redirection" on
page 317.

"Advanced Video Redirection - Start Advanced Video Redirection (AVR)" on
page 322.

7.16.1 BIOS Text Console -
Configure and start text console redirection

The BIOS Text Console page allows you to configure and start text console
redirection.

Text console redirection can also be configured in the BIOS (see section
"Configuring text console redirection for the iRMC S4" on page 49).

S ServerView

PRIMERGY RX300 S8 ServerVfiew® Remote Management iRMC 54 Web Server [ peutsch | ® HE

BIOS Text Console

BIOS Console Redirection Options

System Information
BIOS

iRMC 54

Paower Management

Console Redirection Enabled * W

Serial Port Baudrate: [2600
Power Consumption

Sensors Serizl Port Flow Cortral: [Hane =

EventLog Terminal Emulation: [VT100+ =]
Sener Management

Nefnork Setings Serial 1 Multiplexer ISvstem B

Alerting

User Management ApRly

(= Cansole Redirection
L. BIDS Ted Conssle (i) Mote: The Operating System can provide Text Consols acesss independand fram BIOS settings.
i Video Redirection (i) Note: Text Cansole Input is anly passible i the sarial multipleser Is anitched ta the IRMC 54
Video Redirection (J0S)
Virtual Madia

Lagout

Refresh

Figure 204: BIOS Text Console page
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7.16.1.1 BIOS Console Redirection Options -
Configure text console redirection

BIOS Console Redirection Options allows you to configure text console redirection.

BIOS Console Redirection Options

Console Redirection Enabled 1: |7

Serial Port Baudrate: | 0600 =]
Serial Port Flows Control: | Hone ;I
Terminal Ernulation: | WT100+ ;I
Serial 1 Multiplexer: I Swystem ;I

Apply |

Figure 205: BIOS Text Console page - BIOS Console Redirection Options

Console Redirection Enabled
This option allows you to enable / disable console redirection.
The operating system can also permit text console redirection
irrespective of the settings in the BIOS.

Serial Port Baudrate

The following baud rates can be set: 1200, 2400, 4800, 9600, 19200,
38400, 57600, 115200.

Serial Port Flow Control
The following settings are possible:

None
Flow control is disabled.

XON/XOFF (Software)
Flow control is handled by the software.

CTS/RTS (Hardware)
Flow control is handled by the hardware.

Terminal Emulation
The following terminal emulations are available:

VT100 7Bit, VT100 8Bit, PC-ANSI 7Bit, PC-ANSI 8 Bit, VT100+, VI-UTF§
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Serial 1 Multiplexer
Check the consistency of the multiplexer settings:

— Serial: System
— LAN:iRMC S4

» Click Apply to activate your settings.
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7.16.1.2 Text console redirection while the operating system is running

Depending on the operating system used on the managed server, you can
continue to use console redirection after the BIOS / UEFI POST phase.

DOS
Condition:

The BIOS setting for console redirection mode must be set to Enhanced
(see the section "BIOS Text Console - Configure and start text console
redirection”" on page 317).

If the managed server starts the PRIMERGY ServerView Suite diagnosis
software, you can operate PRIMERGY ServerView Suite diagnosis using
console redirection.

Windows Server 2008 / 2012

Windows Server 2008 /2012 handles console redirection automatically after the
POST phase. No further settings are necessary. While the operating system is
booting, the Windows Server 2008 SAC console / Windows Server 2012 SAC
console is transferred:

S8 140.100.100.231 R%300-58-1 [SP 140.100.100.231:23

Conputer is booting. SAC started and initialized.

Uze the =?" command for information about using channels.
Uze the "?7" command for general help.

SAC>
EUVENT : The CHD command is now available.
SAc>l

Figure 206: Windows Server SAC console

Linux

You must configure a Linux operating system in such a way that it handles
console redirection after the POST phase. Once it has been configured, you
have complete remote access.
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Settings required
The settings may differ between program versions.

SuSe and RedHat
Add the following line to the end of the file /etc/inittab:

xx:12345:respawn:/sbin/agetty <baud-rate> ttySO

RedHat
Insert the following kernel boot parameter in the file /etc/grub.conf:

console=ttyS0,<baud-rate> console=tty0

SuSE
Insert the following kernel boot parameter in the file /boot/grub/menu.lst:

console=ttyS0,<baud-rate> console=tty0
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7.16.2 Advanced Video Redirection -
Start Advanced Video Redirection (AVR)

The Advanced Video Redirection page allows you to start graphical console
redirection. The “Advanced Video Redirection” feature redirects graphical
output from the managed server to the remote workstation and assigns
keyboard and mouse input from the remote workstation to the managed server
so that you can access the managed server from the remote workstation as if
you were working locally.

AVR can be used by two users simultaneously. One user has full control over
the server (full-control mode) and the other can only passively observe
keyboard and mouse operation of the server (view-only mode).

In order to use the iIRMC S4 function Advanced Video Redirection, you
require a license key (see section "IRMC S4 Information - Information on
the iRMC S4" on page 174).

The AVR functionality is made available with a Java applet.

E Important note:

Java caching must not be disabled. Otherwise AVR cannot be started.
(Java caching is enabled per default).

ServerView Usersdmin  Lopout  FUJITSU.
PRIMERGY TX140 82 FURTSU Sarvaryiws IRMC 34 WWeb Sarver [ Deutech ° BkE
Advanced Video Redirection

Video Redirection Options

Defautt Mouss Mods: | A
Loca1 Monitor 07 Controd: | £

AVRTitE

st

) ote: 2 o2 i o7 2 Adiencad Video Redifection sessians a7 Gurienth aciie.

Figure 207: Advanced Video Redirection page
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Creating an ASR screenshot
The ASR Screenshot page allows you to

— take a screenshot of the current VGA screen on the managed server (video
screenshot) and store it in the firmware of the iRMC S4,

— view the screenshot stored in the iRMC S4 firmware,

— delete the screenshot stored in the iRMC S4 firmware,

Screenshot

View Sereenshot I Freview Screenzhot I hdake Screenshot I Dalate Screenshot |

Figure 208: Creating an video screenshot

A video screenshot is automatically created in case of a SEL entry for
"OS critical stop".

A maximum of one video screenshot is stored in the firmware of the
iRMC S4, namely the most recently created screenshot.

The following actions are available by clicking on one of the buttons displayed:

View Screenshot
(This only appears if a video screenshot has been stored.)
The screenshot is shown in a separate browser window.

Preview Screenshot
(This only appears if a video screenshot has been stored.)
A thumbnail of the screenshot is shown in the ASR Screenshot group.

Make Screenshot
Takes a new video screenshot.

Delete Screenshot
(This only appears if a video screenshot has been stored.)
The video screenshot stored in the iIRMC S4 firmware is deleted after you
have confirmed that you wish to do so.
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AVR Active Session Table - Show current AVR sessions

The AVR Active Session Table lists the currently active AVR sessions. If no AVR
session is currently active then the AVR Active Session Table is not displayed.

If two AVR Sessions are currently active, a Disconnect button is displayed for
each Session.

AVE Active Session Table
IF User User User Session  Session
Address Name Id Typee Typee Frivilege
102 162.0.175  admin 2 BMC User AR OEM Disconnect I
1921680175 userl 3 BMC User AR OEM Disconnect I

Figure 209: AVR Active Session Table - (two active AVR sessions)

Disconnect
If you click Disconnect, a confirmation dialog box appears in which you
can close the AVR session to the left of the button.

You can only close AVR sessions of other users with the
Disconnect button. To close your own session, choose Exit from the
Extras menu in the AVR window (see page 92).

324 iRMC S4



Console Redirection - Redirecting the console

Video Redirection Options
m This function is not supported for all PRIMERGY servers.

The Video Redirection Options group allows you to specify various options that
apply for the duration of the AVR session.

Video Redirection Options

Default Mouse Mode: | Absolute Mouse Mode vl
Disable USE Port during AvR: |None vl

Local Monitor Off Control: | Disabled =1

AR Title 1 I%USER%@%BMC_NAME%
Current AR Title: admin@iRMCAZFAG2

| Apply |

Figure 210: Video Redirection Options

Default Mouse Mode
Defines the default mouse mode (Absolute Mouse Mode, Relative Mouse
Mode, or Other Mouse Mode).

Depending on the server operating system, you must make the following
settings:

—  Windows: Absolute mouse mode, Hide mouse mode (Relative) or Relative
mouse mode

— Linux: Absolute mouse mode, Hide mouse mode (Relative) Or Relative
mouse mode.

[I| Default setting: Absolute mouse mode

Disable USB Port during AVR
Defines which USB ports are to be disabled on the managed server for
the duration of the AVR session:

None

No USB port will be disabled.

Front USB
Only the USB port on the front of the server will be disabled.

Rear USB
Only the USB port on the back of the server will be disabled.
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Disable All
All USB ports of the server will be disabled.

Local Monitor Off Control

The current status of the local monitor is indicated the AVR Video
menu and displayed via the second icon from the right in the AVR
Tool bar (see section "AVR Tool bar" on page 110

Enables / disables the Local Monitor Off Control function of the iRMC S4.

Enabled
Enables the Local Monitor Off Control function. In full-access mode
of an AVR session, you can switch the local monitor of the server
on and off from the remote workstation.

Disabled
Disables the Local Monitor Off Control function, i.e. the local
monitor is always switched on and cannot be switched off.

Automatic Off when AVR is started

This option only takes effect if the Local Monitor Off Control
function is enabled.

If you enable the Automatic Off when AVR is started option, the local
monitor is automatically switched off for the duration of the

session when an AVR session is started. After the AVR session is
closed, the local monitor is automatically switched on again if no
concurrent session with enabled Local Monitor Off control is active.

Parallel AVR sessions:

Even if you switch on the local monitor during your AVR
session, the local monitor is automatically switched off
again if a new, concurrent AVR session is started.

The local monitor is switched on again automatically when
all AVR sessions have been closed.

326

iRMC S4



Console Redirection - Redirecting the console

AVR Title
Title of your choice which will be displayed in the AVR title bar.

E The following predefined variables can be used in the AVR title:

%USER%, %BMC,_NAME%, %BMC_IP%, %CHASSIS_TYPEZ%,
%SYSTEM_TYPEZ, %SYSTEM_SERIAL%, %SYSTEM_NAMEZ%,
%SYSTEM_IP%, %SYSTEM_0S%, %ASSET_TAG%

Current AVR Title
Displays the AVR title which will be displayed in the AVR title bar.

» Click Apply to activate your settings.
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Video Redirection - Starting AVR
You start AVR under Video Redirection.

Video Redirection

Wideo Redirection

Stant Video Redirection (Jawva WWeb-Start) |

Figure 211: Advanced Video Redirection page - Local Monitor

» Click Start Video Redirection (Java Web-Start) to start a se

The Java applet for Advanced Video Redirection is star

cond AVR session.
ted.

For details on the AVR window, see chapter "Advanced Video

Redirection (AVR)" on page 79.

The two active AVR sessions are shown as follows on the Advanced Video

Redirection page:

ServerView Usersamin  Logout  FUIITSU

PRIMERGY TX140 52

FUSTSU SSMVarvisns IRIAC $4 WWeD Sarver

= psutscn  * BERR
Advanced Video Redirection

P User Ussr  User  assion  Ssssion

Logrscs  Mame i Typa  Typs  Priviege
1921680108 | aomin | 2 | BMCUser| AVR | OEM Dissonnect
1921650105 20MR 2 BMCLser AVR | OEM Disconnect

Detauit Mouss Mods:
Local Monftor Of Contr

AVR Trbia
Currant AVR Tits: 2

B |

i) M= The Dikowing perameter are supponied
3LUSER: %BMC_NAMER HENC_P5 %CHASSIS_ TYPER %5STEM_TYRER H5YSTEM_SERIALY %SYSTEM_NAME
LASSET TAGh

) cte: 2 02 maximin of 2 Agvanced Vided Fedirection sessions are currently acthe

Figure 212: AVR window with two active AVR sessions

e %SYSTEM_P% %SYSTEM _O5%
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Disconnect
If you click Disconnect, a confirmation dialog box appears in which you
can close the AVR session to the left of the button.

You can only close AVR sessions of other users with the
Disconnect button. To close your own session, choose Exit from the
Extras menu in the AVR window (see page 92).

The following window appears if the managed server is powered down:

- JViewer - admin@ms123irmc - 0 fps

Video HKeyboard Mouse Options Media Power Active Users Help

Ux000eeed, 150 O]

LALT| |LCTRL |RALT RCTRL (Nur |Caps |Scroll

Figure 213: AVR window when the server is powered down
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7.17 Virtual Media

The Virtual Media feature provides the managed server with a “virtual” drive
which is physically located elsewhere in the network. The source for the virtual
drive can be a physical drive (floppy, disk drive, CD-ROM/DVD-ROM) or an ISO
image (image file).

In order to use the iRMC S4 function Virtual Media, you require a license
key (see page 176).

You can make the virtual media available as a physical drive or image file at the
remote workstation (see page 114). The image file may also be a network drive
(with drive letter, e.g. “D:” for drive D):

The Virtual Media link contains links to the following pages:
"Virtual Media Options - Configuring virtual media options" on page 331.
"Remote Image Mount - connecting remote 1ISO images" on page 333.

This link is only displayed if Remote Image Mount support has been
enabled in the Virtual Media page.
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7.17.1 Virtual Media Options - Configuring virtual media
options

The Virtual Media Options page allows you to configure the options for the virtual

media provided via the iRMC S4.

S ServerView

PRIMERGY RX300 58

=l System Information
: . Gystem Oiwe niew
- System Components
Network Inventon
BlOs
iRMC 54
Power kanagemeant
Power Consumption
Sensars
Event Log
~Sener Management
Metwod Settings
Alerting
User Management
Console Redirection
Wideo Redirection (JurS)

ServerViews Remote Management iRMC S4Web Server [ pautsch | ® HbE

Yirtual Media Options

Virtual Media Options

USE Aftach Mode: | Always Attach =

Humber of Floppy Devices:

2
Nurber of CO/OVD Devices: [2
2

Number of Harddisk Devices:
Enable Baot Ones Support: [
Enable Remote Image Mount: [~
Enable 50 Card Support: W

AppIY

Fiy Hote: If you change any of these settings all remote storage services will be restarted and connected devices will be
disconnected!

= virtual Media
L. Media Options

Logaut

Refresh

[ ’_’_’_,_,_,_‘9 Internet | Probected Made: On
Figure 214: Virtual Media Options page

Chov R0 - g

USB Attach Mode
attach mode of the virtual media.

The following modes are offered for selection:

Always Attach
The virtual media is always attached to the server.

Auto Attach
The virtual media is attached to the server only when a virtual
media session is started.

Number of Floppy Devices
Maximum number of Floppy devices that may be used in a Virtual Media
session. 0 to 4 Floppy devices can be configured. Default: 0.

Number of CD/DVD Devices
Maximum number of CD/DVD devices that may be used in a Virtual
Media session. 0 to 4 four CD/DVD devices can be configured. Default: 2.
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Number of Harddisk Devices
Maximum number of hard disk devices that may be used in a Virtual
Media session. 0 to 4 four hard disk devices can be configured.
Default: 1.

Enable Remote Image Mount
Enables / disables the Remote Image Mount, which makes it possible to
host CD/DVD, Floppy, and hard disk ISO images on a server in the
network.

Activating the Enable Remote Image Mount option displays the additional
Remote Image Mount link under Virtual Media in the navigation area.
Clicking the Remote Image Mount link opens the Remote Image Mount page
which contains the panels for configuring the Image Options of the
corresponding image type (see page 333).

» Click Apply to activate your settings.
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7.17.2 Remote Image Mount - connecting remote ISO
images

The Remote Image Mount function makes available to the managed server
CD/DVD, Floppy, and hard disk ISO images that host on a server in the network.

The Remote Image Mount page contains the groups for configuring the Image
Options of the corresponding image type (CD/DVD, Floppy, and hard disk ISO

images).

S ServerView

PRIMERGY RX300 S8

System Infarmation
BIOS
RMC 54
Pamer Management
Power Consumption
Sensors
Ewent Log
~Senver Management
Hetuate Settings
Alerting
User Managemeant
Console Redirection
~Video Redirection ChS)
(=) virtual Media
i Remote Image dount
L Media Options

Logout

Refresh

Serverview& Remote Management iRMC S4 Web Server

Remote Image Moun

Remote CD/DVD Image Options

Share Type
Searver

Share Name
Image Name
UserName
Password
Corfirm Password

Darnain

CIFS/SMB Common Intemet File System = |

Apply

Connect Restart Senvice

(i) Note: Please make sure that the selacted image is not in use by another process an the host

Remote Floppy Image Options

Share Type

Sarver
Share Name
Image Name

UserName
Password
Corfirm Password

Darnain

CIFS/SMB Common Intemet File System |

ApplY

Connact Rastart Service

(i) Mote: Plaase make sure that the szlected imags is not in use by another prosess on the host

Remote Hard Disk

Image Options

Share Type
Server

Share Name
Image Name
UserName
Password
Corfirm Password

Damain

CIFS/SMB Common Intemet File System = |

Apply

| Connact Rastart Service

(i) Note: Please make sure that the selested image is not in use by anather prosess an the host

Figure 215: Remote Image Mount page
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Remote CD/DVD Image Options / Remote Floppy Image Options / Remote
Hard Disk Image Options

These groups each allow you to configure the options for mounting the remote
images of the corresponding type and to establish / clear the connect to the
remote image. Additionally, you can restart the Remote Image Mount service
(e.g.in case of a failure).

Share Type
Share type of the network share where the ISO images are located.

The following modes are offered for selection:

CIFS/SMB Common Interface File System
Share type of the network share is CIFS SMB (Common Interface
File System).

NFS Network File System
The virtual media is attached to the server only when a virtual
media session is started.

Server
IP address or DNS name of the server hosting the remote images
(remote image server for short).

Share Name
Name of the network share the remote image server belongs to.

Image Name
Name of / path to the remote image.

User Name
User name required for accessing the network share.

Password
Enter the password for the user.

Confirm Password
Reenter the password for confirmation.

Domain
Domain of the user.

Apply
Activates your settings.

Connect
Connects the remote image to the managed server.
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Disconnect
Clears the remote image connection.

Restart Service
Restarts the Remote Image Mount service (e.g. in case of a failure).
Connecting the remote image to the managed server

Suppose you have configured the Remote CD/DVD Image Options as follows:

Remote CDDVD Image Options

Share Type: | CIFS/SMB Commaon Internet File System W
Server: 1111141111
Share Name: |abo
Im=ge Hame: | Projects\mage iso
User Mame: |Userl
Fasswiord: | sasssssas
Corfirm Password: |(sssssses

Dormain: [COG

Apphy I Connect I Restart Senvice I

Figure 216: Remote CD/DVD Image Options are configured

To connect to the remote image to the managed server, proceed as follows:
» Click Apply to activate your settings.
» Click Connect.

The Remote CD/DVD Image Options group is shown as follows, indicating that
the remote image is now connected to the managed server:
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Remote CD/DVD Image Options

Share Type:
Server:

Share Name:
Imzage Name:

User Hame:
FPasswiord:
Corfirm Password:

Dormain:

11141111 11

abe

Frojects'rage iso

User 1

SEply

|| Disconnect

Hestant semvice I

Figure 217: Remote CD/DVD Image Options

» To clear the connection to the remote image, click Disconnect.

» To restart the Remote Image Mount service (e.g. in case of a failure), click

Restart Service.
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7.18 Lifecycle Management

The embedded Lifecycle Management functionality (eLCM) of the iRMC S4
allows you to configure and perform lifecycle management of a PRIMERGY
server with a few mouse clicks centrally from the iRMC S4 web interface without
the need of handling physical devices.

eLCM provided by the iRMC S4 comprises the following functions:
— eLCM update management
— eLCM image management
— eLCM health management

To use the eLCM functionality, you need a valid eLCM license key which

m is purchased together with the iRMC S4 SD card. The SD card is used
as the iRMC S4-related non-volatile mass data storage and is mounted
in the iRMC S4-internal Linux file system. From the server side, files on
the IRMC S4 SD card may be read and written through the PCle interface
via HTI (High-speed Transfer Protocol). In particular, communication
between the iIRMC S4 and the ServerView Agentless Service occurs via
HTI.

The Lifecycle Management link contains links to the following pages:

— "Update Settings - Configuring general eLCM update settings" on page 338.
— "Online Update - Configuring the eLCM online update" on page 339.

— "Offline Update - Configuring the eLCM offline update" on page 344.

— "Custom Image - Handling custom images" on page 350.

— "PrimeCollect - Health management" on page 354.

The iRMC S4 supports an SD card for non-volatile mass data storage. The SD
card is mounted in the IRMC S4-internal Linux file system. From the server side,
files on the iIRMC S4 SD card may be read and written through the PCle
interface via HTI.

In order to use the iIRMC S4 function Lifecycle Management, you require a
license key (see page 176).
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7.18.1 Update Settings - Configuring general eLCM
update settings

The Update Settings page allows you to configure the options for the eLCM
update repository.

ServerView

PRIMERGY RX100 S8 FUNTSU ServerViews iRMC S4 Web Server [ pautsch || * Bk

Commen Update Settings

System Infarmation Common Update Settings
BIOS
iRMC 54 Repository Location : fujitsu 4
Fower Management
Pawer Consumption Use Proxy: [
Sensors
EventLog Apply Settings | Default Repositary Test Repositary Connaction

Server b, it
Hetwark Settings (1) NOTE: Curment Praxy Settings (prosy pdb tsc.nete1) can be modified undar Prosy Settings in Natwerk Settings.
 Aletting

User Management

Console Redirsction
Video Redirection (JWS)

Virtual Media

=l Lifecycle Management
L Common Setings

Online Update

Offline Update

Custom Image
\ PrimeCallact

Logout

Refrash

Figure 218: Common Update Settings page

Repository Location
URL of the update repository used for the eLCM update.
Default: https://support.ts.fujitsu.com

Use Proxy

Specifies whether a proxy server should be used. The proxy settings can
be configured / changed in the Nerwork Settings -Proxy Settings page (see
page 261).

Apply Settings
Applies your settings.

Default Repository
Repository location is set to default (htps://support.ts.fujitsu.com).

Test Repository Connection
Tests the connection to the repository.
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7.18.2 Online Update - Configuring the eLCM online
update

The Online Update page allows you to update BIOS and controller firmware while
the server operating system is running. On Windows systems, it is also possible
to update drivers supported by PSPs (PRIMERGY Support Packages, see the
manual "Local System Update for PRIMERGY Server" for details).

ServerView User admin | Logout FU]T'rSlJ
PRIMERGY RX300 58 FUJITSU ServerView® iRMC 54 Web Server ™| peutseh | * EHF=
e ——
nsors =
eniiing A Online Update
erver
etwork Settings Online Update
[ Alerting - .
[ User Management Update Chack:
(¥ Console Redirection Start Update Process:
i-Video Redirection {JWS)
Activate
- Update Settings
P o Online Update Logs
i Online Update
i.. Offline Updat
i Bk s (i) There is no any log file to save.
i Custom Image
L. PrimeCollect

Logout

Refresh J) Mote: Repository Location can be modified under Update Settings
efrest

W

< >

Figure 219: Online Update page

Starting an online update always comprises the following steps:
1. Performing the update check.
2. Starting the online update process.

Both steps, which are described in detail below, can be executed manually or
scheduled.

Full online update functionality is only available if the ServerView
Agentless Service is running on the server operating system. Otherwise,
only iRMC S4 and/or BIOS firmware can be updated. The
System Information group in the System Overview page informs you whether
the ServerView Agentless service is available (see page 139).

The ServerView Agentless Service provides driver and firmware
inventory data and finally installs the component driver and firmware
updates on the managed server while the system is up and running.
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For a more detailed description, see the manual "ServerView embedded
Lifecycle Management (eLCM)"

Online Update - Configuring and starting the online update

The Online Update group allows you to configure and start both the update check
and the online update itself.

m Update settings cannot be changed while an update is being executed.

Online Update

Start Update Process:

Activate |

Figure 220: Online Update page - Online Update group

Update Check
Here you configure whether clicking Activate will start the update check
immediately, at a fixed date, or periodically.

immediate
Starts the update check immediately.

daily
Starts the update check once a day at the specified time.

weekly
Starts the update check once a week at the specified day and
time.

monthly
Starts the update check once a month at the specified day and
time.

yearly
Starts the update check once a year at the specified date and
time.

once only
Starts the update check at the specified date and time.
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never
Never starts the update check.

Once the update check process has successfully completed, the
Available Updates list is displayed in the Online Update group. There, you
can select/deselect the components which you want to be updated.

E Updates displayed with Severiry "essential" cannot be deselected.

Online Update

Available Updates

Select| Status Category Component | Current Version | New Version Severity | Reboot Required |  Motes

Mot started SystemBoard D2928-AX3005E | V4654 R1.7.0 |V4.65.4 R1.13.0 | recommended yes Show

| Mot sterted Tools PrimeUp 0.0.0 1.17.02 essential ne Show

| Met started | Prim SupportPack-Win FSC_SCAN 0.0.00 8.17.00.00 essentisl no Show
Start Update Process:

Activate |
Figure 221: Online Update group - update check performed

Start Update Process

Here you configure whether clicking Activate will start the update process
immediately, at a fixed date, or periodically.

immediate
Starts the update process immediately.

after check

Automatically starts an update process that directly follows an
(immediately) initiated update check.

auto
Automatically starts the update process directly following a
scheduled update check.
daily
Starts the update process once a day at the specified time.
weekly
Starts the update process once a week at the specified day and
time.
monthly
Starts the update process once a month at the specified day and
time.
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yearly
Starts the update process once a year at the specified date and
time.

once only
Starts the update process at the specified date and time.

never
Never starts the update process.

Activate
Starts an update check and/or the online update according to the
settings configured under Update Check and Start Update Process:

Update Start Update | Resulting behavior
Check Process
immediate after check Update check is started immediately, Subsequently,

update process is automatically started. All available
update components are installed. No user
interaction.

scheduled’ auto Scheduled update check. All available update
components are installed. No user interaction.

immediate never Update check is started immediately, Update process
is not started automatically.

scheduled’ never Scheduled update checks none of which is followed
by an automatically started update process.

never immediate Based on the result of a separately performed update
check, the update process is started immediately.
This allows you to explicitly select/deselect one or
more of the components offered for selection by the
former update check before starting the update
process.

never scheduled’ Based on the result of a separately performed update
check, the update process is started immediately.
This allows you to explicitly select/deselect one or
more of the components offered for selection by the
former update check before starting the update
process.

Table 9: Online update settings
1 daily, weekly, monthly, yearly, once only

Cancel
Cancels the update check.
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Online Update Logs

The Online Update Logs group informs you if a log file of the online update is
available, and, if this applies, allows you to store the log file.

Online Update Logs

y There is no any log file to save.

Figure 222: Online Update page - Online Update Logs

Save
Opens a confirmation dialog which offers to store the log file. The Save
button is disabled if no log file is available.
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7.18.3 Offline Update - Configuring the eLCM offline
update

The Offline Update page allows you to update system components like network
or storage controller firmware on the managed server. Additionally, you can
install BIOS and iRMC S4 firmware updates.

An offline update is the method of choice if no Agentless Service is running on
the managed server, or if the Agentless Service does not support the server
operating system. The System Information group in the System Overview page
informs you whether the ServerView Agentless Service is available on the
server (see page 139).

ServerView User: admin | Logout ru]?'rsu

PRIMERGY RX300 58 FUJITSU ServerView® iRMC 54 Web Server B poytsch | @ A= |

= Metwork Settings A Offline Update

i i~ Ethemet

Ports and Services Offiine Update
Froxy Settings

i - Dns Prepare Offline Update:
e SHMP Start Update Process.
& Alerting
[ User Mansgement Include BIOS and iAMG Firmware Updates
# Conscle
i..Video Rediredion (JWS) Activate j
[* Virtusl Medis
= Lifecydle Mansgement Offiine Update Logs

i Update Settings

i Online Update (1) There iz no any log file to save

L. Offline Update

i Custom Image

i PrimeCollect -

Logout (1) Note: Repository Locstion can be modified under Update Setfings
(1) Mote: Start Update Process will cause system reboot

Refresh
v

< >

Figure 223: Offline Update page

. | Roughly speaking, the offline update comprises the following steps
which are processed automatically:

1. The iRMC S4 downloads all necessary files (in particular the eLCM
offline update manager, which is a slim version of the ServerView
Update Manager Express) and the local update repository onto the
iRMC S4 SD card.

2. The iRMC S4 creates a bootable CD ROM image from these
components and mounts it as a virtual CD ROM device.
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3. The iRMC S4 shuts down the managed server and reboots the
system from the mounted CD ROM device.

4. The eLCM offline update manager, which is a slim version of the
ServerView Update Manager Express, installs the firmware updates.

For a more detailed description, see the manual "ServerView embedded
Lifecycle Management (eLCM)".

Starting an offline update always comprises the following steps:

1. Preparing the offline update.

2. Starting the offline update process.

Both steps, which are described in detail below, can be executed manually or
scheduled.

Offline Update - preparing and starting the offline update

The Offline Update group allows you to prepare and start the offline update
process.

m Update settings cannot be changed while an update is being executed.

Offline Update

Prepare Offline Update: | immediate

Start Update Process: | never Vl

Include BICS and iRMC Firmware Updates

Activate

Figure 224: Offline Update page - Offline Update group
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Prepare Offline Update
Prepares the offline update.

Preparing the offline update includes the following activities which
are automatically performed by the iRMC S4:

— Downloading from the latest firmware update packages for
system components, iRMC S4 firmware and BIOS to the
iRMC S4.

— Creating a system-specific local copy of the Update-DVD.iso.
Only components specific for the managed server are
regarded.

Here you configure whether clicking Activate will start preparing the
offline update process immediately, automatically at a fixed date, or
periodically.

immediate
Prepares the update immediately.

daily
Prepares the update once a day at the specified time.

weekly
Prepares the update once a week at the specified day and time.

monthly
Prepares the update process once a month at the specified day
and time.

yearly
Prepares the update once a year at the specified date and time.

once only
Prepares the update at the specified date and time.

never
Never starts the update process.

Start Update Process
Here you configure whether clicking Activate will start the update check
immediately, automatically at a fixed date, or periodically.

immediate
Starts the update process immediately.
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after preparation
Automatically starts an update process that directly follows an
(immediately) initiated update preparation.

auto
Automatically starts an update process directly following a
scheduled update preparation.
daily
Starts the update process once a day at the specified time.
weekly
Starts the update process once a week at the specified day and
time.
monthly
Starts the update process once a month at the specified day and
time.
yearly
Starts the update process once a year at the specified date and
time.
once only

Starts the update process at the specified date and time.

never
Never starts the update process.

Include BIOS and iRMC Firmware Updates

This option affects only the update process, but not the update
preparation.

If this option is selected, the offline update also updates BIOS and
iRMC S4 firmware.
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Activate

Starts an update check and/or the offline update according to the
settings configured under Prepare Offline Update and Start Update Process:

Prepare
Offline update

Start Update
Process’

Resulting behavior

immediate

never

Preparing the offline update is started immediately,
Update process is not started automatically.

immediate

after
preparation

Preparing the offline update is started immediately,
Subsequently, update process is automatically
started. No user interaction.

scheduled?

never

Scheduled preparation of the offline update is
started immediately, Update process is not started
automatically.

scheduled?

auto

Scheduled preparation of the update in
combination with subsequently started update
process. All available update components are
installed. No user interaction.

never

immediate

The update process is started immediately. This
requires that an update iso-image made available
by a former update preparation is already available
on the iRMC S4.

never

scheduled?

The update process is started in a scheduled
manner. This requires that an update iso-image
made available by a former update preparation is
already available on the iRMC S4.

Table 10: Offline update settings

1 After update process is started, the managed server is shut down. The eLCM Offline
Update Manager is started and performs the update.
2 daily, weekly, monthly, yearly, once only

Cancel

Cancels preparing / executing the offline update. Cancel only works as
long as the download has not started. Once the download is started, the
Cancel button is disabled.
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Offline Update Logs

The Offline Update Logs group informs you if a log file related to the offline update
is available, and, if this applies, allows you to store the log file.

Offline Update Logs

y There is no any log file to save.

Figure 225: Online Update page - Online Update Logs

Save
Opens a confirmation dialog which offers to store the log file. The Save
button is disabled if no log file is available.
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7.18.4 Custom Image - Handling custom images

The Custom Image page allows you to specify a URL from which you can
download ISO images onto the iRMC S4 SD card. The download itself can be
initiated manually or scheduled by a timer. The downloaded images are
subsequently displayed for selection.

ServerView

ITSU ServerView® iRMC 54 Web Server

System Information Custom Image
BIOS
iRMC 54 Custom Image URL: [

Pawer Management L
Image Description: |
Fower Consumption

Sensors Use Proxy: [
Event Log
Server Management Download Custom Image: |immediate «
Netwotk Settings
Alerting Execute Custom Image: | newer -
User hanagement
Console Redirection Activate I Cancel Dalete Selected Image Unmount Selected Image

Wideo Redirection (JS)
virtual Media Custom Image Logs
= Lifecyele Management

i Update Settings (1) There is no any log file to save.
- Online Update
Offline Update p—
Custom Image
PrimeCollact

(1) Note: Activating Execute Custem Image will sause s system rebost!

Logout

Refresh

Figure 226: Custom Image page

Custom Image URL
Here you can specify the URL from which ISO images should be
downloaded onto the iRMC S4.

Image Description
Here you can enter a textual description of the image.
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Download Custom Image
Here you configure whether clicking Activate will start downloading the
custom image immediately, automatically at a fixed date, or periodically.

immediate
Downloads the custom image immediately.

daily
Downloads the custom image once a day at the specified time.

weekly
Downloads the custom image once a week at the specified day
and time.

monthly
Downloads the custom image once a month at the specified day
and time.

yearly
Downloads the custom image once a year at the specified date
and time.

once only
Downloads the custom image at the specified date and time.

never
Never downloads the custom image.

Execute Custom Image
Here you configure whether clicking Activate will start activating the
custom image immediately, automatically at a fixed date, or periodically.

immediate
Executes the custom image immediately.

after download
Automatically executes the custom image automatically after an
(immediately) initiated download.

auto
Automatically executes the custom image directly after a
scheduled download.

daily
Executes the custom image once a day at the specified time.
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weekly
Executes the custom image once a week at the specified day and
time.

monthly
Executes the custom image once a month at the specified day and
time.

yearly
Executes the custom image once a year at the specified date and
time.

once only
Executes the custom image at the specified date and time.

never
Never executes the custom image.

Activate
Starts the download and/or the execution of the selected custom image
according to the settings configured under Download Custom Image and
Execute Custom Image:

Download Execute Resulting behavior
Custom Image | Custom Image

immediate never Download of the custom image is started
immediately. Custom image is not executed
automatically.

scheduled’ never Scheduled download of the custom image is
enabled immediately. Custom image is not
executed automatically.

immediate after download | Download of the custom image is started
immediately. Subsequently, execution of the
custom image is automatically started. No user
interaction.

scheduled’ auto Scheduled download of the custom image in
combination with subsequent automatically
started execution. No user interaction.

never immediate Execution of the custom image is started
immediately. This requires that a custom image
is already available on the iRMC S4 SD card and
offered for selection.

Table 11: Custom image settings
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Download Execute Resulting behavior
Custom Image | Custom Image

never scheduled’ Execution of the custom image is started in a
scheduled manner. This requires that a custom
image is already available on the iRMC S4 SD
card and offered for selection.

Table 11: Custom image settings

1 daily, weekly, monthly, yearly, once only

Cancel
Cancels preparing the download. Cancel only works as long as the
download has not started. Once the download is started, the Cancel
button is disabled.

Delete Selected Image
Deletes the selected image(s) from the iRMC S4 SD card.

Unmount Selected Image
Unmounts the selected image.

Custom Image Logs

The Custom Image Logs group informs you if a log file related to the custom image
is available, and, if this applies, allows you to store the log file.

Custom Image Logs

.,L:l There iz no any lag file to save,

Save

Figure 227: Online Update page - Online Update Logs

Save
Opens a confirmation dialog which offers to store the log file. The Save
button is disabled if no log file is available.
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7.18.5 PrimeCollect - Health management

The PrimeCollect page allows you to store several PrimeCollect archives on the
iRMC S4 SD card. Additionally, you can define one special “reference image”
which will not be overwritten by the ring buffer principle.

Out-of-band eLCM provided by the iRMC S4 extends and enhances the
standard PrimeCollect functionality and usability as follows:

Creating PrimeCollect archives automatically and scheduled.

Storing PrimeCollect archive files on the iRMC S4 SD card. In particular, you
can define one special “reference image” which will not be overwritten by the
ring buffer principle.

Maintaining a history of PrimeCollect archives.

Transferring PrimeCollect archives to another server via management LAN
or AIS Connect.

Displaying PrimeCollect archive contents in the iRMC S4 Web interface.
Creating PrimeCollect archives automatically and scheduled.

Creating PrimeCollect archives automatically and scheduled.

PrimeCollect archive file creating is based on the communication between the
iRMC S4 and the ServerView Agentless Service. The System Information group
in the System Overview page informs you whether the ServerView Agentless
Service is available on the server (see page 139).
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ServerView User: admin | Logout | FUIITSU
PRIMERGY RX300 58 FUIITSU ServerView® iRMC $4 Web Server Slpeutsch | BEE
P T — e n .:-.:-:- -  }Bpmh»> 55 5 :SSS>Pos=:rbHs:s?s:s::aB iiili
[+ Power M =
= e PrimeCollect
# Power Consumption Al
@ Se
IR Schedule PrimeCollect archives
[ Event Log

i~ Server Management

Status: No operation schedulsd
[ Network Settings

& Alerting Perform archive creation & download:
[# User

#l Console Redi Activate |

- Vides Rediraction {JWS)

B Virtus! Media PrimeCollect archives list

[=l Lifecycle Management
i. Updste Settings

No. Choose Created File size File name Reference file
i~ Online Update =
H 1 (8]  Thu11Sep201402:08:09PM 290 MB Ref_PrimeCollact_Archive_20140911_1404 zip Yes
i Offline Update %
i~ Custom Image
- PrimeGollect Set as referenced Delste Download
Logout .
(1) Note: The number of stored archives is limited to 7. The oldest archive will be deleted in case this limit is exceeded
Refresh
L
< >

Figure 228: PrimeCollect page - Schedule PrimeCollect archives

Schedule PrimeCollect archives

The Schedule PrimeCollect archives group allows you to configure archive
creation and download.

Schedule PrimeCollect archives

Status: Mo operation scheduled

Perform archive creation & download:

Activate

Figure 229: PrimeCollect page

Status
Displays the current status of the archive creation and update process.

Perform archive creation & download
Here you configure whether clicking Activate will start activating the
custom image immediately, automatically at a fixed date, or periodically.

immediate
Performs archive creation and download immediately.
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daily
Performs archive creation and download once a day at the
specified time.

weekly
Performs archive creation and download once a week at the
specified day and time.

monthly
Performs archive creation and download once a month at the
specified day and time.

yearly
Performs archive creation and download once a year at the
specified date.

once only
Performs archive creation and download at the specified date.

never
Never performs archive creation and download

Activate / Deactivate

Enables / disables the configuration:

— Clicking Activate starts archive creation and download corresponding
to the settings configured under Perform archive creation & download

— Clicking Deactivate stops currently processed archive creation and
download.
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PrimeCollect archives list
The PrimeCollect archives list displays the list of available PrimeCollect archives.

PrimeCollect archives list

Ho. Choose Created File size File name Reference file
Yes

1 'Z§Zl Thu 11 Sep 2014 02:08:09 FM 250 MB Ref_PrimeCollect_Archive_20140911_1404.zip

Download

| Set as referenced | Delete |

Figure 230: PrimeCollect page - PrimeCollect archives list

Set as referenced
Marks the currently selected archive as the reference archive. If the list

contains only one archive, this archive will automatically serve as the
reference archive.

Delete
Deletes the selected archive from the list.

Download
Opens a file browser dialog allowing you open or save the selected

archive.
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8 iIRMC S4 via Telnet/SSH
(Remote Manager)

A Telnet-based interface is available for the iRMC S4. This is known as the
Remote Manager. You can call the Remote Manager over any Telnet/SSH
client.

The iRMC S4 supports secure connections over SSH (Secure Shell). The
Remote Manager interface is identical for Telnet and SSH connections. In
principle, any Telnet/SSH client that interprets VT100 sequences can be used
to access the iIRMC S4. It is nevertheless recommended that the iRMC S4 web
interface or the ServerView Remote Management Frontend (referred to below
simply as the Remote Management Frontend) be used.

This chapter describes operation of the iRMC S4 from the Remote Manager and
the various functions in detail. The end of the chapter also provides a brief
overview of SMASH CLP.
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8.1 Requirements on the managed server

Access via Telnet must be activated for the iIRMC S4 (see the section "Ports and
Network Services - Configuring ports and network services" on page 257).

Access via the Telnet protocol is deactivated by default for security
reasons, as passwords are transmitted in plain text.

Since the ServerView Operations Manager does not know the value of
the management port, the Remote Management Frontend works with the
default value.

Since a connection is not automatically established when the Remote
Management Frontend is started, you can correct any nonstandard value
for the management port after the Remote Management Frontend has
been started.
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8.2 Operating Remote Manager

Operation of Remote view is described on the basis of the example in
figure 231, which shows an excerpt from the main menu of the Remote
Manager.

Main Menun

(1] Sv=tem Information...

(2] Power HManadgenent...

[3) Enclosure Information...
(4] Serwvice Processor...

(5] RAID Management...

(] Change password
ir] Console Bedirection [(EM3/SAC)
[2] Start a Commomand Line shell...
(1) Con=ole Logging

Enter =selection or (0) Lo guit:

Figure 231: Operating the Remote Manager

» Select the required menu item by entering the number or letter which
precedes the menu item, e.g. “c” for “Change password”.

Functions that the user is not permitted to use are indicated by a dash (-)
and functions that are not available are indicated by an asterisk (*).

» Press [0] or the key combination (D] to close the Remote Manager. An
appropriate event will be written to the event log.
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8.3 Overview of menus

The Remote Manager menu for the iRMC S4 has the following structure:
e System Information
— View Chassis Information
— View Mainboard Information
— View OS and SNMP Information
— Set ASSET Tag
e Power Management
— Immediate Power Off
— Immediate Reset
— Power Cycle
— Poweron
— Graceful Power Off (Shutdown)
— Graceful Reset (Reboot)
— Raise NMI (via iRMC S4)
e Enclosure Information
— System Eventlog
— View System Eventlog (text, newest first)
— View System Eventlog (text, oldest first)
— Dump System Eventlog (raw, newest first)
— Dump System Eventlog (raw, oldest first)
— View System Eventlog Information

— Clear System Eventlog
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Internal Eventlog

— View Internal Eventlog (text, newest last)
— Dump Internal Eventlog (raw, newest last)
— View Internal Eventlog Information

— Clear Internal Eventlog

— Change Internal Eventlog mode
Temperature

Voltages/Current

Fans

Power Supplies

Memory Sensor

Door Lock

CPU Sensors

Component Status (Lightpath)

List All Sensors

e Service Processor

Configure IP Parameters

List IP Parameters

Toggle Identify LED

Reset iRMC S4 (Warm reset)
Reset iRMC S4 (Cold reset)

e RAID Management

Controller information

Physical device information
Logical device information
Array configuration information
BBU status

iRMC S4
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Change password
Console Redirection (EMS/SAC)

Start a Command Line shell

e Console Logging
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8.4 Loggingin

When connecting to the iRMC S4, you are required to enter your login
credentials (username and password). As soon as a connection to the iRMC S4
has been established, the main menu window of the Remote Manager
(Telnet/SSH window) is displayed at the terminal client at the remote
workstation.

Depending on whether ServerView agents have already been started at some
point on the system, the main window is shown with or without system
information.

When logging in over an SSH connection: If the host key of the managed
server is not yet registered at the remote workstation, the SSH client
issues a security alert with suggestions on how to proceed.

£ iRMC 52 Remote Manager

login as: admin L
adminf111.11,11.11's password:
FEEEFE LT F TR LT LI T TS F AL AL FFELEF AL LT HES

1?

Welcome to PRIMNERGY Remote Manager
Firmware Revision 5.22A4 / V3.10L6P3
ZDRR 3.09 ID 0z63 RE30036
Firmware huilt OQct 259 2010 08:55:42

P
]

LR AR AR AR R R R R R R R R R R R R AR R R R R R LR LR E]

Swstem Type : PRIMERGY RE3I00 36

Zystem ID : TLeTOOO045

System MName : RE30036Z (111.11.11.11)

Swstem OF : Windows Server 2008 B2 Datacenter Edition (x64d)

SJystem Status:
Powyer 3Jtatus : On
bzzet Tag HE: 3

HMain HMenu

(1) System Information...
(2) Power Management...

[3) Enclosure Information...
[4) Service Processor...

(2] Change password
[r] Console Redirection (EMS/3LC)
[3) Start & Command Line shell...
(1) Con=sole Logging

Enter selection or (0) to guit:

Figure 232: Remote Manager: Main menu window (with system information)
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# iRMC S4 Remote Manager =3
-

login as: admwin
adiminfm=123irme' s passwvord:
ol o ol o o o o o o ol o o ol o o o o o o o

*  Welcome to PRIMERGY Remote Manager *
* Firmware Revision 7.0F (1.00) *
* SDER 3.17 ID 0342 TX14032 *

* Firmware built Jul 29 2013 05:05:37 CEST *
ol o ol o o o o o o ol o o ol o o o o o o o

Svystem Type : PRIMERGY TX140 32
Zvstem ID : FEIO113000032
System MName @ - unknown -
System OF : - unknown -

System Status: OE (Identify LED is OFF
FPower Status : Off
Lzzet Tag : System Asset Tag

Hain Menu

(1) Zystem Information...

[2) Power Management...

[3) Enclosure Information...
(4] Zerwvice Processor...

(5] ERAID Management...

(o) Change password
[*) Console Redirection (EM3/SAC)
(=2) Start & Command Line shell...
(1) Console Logging

Enter selection or (0] to guit: I

Figure 233: Remote Manager: Main menu window (without system information)

The Remote Manager window contains information on the affected system. This
information identifies the server and indicates its operating status (Power
Status). Some details (e.g. the System Name) are only shown for servers and
only if the server is configured appropriately.

» In order to be able to use the Remote Manager, you must log in with a user
name and a password.

Then an appropriate event will be written to the Event log and the relevant
main menu of the Remote Manager displayed (see section "Main menu of
the Remote Manager" on page 367).

You can terminate the login process at any time using [D].
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8.5

Main menu of the Remote Manager

(1]
(2]
(3]
(4]
(3]

()
(r]
(=]
(1]

Enter =selection or (0] to guit:

Main Menu

System Information...
Fower Management...
Enclosure Information...
Zerwvice Processor...
RAID HManagement...

Change password
Console Redirection (EM3/3L4C)
SJtart a Command Line shell. ..
Console Logging

Figure 234: Remote Manager: Main menu

The main menu of the Remote Manager provides the following functions:

System Information... View information on the managed

server and set the Asset Tag

(see section "System Information -
Information on the managed server"
on page 371).

Power Management... Power the server up or down.
(see section "Power Management" on
page 373).

Enclosure Information... Request information on the current

system status, e.g. check error and
event messages from the error log
and event log (temperature, fan, etc.)
(see section "Enclosure Information -
System event log and status of the
sensors" on page 374).

Table 12: Main menu of the Remote Manager
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Service Processor...

Configure the iRMC S4 (e.g. update
firmware or change IP address)
(see section "Service processor - IP
parameters, identification LED and
iRMC S4 reset" on page 378).

RAID Managerment..

Information on RAID controllers,
physical and logical devices, array
configuration and BBU status.

(see section "RAID Management" on
page 379).

Change password

Change the password
(see section "Change the password"
on page 371).

Console Redirection (EMS/SAC)

Text console redirection

(see section "Console Redirection
(EMS/SAC) - Start text console
redirection" on page 380).

Start a Command Line shell...

Start a command line shell

(see section "Start a Command Line
shell... - Start a SMASH CLP shell" on
page 380).

Console Logging

Redirect output of messages to the
text console

(see section "Console Logging -
Redirect message output to the text
console (serial)" on page 381).

Table 12: Main menu of the Remote Manager
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8.6 Required user permissions

In table 13 is given an overview of the user permissions which are required in
order to use the individual Remote Manager functions.

Remote Manager menu items Permitted with §| Required
IPMI privilege Q|| permission
level
)
o |
L £E|9 |
£ 12|52
o |low| s |8
O |« w c
&’ » | c |W
ol8 e
" 3|59
2 S|E|g)s
£l. 22|38 |bd
29 3|3 | |@
E|® 212|060
= b [ = = o
z(E/ 8805|525
O |« |O|DflOo |0 |5 |x
View System Information... X | X | X | X
View Chassis / Mainboard, / OS Information X
Set ASSET Tag" X
Set System Name ) X
Set System Operating System Information™ X
Set System Description) X
Set System Location Information (SNMP)") X
Set System Contact Information (SNMP)” X
Power Management... X | X | X
View Enclosure Information X| X | X|X
System Eventlog - View/Dump System Eventlog X | X | XX
System Eventlog - Clear System Eventlog X | X | X
Internal Eventlog - View/Dump Internal Eventlog X | X | XX
Internal Eventlog - Clear Internal Eventlog X[ X | X|X
Sensor overviews (Temperature, Fans ...) X | X | XX
View Service Processor... X| X | X|X
Service Processor... - List IP Parameters X
Service Processor... - Configure IP Parameters X

Table 13: Permissions to use the Remote Manager menus
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) Action is only possible if no agents are running.

2) System-dependent feature

Table 13: Permissions to use the Remote Manager menus

Remote Manager menu items Permitted with §l Required
IPMI privilege § permission
level
(]
oo
L £E|9 |
£1%/3 |2
olm|c |8
O |g |W |
|0 g |uw
ol8 o
= 8|89
$ S|E 25
s | . 2|28 |&
K] o 3 S | ¢ o)
E|® S 2|0 |0
E 3 t Y Y Pl
o 5|2/205|5 25
O |« |O D O |0 |> |x
Service Processor... - Toggle Identify LED X[ X | X|X
Service Proc. ... - Reset iRMC S4 (warm/cold reset) X | X
View RAID Management.?) X | X
View Controller information? X | X
View physical device information? X | X
View logical device information? X | X
View array configuration information? X | X
View BBU status 2 X | X
Change Password X
Console Redirection (EMS/SAC) X | X | X
Start a command Line shell... X[ X|X|X
Console Logging X | X | X
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8.7 Change the password

The Change password menu item allows a user with the privilege Configure User
Accounts (see page 62) to change their own password or the passwords of other
users.

8.8 System Information -
Information on the managed server

The following menu appears if you choose System Information... from the main
menu:

Gystem Information Menu

(1) View Chassis Information
(2] View Mainboard Information
[3) View 08 and 3WNMP Information

(4] Set ALISET Tag

[*) Set System Name

[*)] Set 3ystew Operating 3ystem Information
[*] Set 3ystew Description

[*)] Set Systemw Location Information (SHNMP)
[*) Set 3ystew Contact Information ([(3NHP)

Enter selection or (0] to guit:

Figure 235: Remote Manager: System Information menu

The submenu contains the following functions:

View Chassis Information Information on the chassis of the managed
server and its product data.

View Mainboard Information Information on the mainboard of the managed
server and its product data.

View OS and SNMP Information | Information on the operating system and the
ServerView version of the managed server and
on the SNMP settings.

Table 14: System Information menu
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Set ASSET Tag Sets a customer-specific asset tag for the
managed server.

Table 14: System Information menu
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8.9 Power Management

The following menu appears if you choose Power Management... from the main
menu:

Power Management Menu

(1) Immediate FPower Off
(2] Immediate EReset

(3] Power Cwvole

[*] Power On

[5) Graceful Power Off [(Shutdown)
[6) Graceful Feset [Beboot)

Enter selection or (0) to cguit:

Figure 236: Remote Manager: Power Management menu

The submenu contains the following functions:

Immediate Power Off Powers the server down, regardless of the status of
the operating system.

Immediate Reset Completely restarts the server (cold start),
regardless of the status of the operating system.

Power Cycle Powers the server down completely and then
powers it up again after a configured period.

Power On Switches the server on.

Graceful Power Off Graceful shutdown and power off.

(Shutdown) This menu item is only available if ServerView
agents are installed and signed onto the iRMC S4 as
“Connected”.

Graceful Reset (Reboot) | Graceful shutdown and reboot.

This menu item is only available if ServerView
agents are installed and signed onto the iRMC S4 as
“Connected”.

Table 15: Power Management menu
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8.10 Enclosure Information -

System event log and status of the sensors

The following menu appears if you choose Enclosure Information... from the main
menu:

e
ri)
el
()
rf)
[§23]
rd)
fza)
=
=]
r1)

Enter selection or (0) to guit:

Enclosure Information Menu

3ystem Ewventlodg
Internal Ewventlog
Temperature
Voltages/Current
Fans

Fower 3Jupplies
Door Lock
Hemory Sensors
CPU Sensors
Component 3tatus
List 4ll Sensors

Figure 237: Remote Manager: Enclosure Information menu
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The submenu contains the following functions:

System Eventlog

Call the System Eventlog menu (see the section "System
Eventlog" on page 376).

Internal Eventlog

Call the internal Eventlog menu (see the section
“Internal Eventlog" on page 377).

Temperature Display information on the temperature sensors and
their status.

Voltages/Current Display information on the voltage and current sensors
and their status.

Fans Display information on the fans and their status.

Power Supplies

Display information on the power supplies and their
redundancy status.

Door Lock

Display information on whether the front panel or
housing are open.

Memory Sensors

Display information on the memory statuses.

CPU Sensors

Localize the processors of the server.

Component Status

Display detailed information on all sensors that have a
PRIMERGY diagnostic LED.

List All Sensors

Display detailed information on all sensors.

Table 16: Enclosure Information menu
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System Eventlog

The following menu app
Information... submenu:

ears if you select System Eventlog from the Enclosure

Gystem Eventlog Menu
(1) View 3ystem Ewventlog (text, hewest firsc)
(2] View System Eventlog [(text, oldest first)
[3) Dump 3ystewm Ewventlog (raw, hewest first)
(2] Dump Systew Eventlog (raw, oldest first)
[5) View System Eventlog Information
[6) Clear 3ystem Ewventlog
Enter selection or (0] to gquit:

Figure 238: Remote Manager: System Eventlog menu

The submenu contains the following functions:

View System Eventlog
(text, newest first)

The contents of the System Event log are output to
screen in a readable form and in chronological order
(the most recent entry first).

View System Eventlog
(text, oldest first)

The contents of the System Event log are output to
screen in a readable form and in reverse chronological
order (the oldest entry first).

Dump System Eventlog
(raw, newest first)

The contents of the System Event log are dumped in
chronological order (the most recent entry first).

Dump System Eventlog
(raw, oldest first)

The contents of the System Event log are dumped in
reverse chronological order (the oldest entry first).

View System Eventlog
Information

Display information on the System Event log.

Clear System Eventlog

Clear the contents of the System Event log.

Change System
Eventlog mode

Changes the buffer mode of the System Event Log
from Ring Bujffer mode to Linear Buffer mode and vice
versa.

Table 17: System Eventlog menu
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Internal Eventlog

The following menu appears if you select Internal Eventlog from the Enclosure
Information... submenu:

Internal Eventlog Menu

(1) View Internal Ewventlog [(text, hewest last)
(2] Dup Internal Eventlog (raw, newest last)
[3) View Internal Eventloyg Information

(4) Clear Internal Ewentlog

(5] Change Internal Eventlog mode

Enter selection or (0) to guit:

Figure 239: Remote Manager: Internal Eventlog menu

The submenu contains the following functions:

View Internal Eventlog | The contents of the internal event log are output to

(text, newest last) screen in a readable form and in reverse chronological
order (the most recent entry last).
Dump Internal The contents of the internal event log are dumped in

Eventlog (raw, newest | reverse chronological order (the most recent entry
last ) last).

View Internal Eventlog | Display information on the internal event log.
Information

Clear Internal Eventlog | Clear the contents of the internal event log.

Change Internal Changes the buffer mode of the internal event log from
Eventlog mode Ring Buffer mode to Linear Buffer mode and vice versa.

Table 18: Internal Eventlog menu
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8.11 Service processor - IP parameters,
identification LED and iRMC S4 reset

The following menu appears if you choose Service Processor... from the main
menu:

Jervice Processzor HMenu

(1) Configure IP Parameters
(2] List IP Parameters

(31 Toggle Identify LED

(4] Reset iBMNC 24 (Warm reset)
[5) Re=zet iBRMC 234 (Cold reset)

Enter gelection or (0) to guit:

Figure 240: Remote Manager: Service Processor menu

The submenu contains the following functions:

Configure IP Parameters | Configure the IPv4 / IPv6 address settings of the
iRMC S4 in a guided dialog. Please refer to section
"Network Interface Settings - Configure Ethernet
settings on the iIRMC S4" on page 250 for details in
the individual settings.

List IP Parameters Display the IP settings.

Toggle Identify LED Switch the PRIMERGY identification LED on/off.
Reset iRMC S4 Reset the iIRMC S4. The connection is closed.
(Warm reset) Only the interfaces are re-initialized.

Reset iRMC S4 Reset the iIRMC S4. The connection is closed.
(Cold reset) The entire iIRMC S4 is re-initialized.

Table 19: Service Processor menu

It is recommended that you reboot the server after a Reset iRMC S4 (Cold
Reset) or Reset iRMC S4 (Warm Reset) (see page 201).
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8.12 RAID Management

The following menu appears if you choose RAID Management... from the main
menu:

RAID Management Menu

¢1> GController information

(2> Physical device information

¢3> Logical device information

¢4> Array configuration information
¢5> BBU status

Enter zelection or (B> to guit:

Figure 241: Remote Manager: Service Processor menu

The submenu contains the following functions:

Controller Information Provides information on each RAID controller on
the managed server.

Physical Device Information | Provides information on each RAID physical disk
on the managed server.

Logical Device Information | Provides information on the each RAID logical
drives on the managed server.

Array configuration Provides information on array configuration.
information
BBU status Provides information on status of the battery

backup units (BBU).

Table 20: Service Processor menu
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8.13 Console Redirection (EMS/SAC) -
Start text console redirection

You can start console redirection with the Console Redirection (EMS/SAC) item
from the main menu.

m Text-based console redirection only works over the LAN with Serial 1.

If console redirection is also to be used while the operating system is
running, the Serial 1 Multiplexer must be set to System.

Use the keyboard shortcut "<ESC>(" or "~." (tilde dot) to exit the text
console.

It is possible that only one of these options will work, depending on the
type of PRIMERGY server used.

8.14 Start a Command Line shell... -
Start a SMASH CLP shell

Start a Command Line shell... in the main menu allows you to start a SMASH CLP
shell. SMASH CLP stands for “Systems Management Architecture for Server
Hardware Command Line Protocol”. This protocol permits a Telnet- or SSH-
based connection between the management station and the managed server.
For further details on SMASH CLP, please refer to section "Command Line
Protocol (CLP)" on page 383.

When you select (s) Start a Command Line shell... from the main menu, the
following window appears:

Ghell Menu

(1) 3tart 3MASH CLP shell...

Enter selection or [0 Lo guit:

Figure 242: Remote Manager: Start a SMASH CLP shell... menu

» Choose (1) Start a SMASH CLP shell... to start the SMASH CLP shell.
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8.15 Console Logging - Redirect message
output to the text console (serial)

The Console Logging item in the main menu allows you to redirect message
output (logging) to the text console (serial interface).

When you select (1) Console Logging from the main menu, the following window
appears:

Console Logging Menu

(1) Change Logging Fun state

(2] Clear Console Logging buffer

(3] Replay Console ([(Fast mode)

(4] Eeplay Console [(Continuous mode)

Enter selection or (0) to guit:

Figure 243: Remote Manager: Console Logging menu

The submenu contains the following functions:

Change Logging Run state Show and change the logging run state.
For a more detailed description, see
"Console Logging Run State Menu" on

page 382
Clear Console Logging buffer Clear the console logging buffer.
Replay Console (Fast mode) Show the console log (in fast mode)

Replay Console (Continuous mode) | Show the console log
(in continuous mode)

Table 21: Console Logging menu
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Console Logging Run State Menu

Console Logging Run State Menu
S3tate: STOPPED [(Mormal Mode)

(] 3tart Console Logging
[(*)] Btop Console Logging

(L] Toggle to Text Hode
(*) Toggle to Normal MHode

Enter selection or (0) to guit:

Figure 244: Remote Manager: Console Logging Run State menu

The Console Logging Run State Menu provides the following functions:

Start Console Logging

Start output of messages to the text console.

Stop Console Logging

Stop output of messages to the text console.

Toggle to Text Mode

Switch to text mode.
All escape sequences are filtered out before messages
are output to the console.

Toggle to Normal Mode

Switch to normal mode.

In normal mode, only the following escape sequences
are filtered out before messages are output to the
console:

<ESC>(

<ESC>stop

<ESC>Q

<ESC>R<ESC>r<ESC>R

<ESC>n

This means that color, pseudo-graphics, etc. can also
be represented to a limited extent.

Table 22: Console Logging Run State menu
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8.16 Command Line Protocol (CLP)

The iRMC S4 supports various text-based user interfaces, known as user
shells, which can be configured differently for individual users.

The System Management Architecture for Server Hardware (SMASH) initiative
defines a number of specifications with the following objectives:

— Provision of standardized interfaces for managing heterogeneous computer
environments,

— Provision of an architecture framework with uniform interfaces, hardware
and software discovery, resource addressing and data models.

You can find further information on SMASH under the following link:

http://www.dmtf.org/standards/smash

SMASH CLP syntax

SMASH CLP specifies a common command line syntax and message protocol
semantics for managing computers on the Internet and in enterprise and
service provider environments. You can find detailed information on SMASH
CLP in the DMTF document “Server Management Command Line Protocol
Specification (SM CLP) DSP0214”.

The general syntax of the CLP is as follows:
<verb> [<options>]1 [<target>] [<properties>]

<verb>
Verbs specify the command or action to be executed. The list of verbs
describes the following activities, for instance:

— Establish (ser) and retrieve (show) data,

— Change the status of a target (reset, start, stop),
— Manage the current session (cd, version, exit),
— Return information on commands (kelp).

In iIRMC S4 systems, the verb oemfujitsu also allows the use of special
OEM commands.
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<options>
Command options modify the action or the behavior of a verb. Options
can immediately follow the verb in a command line and must always be
introduced by a dash ("-").

Options allow you to, for instance,

— define the output format,

— permit recursive execution of a command,
— display the version of a command or

— request help.

<target>
<target> specifies the address or the path of the object to be manipulated
by the command, i.e. the target of the command. This can be a single
managed element such as a hard disk, a network adapter (Network
Interface Card, NIC), or the management program (Management
Assistance Program, MAP) itself. Targets can, however, also be services
such as a transport service.

Several managed elements which can be managed by the management
program can be subsumed under a single <target>, for instance the
entire system.

Only one <target> may be specified for each command.

<properties>
<properties> describe the properties of the target of the command which
are required to execute the command. Thus, <properties> identify the
properties of the target’s class that are to be retrieved or modified by the
command.

User data in the CLP (overview)

Data within the CLP is structured hierarchically. The command cd allows you to
navigate within this structure.

Hierarchy of the CLP commands

An overview of the CLP command hierarchy is shown in table 23 on page 385.
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Table 23: Hierarchy of the CLP commands
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9 Configuring iRMC S4 using the
Server Configuration Manager

You can use the Server Configuration Manager to
— configure power consumption control via iRMC S4 on the managed server,
— configure power supply redundancy via iRMC S4 on the managed server,
— configure AVR title, licence key and other features on the iRMC S4,
— configure iRMC S4 time settings
— configure iRMC S4 for providing virtual media,
— configure iRMC S4 DNS registration,
— configure iRMC S4 DNS server,
— configure iRMC S4 Email alerting,
— configure iRMC S4 Email format settings
— configure iRMC S4 SNMP alerting,
— configure local user management on the iRMC S4,
— configure a directory server for the iRMC S4
— configure the CAS service on the iRMC S4.
E Requirements:
The current ServerView agents must be installed on the managed server.

The Server Configuration Manager functions can be accessed in the following
ways:

— Locally on managed servers using the ServerView Installation Manager.

— Locally on managed Windows-based servers using the Windows Start
menu.

This is only supported for servers on which the ServerView agents for
Windows are installed.
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— On the remote workstation using the graphical interface of the Operations
Manager.

This is only supported for servers on which the ServerView agents for
Windows are installed.

This chapter in detail describes the various ways to call the Server Configuration
Manager.

For details on the Configuration Manager dialog pages, please refer to
the online help of the Server Configuration Manager.
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9.1 Calling the Server Configuration Manager
from the ServerView Installation Manager

You can call the Server Configuration Manager from the ServerView Installation
Manager (Installation Manager for short). Configuration via the Installation
Manager is of significance when installing the server. The Installation Manager
makes the Server Configuration Manager available both during preparation for
installation and as a separate maintenance program. The Installation Manager
is described in the manual “ServerView Installation Manager”.

9.2 Calling the Server Configuration Manager
from the Windows Start menu

On Windows-based servers, you can also call the Server Configuration
Manager via the Windows Start menu.

To do this, proceed as follows:

» On the managed server, select:
Start — All Programs — Fujitsu — ServerView — Agents — Configuration Tools —
System Configuration.

The System Configuration window opens:

FJ5ystem Configuration {online: "R¥100552")

Connection:  [locathost |

¥ change system selection manually OK

[~ System type choice:

I | Rack Madel

Special featres:

I~ | Remate Service Board (RSE52) installed

™ Remote Service Board (RSB installed

I card Bus Service Board (C58) is installzd
™| optional Local Wiew Panel fitted.

¥ Service LA Option

Figure 245: System Configuration window
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» Accept the preset values.
» Click OK.
The tab view of the System Configuration window opens.

You can scroll to the left and right through the tabs by clicking the arrows next
to the tabs.

Applying settings

To apply the settings made in the individual tabs, proceed as follows for each
tab:

» Click the Apply button.
» Click the Save Page button.

The iRMC S4 automatically reboots to activate the changed settings.
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9.3 Calling the Server Configuration Manager
from the Operations Manager

The Server Configuration Manager dialog boxes for configuring the iRMC S4
are also available from the graphical user interface of the Operations Manager.
This allows you to configure the iRMC S4 of the managed server from the
remote workstation via a Web interface.

Proceed as follows:

» Start the Operations Manager (refer to the manual “ServerView Operations
Manager”).

The start window of the Operations Manager opens:

S Serverliew User. administrator | Logo

Welcome to ServerView Suite:

ServerList
VView serers status and configurations
ServerList

Administratio
BTSN ne configuration tasks.
(| Server Confiquratior)| Base C ion Wiizard

Asset Management
Save and view gerver configuration data
Archive Manager | lmventory Manager

Event Management
View and configure the contents of the alarm list
Alarm hionitor | Alarm Confiquration | Threshold Manager

Menitering
Monitor server performance and power ugage
Performance Manager | Power Monitor

Update Management
Wanage saftware and firmware updates.
Update Manager | Repository Manader | Dawnload Manader | Canfiquration

Security
Manage Serverfiew's OpenDS directary service
User Management

Help
View help text about the Operations Manager,
O Suite | Links | About

Figure 246: Operations Manager: Start window
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» Choose Server Configuration from the Administration menu of the Operations
Manager start window.

This opens the following window:

S ServerView

ServerBrowser | Server Ci ion | UsersPasswords | Mational Settings | Base Configuration Wizard

Home >> Server Configuration

B
gg. EX40051L abor ServerView Configuration Manager
- pobsme-b62c02
-] PDBSM-RX104
£ PDBSM-RX20Z
-5 pdbsmerxz04
-5 pdbsmerx207?
- & pdbsm-r305-5C
-5 pdbsmerxe03
B PoBSM-Tx101
) pdbsmetx101-cross
[ PoBSM-Tx155
) pabstx1ss
[ pdbsmr-txz0s2
[ psbsm-tx1sez
[ svurn-141.5m.pobps Fsc net

&k Groups

Figure 247: Operations Manager: Server Configuration window - Server list (1) tab
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» In the hierarchy tree of the Server list tab, select the server to be configured.

This opens the following window:

S ServerView

SenerBrowser | Server C ion | UsersiPasswords | Mational Settings | Base Configuration Wizard
Server Configuration

server st | Name: pdbsm-bE2mODACO8 (11 1.111.1.83)
- AllServers
[ Poers-BaCOZ
- PDBS-TX154
) pobsm-bezcoz
(9 pdbsm-bszmo0
i) PoBPS-BE2COY
i) POBSM-BSZCOL
i~ PDBSM-BE2C03
1) pabsm-bezen7.pll sm pdbps.Fse.net
i) pdbsm-bzm00-02
i) pdbsm-bezm00-04
i) pdbsm-bezm00-05
i) pdbsm-bézmi0-06
o ]
) pdbsm-bézmin-10
- PDBSM-RX104
[ pbsm-rxznd
-5 pdbsmet155
(5 PoBsM-T2303

&k Groups

Model:

Manually select system features

Change detected system

Please select system... v

Rack Model
Localview Panel (LVP) installed

Management LAN option available

Fertig &

Figure 248: Operations Manager: Server Configuration window - Server list (2) tab

» In the right-hand side of the window, specify the details on the selected
server and confirm your entries by clicking GO... .

The first dialog of the Server Configuration manager appears.
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10 Firmware update

This chapter provides you with information about the following topics:

iRMC S4 firmware (overview)

Creating a memory stick for updating the firmware
Updating firmware images

Emergency flash

flash tools

CAUTION!

When updating / downgrading the firmware, note that the problem-free
operation of the firmware can only be guaranteed if the runtime firmware
and the SDR (Sensor Data Record) both belong to the same firmware

release.

m The current firmware versions are present on the ServerView Suite DVD 2

or can be downloaded manually from the Download section of the Fuijitsu
Technology Solutions web server.

You can obtain the up-to-date version of the ServerView Suite DVD 2 at
two-monthly intervals.

m Besides the possibility of performing a firmware update, you can also

downgrade the firmware to the previous version.

E Before updating or downgrading the firmware, read the supplementary

documentation supplied with the new firmware carefully (in particular the
Readme files).
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10.1 iRMC S4 firmware (overview)

The iRMC S4 uses two different firmware images. The two firmware images
each are stored on a 32-MB EEPROM (Electrically Erasable Programmable
Read-Only Memory):

— Firmware image 1 (low FW image)
— Firmware image 2 (high FW image)

The firmware of the iRMC S4 is not executed in the EEPROM, but is instead
loaded into SRAM memory on startup and executed there. This means that it is
possible to update both active and inactive firmware images online, i.e. with the
server operating system (Windows or Linux) running.

If an error occurs while loading the firmware from one of the images, the
firmware is automatically loaded from the other image.

E Information on the iIRMC S4 firmware and EEPROM can be found

— inthe iRMC S4 web interface, page iRMC S4 Information (see
page 173) or

— using the flash tool (see page 409).

Active and passive firmware image

One of the two firmware images is active (running) at any given time, while the
other is inactive. The firmware image that is active depends on the so-called
firmware selector (see page 397).
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Firmware selector

The firmware selector specifies the iRMC S4 firmware to be executed. Every
time the iIRMC S4 is reset and restarted, the firmware selector is evaluated and
processing branches to the corresponding firmware.

The firmware selector can have the following values:

Firmware image containing the most recent firmware version
firmware image 1

firmware image 2

Firmware image containing the oldest firmware version
Firmware image most recently updated

a A WO N =2 O

Firmware image that has been updated least recently

Depending on the update variant used, the firmware selector is set
differently after the update.

You can query and explicitly set the firmware selector

— on the iRMC $4 Information page of the iRMC S4 web interface (see
"Running Firmware" on page 175)

or

— using the flash tool (see page 409).
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10.2 Setting up the USB memory stick

You do not need the USB memory stick if you update the firmware of the
iRMC S4 in one of the following ways:

— using the ServerView Update Manager

— using ServerView Update Manager Express or ASP

— using the iRMC S4 web interface and TFTP server
Proceed as follows:

» Download the firmware iRMC Firmware Update for USB Stick from the
Download section of the Fujitsu Technology Solutions web server to a
directory on your computer.

The ZIP archive FTS_<spec>.zip can be found in your download directory.
(The <spec> part of the name provides information on the system type,
system board, firmware/SDRR version etc.)

The ZIP archive includes the following files:
— USBImage.exe
— IRMC_<Firmware-Version>.exe
— IRMC_<Firmware-Version>.IMA
» Connect the USB memory stick to your computer.
» Start the file iRMC_<Firmware-Version>.exe or the file USBImage.exe.

One of the following windows is opened depending on the file you call (see
figure 249 on page 399):
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USBImage V1.12

Image File:

X

USE Device:

L

|488 MB - YBTM Stare 'n' Go USE Device

Copy Status:

i Copy Image File Ta USE Device |

L«

Clear USE Device ‘

Figure 249: Copying the image file to the USB memory stick
(with iRMC_<Firmware version>.exe)

USBImage ¥1.12

Image File:

3

USE Device:

|‘I1? ME - JetFlazh Tranzcend USE Device

Copy Status:

Copy Image File To USE Device |

Lo

Copy USB Device To lmage File

Clear USE Device |

1

Figure 250: Copying the image file to the USB memory stick (with USBImage.exe)

. | If you have called USBImag.exe, then under Image File:, you must
explicitly specify the file iRMC_<Firmware-Version>.IMA.

» Click Clear USB Device to delete the data from the USB memory stick.
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» Click Copy Image File to USB Device to copy the file
BMC_<Firmware-Version>.IMA to the USB memory stick and extract it.

CAUTION!

This action overwrites the content of the USB memory stick.

When the copy operation is complete, the flash tools and image files are present

on the USB memory stick.

Mame

CAFDOS
CIMEMU
F0O0F_317 bin
[Fautoexec bat
FlcHeck ExE
clibmc.bat
Ecommand.cnm
config.sys
Flcvrion.exe
C¥T100,5ET
Floaostafuf.exe
Flashm.bat
FArLIrrcs4.ExE
Frraview Exe
B IPMIVIEW, INT
KERMEL.5¥5
E1 readme. kxt
FsLeer ExE
CBWBAT.IND

Site

30,720 KB
1KB
15KB
1KE
65 KB
1KB
20 KB
1KE
185 KB
G kB
42 KB
145 KB
14 KB
45 KB
KB
KB

3 KB

Type
Dateiordner
Drateiordrer
BIN-Datei

Stapelverarbeitung. ..

Anwendung

Stapelverarbeitung. ..
Anwendung for MS-...

Systemdatei
Arwendung
SET-Datei

Anwendung

Stapelverarbeitung. ..

Anwendung
Anwendung

Konfigurationseinst. ..

Systemdatei
Texkdokument
Anwendung

Konfigurationseinst. ..

Cate Modified

26,09.2012 10026
26.09.2012 10:26
29.07.2013 11:43
09.11,2007 15:02
19.05,2009 10:44
05.03.2006 10:46
16.02,2007 13:29
16.02,2007 14:40
06.08,1955 20:117
05.12,2002 15:06
22.07.2013 0&3:01
29.07.2013 1142
17.07.2013 0905
03.05.2013 10:59
03.08.2010 14:20
16.02,2007 15:11
26,07.2013 05:03
25.02,1995 200117
05.06,2004 14:12

Figure 251: Image files and flash tool on the USB memory stick.
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10.3 Updating firmware images

Since the iIRMC S4 firmware executes in the SRAM memory of the iRMC S4, it
is possible to update both active and inactive firmware images online, i.e. with
the server operating system running.

The following methods are available for updating the firmware images:
— over the iRMC S4 web interface

— using the ServerView Update Manager

— using ServerView Update Manager Express or ASP

— Update using the operating system flash tools.

If a new version of the bootloader is available, both firmware images will
be automatically flashed within the same update process.

Downgrading the firmware to the previous version

Besides the possibility of performing a firmware update, you can also
downgrade the firmware to the previous version.

The simplest way to downgrade the firmware is to store the previous-version
firmware image as the inactive firmware image in the EEPROM of the iRMC S4.
In this case, you only have to set the firmware selector to this previous-version
image (see page 193) and subsequently restart the iRMC S4 to activate the
firmware.

You can also downgrade the firmware by applying the methods described

E in the following sections. In these cases, you perform a firmware update
based on the firmware of the previous version. Special requirements to
perform the downgrade are pointed out separately in the following
sections.

10.3.1 Update via the iRMC S4 web interface

The iRMC S4 Firmware Update page allows you to update the firmware of the
iRMC S4 by providing the firmware image either locally on the remote
workstation, on a network share, or on a TFTP server (see section "IRMC S4
Firmware Update" on page 192).
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10.3.2 Update using the ServerView Update Manager

Using the ServerView Update Manager, you can start the update of the

iRMC S4 firmware via a graphical user interface or via a command line interface
(Windows and Linux). The ServerView Update Manager accesses the update
data via its Update Repository on the ServerView Suite DVD 2 or on the
management server. You update the update repository on the management
server by means of the Download Manager or by performing a manual
download from the Download section of the Fujitsu Technology Solutions web
server.

For more detailed information on firmware updates with the ServerView Update
Manager, see the “ServerView Update Manager” manual.
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10.3.3 Online update using ServerView Update Manager
Express or ASP

Under Windows and Linux operating systems, you can update the iRMC S4
firmware either using the graphical user interface of ServerView Update
Manager Express or by using the ASP (Autonomous Support Package)
command interface.

Under Windows, you can also start an ASP in the Windows Explorer by double-
clicking the corresponding ASP-*.exe file.

When downgrading the firmware, please note:
— Downgrade via Update Manager Express:

The firmware downgrade is only feasible in the Expert mode. In
addition, the Downgrade option must be activated.

— Downgrade via ASP:
— Under Windows:

You can perform the downgrade if you start the ASP by double-
clicking the corresponding *.exe file. When starting the ASP via the
CLlI, you must explicitly specify the Force=yes option.

— Under Linux:
You must explicitly specify option -f or option --force.

For more detailed information on firmware updates with Update Manager
Express and ASP, see the “Local System Update for PRIMERGY Servers”
manual.
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10.3.4 Update using the operating system flash tools

An online update using the operating system flash tools is only
performed as a recovery flash, i.e. no version check is performed.

Prerequisite:

The flash tools and the files for the firmware update must be present in
the file system of the managed server.

You use one of the following flash tools, depending on the operating system you
are running:

DOS: flirmcs4
Windows: winflirmcs4

Prerequisite:
The ServerView agents for the used Windows operation
system (32/64 bit) must be running on the managed server.

Windows (32 bit): w32flirmcs4 (No agents required.)
Windows (64 bit): w64flirmcs4 (No agents required.)
Linux: linflirmcs4

You call the flash tools in the Windows command line (flirmcs4, w32flirmcs4,
wé4flirmcs4, winflirmcs4) or at the Linux CLI (linflirmcs4).

The syntax and operands for the flash tools are described in section "Flash
tools" on page 409.
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Proceed as follows:

An online update using a USB memory stick is described below (see
section "Setting up the USB memory stick" on page 398).

» Connect the USB memory stick to the managed server.

» In the Windows command line or the Linux Command Line Interface (CLI)
switch to the drive corresponding to the USB memory stick.

» Set the firmware selector to the value 4 by calling the flash tool with the
parameter /s 4.

E.g., in the Windows command line you enter:
w32flirmcsd /b 4 orwb4flirmcsd /b 4

» Start the update of the firmware and the SDR data by calling the flash tool
with the corresponding update files.

E.g., in the Windows command line you enter:

w32flirmcs4d *.bin /i or wb4flirmcs4d *.bin /i

This flashes the new version into the inactive EEPROM.

E Firmware and SDR are flashed from the same *.bin file.

If you call the flash tool with the parameter /wr, the updated firmware
will automatically be activated once the flash has completed. In this
case, it will not be necessary to reboot the iRMC S4.

During the firmware update, the console informs you about the progress of
the update operation. If an error occurs, the update operation is aborted and
a corresponding return code is reported (see page 411).

» Restart the managed server. This automatically activates the firmware
image with the updated firmware.
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10.3.5 Update via the FlashDisk menu

For an update via the FlashDisk menu, you require a bootable USB
memory stick (see section "Setting up the USB memory stick" on
page 398).

Proceed as follows:

» Connect the USB memory stick to the managed server (directly or via
remote storage).

» Boot from the USB memory stick.

After completion of the boot operation, the data in the USB memory stick is
automatically copied to a RAM disk. The auroexec.bat file is then started
automatically.

The FlashDisk menu opens:

This FlashDisk will update iRMC FW ——> Rel. 7.02F

Normal Normal Flash Inactive EEPROM Part
If new Uersion is greater than Active EEPROM

Recovery_L Recovery Flash EEPROM Lower Part 1

Recovery_U Recovery Flash EEPROM Upper Part 2

Initial Initial Flash after Motherboard Replacement

Readme Show Firmsarg Release Notes

Reboot Reboot System

English Change Keyboard Layout German

Exit

iRMC-FW: 7.02F SDRR: 3.48 for TX30058

Fujitsu Technology Solutions (C) 2013 ~/ iRMC Team

Figure 252: FlashDisk menu

E A firmware downgrade is only possible via recovery flash.
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Normal
A normal flash is performed.

During a normal flash operation, those areas of the EEPROM that
contain the active firmware are checked to see whether they are up to
date. If one of these areas is not up to date then the corresponding area
for the inactive firmware is updated if it is not already up to date.

Recovery _L
A recovery flash for firmware image 1 (low firmware image) is carried out.

In the case of a recovery flash, the flash is performed for all three areas
of firmware image 1 without any version check.

Recovery _U
A recovery flash for firmware image 2 (high firmware image) is carried out.

In the case of a recovery flash, the flash is performed for all three areas
of firmware image 2 without any version check.

Initial
Both active and inactive firmware are flashed.

Readme
The Readme file is opened.

Reboot
An iRMC S4 warm start is performed.

English | German
Specify keyboard layout. German is set by default.

» Start the required update variant by clicking on the corresponding button.

During the firmware update, the console informs you about the progress of
the update operation. If an error occurs, the update operation is aborted. A
corresponding return code is reported (see page 411).

» Once the update operation has been completed, click on Exit, to close the
FlashDisk menu.

» Remove the USB memory stick from the managed server.
» Restart the managed server (e.g. with [Ctrl]+[Alt]+[Del]).
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10.4 Emergency flash

If the iRMC S4 firmware can no longer be executed, e.g. because the SDRs are
not compatible with the system, then you can use the emergency mode to start
the firmware running again. In emergency mode, the system automatically
branches to the bootloader and is the ready for the firmware update.

Emergency mode is indicated by the error LED (global error LED) (red)
and the identification LED (blue) flashing alternately.

To switch the managed server to emergency mode and then update the
iRMC S4's firmware, proceed as follows:

» Disconnect the power supply connector.
» Insert the connector in the socket again with the Identify key held down.
The managed server is now in emergency mode.

» Boot the server to DOS and use the recovery flash procedure to update the
iRMC S4’s firmware.

If the firmware is not active then the boot operation may take up to 2
minutes to start. You can ignore the error message “iRMC S4
Controller Error” which the BIOS outputs during this period.
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10.5 Flash tools

The flirmcs4, wé4flirmcs4, and linflirmcs4 w32flirmcs4 differ only in

E respect of the name and the environment in which they are called. This
means that the description below also applies to these tools. Instead of
“w32flirmcs4”, you simply enter “flirmcs4”, “w64flirmcs4” or “linflirmcs4”
as appropriate.

Syntax

w32flirmcs4 <filename> [<Option>]...

m <Filename> without flash options: Update firmware (same as /u)

Options
/h or /? Show this Help Info
0 Show the actual program version of ‘'w32flirmcs4’
/vNoDriverLoad Show the actual program version of ‘'w32flirmcs4’
/o Show the actual revisions of the firmware
N Flash 1st EEPROM with version check
/2 Flash 2nd EEPROM with version check
/f1 Flash forced 1st EEPROM without version check
/f2 Flash forced 2nd EEPROM without version check
ffi Flash forced inactive EEPROM without version check
/i Flash inactive EEPROM with version check
/u Flash inactive EEPROM if new version is greater than active EEPROM
fwr Initiate a warm reset of the firmware
/s [0-2] Show/Set FW Upload Selector
0: Auto inactive image
1: Image 1, low firmware image

2: Image 2, high firmware image
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/b [0-5] Show/Set FW Boot Selector
0: Auto select higher firmware version
1: Image 1, low firmware image
2: Image 2, high firmware image
3: Auto select lower firmware version
4: Auto select most recently programmed firmware
5: Auto select least recently programmed firmware
/n No console output, no user entry necessary
/noUserEntry No user entry necessary, but with console output
/logError[file] Write errors to logfile, default: w32flirmcs4.logError
/logOutput[file] Write each terminal output to logfile,
default: w32flirmcs4.logOutput
/logDebug(file] Write each internal debug output to logfile,
default: w32flirmcs4.logDebug
/ignore Flash the selected EEPROM without any checks (FW version, SDR ID)
/d [0-99] [0-99] Additional debug output [verbose level]
a) without verbose level: print whole debug output
b) one verbose level: print debug output <= verbose level
c) two verbose level: print debug output between
1st and 2nd verbose level
/e Emulation test mode (no access to iRMC, for test only)
/noExitOnError No exit and continue program after error (for test only)

99: No flash because EEPROM firmware is actual
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Return codes

Value Meaning

00 No error, program successfully terminated.

01 Arguments missing or not correct.

02 Firmware upload selector value out of range (0-2).

03 Firmware boot selector value out of range (0-5).

04 Firmware image file missing.

05 Firmware image file could not be opened.

06 Communication with BMC not possible

07 Incorrect completion code of the IPMI command.
08 The system has no iRMC S4.
09 SDR ID of the system and the flash image file are not the same.

10 Cannot allocate memory buffer.

11 File transfer failed.

12 IPMI call failed (response data size is 0).

13 HTI interface is not available.

14 HTI interface detection failed (other detection error).

15 HTI interface detection failed (ScSBB2.sys driver not available).
16 Connecting to HTI failed.

17 Flash process failed.

18 Error completion code of [F5 0B Start TFTP Flash]: 0xCB.
Data not present (TFTP Server could not provide the requested image file)

19 Error completion code of [F5 OB Start TFTP Flash]: 0xD3.
Destination unavailable (TFTP Server is not reachable).

20 Unknown completion code of [F5 0B Start TFTP Flash].
21 Wrong file size of the firmware image file.

22 Seek error with the firmware image file.
23 GetFullPathName failed.

24 Cannot load image because flash status is 0x04 (image download in progress).

25 Cannot load image because flash status is 0x08 (flash in progress).

26 Unexpected flash status of the iRMC before loading file.

27 Firmware image file does not exist.

28 Unexpected IPMI command response data size.

Table 24: Return codes of the flash tools
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Value Meaning
29 Unexpected return value from HTI function.
30 The operating system cannot run this application program.

Table 24: Return codes of the flash tools
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11  Remote installation of the
operating system via iRMC S4

This chapter gives an overview on how you to use the ServerView Installation
Manager (abbreviated to Installation Manager below) and the iRMC S4 features
"Advanced Video Redirection (AVR)" and "Virtual Media" to install the operating
system on the managed server from the remote workstation.

The chapter discusses the following specific topics:

— General procedure for the remote installation of an operating system using
storage media which are provided via the "Virtual Media" feature. In the
following, storage media provided via the "Virtual Media" feature are referred
to as virtual storage media for short.

— Booting the managed server from the remote workstation using the
ServerView Suite DVD 1 (Windows and Linux).

— Installing Windows from the remote workstation after configuration on the
managed server.

— Installing Linux from the remote workstation after configuration on the
managed server.

The description focuses primarily on the handling of the virtual storage media.
Itis assumed that readers are familiar with the Installation Manager functionality
(see the manual "ServerView Installation Manager").

Prerequisites for the remote installation of the operating system via
iRMC S4:

— The iRMC S4’s LAN interface must be configured
(see page 43).

— The license key for the use of the iRMC S4 functions “Advanced
Video Redirection (AVR)” and “Virtual Media” must be installed (see
page 176).
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11.1 Installing the operating system viaiRMC S4
- general procedure

For the Installation Manager, the remote installation of the operating system via
iRMC S4 represents a local configuration and installation of the operating
system on the managed server which you perform from the remote workstation
via the AVR window using virtual media.

The following steps are required in order to perform an installation via the
Installation Manager:

1. Connect the virtual storage medium (DVD or Installation Manager boot
image) from which you want to boot as virtual storage medium.

2. Boot and configure the managed server via DVD or the Installation Manager
boot image.

3. Use the Installation Manager at the remote workstation to install the
operating system on the managed server.

Installing Windows without the Installation Manager using the Windows
installation CD/DVDs

You can perform a remote installation of Windows via Virtual Media either using
the Installation Manager or exclusively using the Windows installation
CD/DVDs. The two procedures correspond in terms of the handling of the virtual
storage media.

However, you are advised to install Windows via the Installation Manager for the
following reasons:

— The Installation Manager itself identifies the required drivers and copies
these to the system.

— Allthe Installation Manager functions are available to you during installation.
This means that you can, for example, configure the entire system including
the server management settings.

— Installations without the Installation Manager have to be controlled via the
keyboard since the mouse cursor cannot be synchronized during the
installation process. In contrast, if you install using the Installation Manager
then all configuration and installation steps can be performed using the
mouse.
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— If you install without the Installation Manager then all the settings required
for mouse cursor synchronization must subsequently be performed
manually.

— Installation using the Installation Manager does not take significantly longer
than installation using the operating system CD/DVDs.

Installing Linux without the Installation Manager using the Linux

installation CD/DVD

If you know which drivers are required by the system then you can start the
Linux installation by booting from the Linux installation CD/DVD.

If the installation requires you to integrate drivers from the floppy disk then,
before starting the installation, you must set up a virtual media connection.

— to the storage medium (CD-ROM/DVD-ROM or ISO image) from which you
want to boot and

— if necessary to storage medium for driver installation.
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11.2 Connecting a storage medium as Virtual
Media

The Virtual Media functionality makes a “virtual” drive available which is located
elsewhere in the network.

The source for the virtual drive can be:

— Physical drive or image file at the remote workstation. The image file may
also be on a network drive (with drive letter, e.g. “D:” for drive D).

— Image file provided centrally in the network via Remote Image Mount.

For detailed information on the "virtual Media" feature, see chapter "Virtual
Media Wizard" on page 113.
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Connecting a storage medium as virtual storage medium at the remote
workstation

Proceed as follows at the remote workstation to establish the virtual media
connection:

» Log into the iIRMC S4 web interface with Remote Storage Enabled
permission (see page 124).

» Open the Advanced Video Redirection (AVR) page and start the AVR (see
page 322).

» Start “Virtual Media” in the AVR window (see page 115).

» Prepare the storage media as virtual storage media (see page 118):
— If installation is performed via the Installation Manager:

ServerView Suite DVD 1 or an Installation Manager boot image and
optionally a formatted USB memory stick as a status backup medium.

— If installation is performed from the vendor’s installation CD/DVD:
Windows or Linux installation CD/DVD and optional drivers.

It is recommended that the ServerView Suite DVD 1 and the
E operating system installation CD/DVD are stored in a folder as an

image file (ISO image) and that they are connected from there as

virtual storage media or provided via Remote Image Mount.

The prepared storage media are displayed in the Virtual Media dialog box.

“u Virtual Media X

-

CD/DVD Media: |

® CD Image Connect CD/DVD |

‘ - H Browse |

QE

® CD Image

(' CD/DVD Media : 11

D:i_iso_images'SVIM_11.13.08.is0 ‘vH Browse Connect CD/DVD ) —

N E

Hard disk/USB Key Media : | L3
[EU—— | e | [ connectHard diskusBkey |
Figure 253: Storage Devices dialog box: ServerView Suite DVD 1 ISO image

» Click Connect to connect the DVD ROM drive (DVD) or the Installation
Manager boot image as virtual storage media.
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Connect the ISO image (image file) provided via Remote Image Mount

You can use an image file provided via Remote Image Mount for booting from
an Installation Manager boot image.

For details on how to provide an image file via Remote Image Mount, see
section "Remote Image Mount - connecting remote ISO images" on page 333:
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11.3 Booting the managed server from

ServerView Suite DVD 1 and configuring it
with the Installation Manager

Proceed as follows at the remote workstation:

>

>

Use the iIRMC S4 web interface to start up the managed server or reboot the
server (see page 201). You can follow the progress of the boot process in
the AVR window.

During the managed server’'s BIOS POST phase, virtual storage media are
displayed as USB 2.0 devices. Virtual storage media are represented by the
following entries in the BIOS boot sequence:

— A (physical) floppy disk is represented by a separate entry
“FTS RemoteStorage FD-(USB 2.0)".

— All other virtual storage device types are represented by the shared entry
“CD-ROM DRIVE”.

If a local CD-ROM/DVD-ROM drive and a CD-ROM/DVD-ROM
drive connected as virtual media are both present at the managed
server then the managed server boots from the CD-ROM/DVD-
ROM drive provided via Virtual Image.

Press while the server is booting.

In the UEFI set-up, open the menu Boor in which you can define the boot
sequence.

Specify Boot Priority=1 (highest priority) for the ServerView Suite DVD 1
which is connected as virtual storage medium.

Save your settings and exit the UEFI setup.

The managed server then boots from ServerView Suite DVD 1 which is
connected as virtual storage.

m If the system does not boot from the virtual storage medium

(ServerView Suite DVD 1 or Installation Manager boot image):

» Check whether the storage medium is displayed during the BIOS
POST phase and connect the storage medium as a virtual medium if
necessary.

» Make sure that the correct boot sequence is specified.
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It takes about 5 minutes to boot from ServerView Suite DVD 1 via a virtual
storage medium. The boot progress is indicated during the boot process. Once
the boot process has completed, the Installation Manager startup displays a
dialog box in which you are asked to select a medium for the status backup area
(status backup medium).

» Choose Standard mode as the Installation Manager mode.

» Specify whether the configuration data is to be stored on a local replaceable
data medium or on a network medium:

Please note that if you do not select any status backup option all the
configuration data is lost when you reboot.

Status backup medium
The backup medium must not be write-protected.

A USB stick must already be connected to the USB port when
the system is booted. If you fail to do this and wish to save the
configuration file: Connect the USB stick now and reboot from
ServerView Suite DVD 1.

» Choose the option on local drive (floppy / USB stick).
» Select the corresponding drive in the box to the right of this option.

For more detailed information on creating Installation Manager
status disks, see the manual “ServerView Installation Manager”.

Connecting the status medium and/or the installation media via the network
» Set up the required shares for this purpose.

If you are making a medium with a prepared configuration
file and/or an installation medium available via the network,
you have to choose this option. Depending on your
infrastructure, you can either obtain a temporary IP
address via DHCP or manually configure an IPv4 or IPv6
address for the current Installation Manager session.

» Start the Installation Manager by clicking Continue.

Starting local deployment

The Welcome screen appears when you start the Installation Manager:
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n ServerView Installation Manager ==
Home | Orployment | Configuration | Mainienance|_infomation | Help

Current Boot Made : Legacy (MBR]

to llation M ger 11.13.05
Server Information
Type: PRIMLRGY TXI00ST  hdent-Ma: VLANDOO0S
RIS Vers: VAG53 R110 or BIOS-Dute: 1IN
294847
TMAC-Modek: RMC 53 BMC-TW: [T
RS8-Model: RSE-FW:
DiskSpace: Nai 6B RAM: 182 MBS
RAID 1 FISRAIDCHSAS 66 MAC: BT
/8 $12MB (D2676) %) )
‘iazard-based Configuration of B0 and Hardware Companents
ploy 26 well ot Ingual Cperstiong Systems
~ - Canfiguration of the Taeget System's BIOS and Hardware
C g Compenents § T
- Maintenance Tools which can be used either before an
Maintenance Instalstion on Sepatscely 3
- ersion an A Usage ieformsation sbout Serverimy Insiatation
Information Manager snd Integrated Tools

Figure 254: Installation Manager - Welcome screen

» Click Deployment to start preparation of the local installation (deployment).

To prepare the installation, the Installation Manager wizards take you
through a sequence of configuration steps that gather specifications for
configuring the system and for subsequent unattended installation of the
operating system.

Configure the local CD ROM/DVD ROM drive of the managed server
as the installation source. You can then also make the Windows
installation CD/DVD available from the CD ROM/DVD ROM drive of
the remote workstation if you connect it to the managed server as a
virtual storage medium (see section "Installing Windows on the
managed server after configuration" on page 422).

Once you have completed configuration with the Installation Manager, the
Installation Info dialog page for the Windows installation (see page 422) or for
the Linux installation (see page 424) is displayed. This allows you to start the
installation process.
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11.4 Installing the operating system on the
managed server after configuration

Once you have completed configuration, you should install the operating system
on the managed server.

11.4.1 Installing Windows on the managed server after
configuration

After configuration has been completed, the Installation Manager displays the
following dialog page:

< ServerView Fufitsu

Home. | Depl

Help

%t Configuration .

et MS Windows Server 2008 R2

- Windows 2008 Server (6) Installation Info

[ Applications (1)

I=1-Bummary
T

Bootdisk

Controller: raid controller PartitionSize: 32000 MB

OperatingSystem

Type: Windows Server 2008 Enterprise R2 Components:
G4 R2

ProductKey:

Timezone:

UserName: Organisation:
ComputerName: Admin Passwd: not set
DHCP true

SNMP

Privileges: 4 Community: public
Trap Destination: 127.001

Save the Configuration to File

[serstartbatchxml -
Mote that this file onthe serveris used as aworkfile and will be averwritten. it should not be used for permanent storage

Back | Save | Startinstallation | Cancel

Figure 255: Installation Manager - Installation Info page
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If you have configured the local CD ROM/DVD ROM drive of the managed
server as the installation source, proceed as follows at the remote workstation:

>

Clear your currently active virtual connections. For more detailed information
on clearing virtual media connections, see page 121.

Remove ServerView Suite DVD 1 from the DVD ROM drive at the remote
workstation.

Insert the Windows installation CD/DVD in this DVD ROM drive.
E Close the application if autostart is active.

Connect the CD ROM/DVD ROM drive containing the Windows installation
CD/DVD as virtual storage medium.

Inthe Installation Info page of the Installation Manager, click Start installation.
All the installation files are copied to the managed server.

The Installation Manager opens a confirmation dialog page when the copy
operation is complete and prompts you to remove all the storage media from
the removable media drives before the managed server is rebooted.

Before rebooting the system, you must in particular shut down all
current virtual media connections.

To shut down all current virtual media connections, proceed as follows:
» Start “Virtual Media” (see page 115).

The Virtual Media dialog box is displayed with the currently connected
virtual storage devices.

» “Safely remove” the storage device, i.e. ensure that no more
applications/programs are accessing the storage media.

» Click all Disconnect... buttons to remove all the virtual storage
connections.

» On the confirmation dialog page, click Ok to reboot the managed server.

Once the managed server has rebooted, you can monitor the entire installation
by means of the AVR.
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11.4.2 Installing Linux on the managed server after
configuration

E The mouse can be used but not synchronized during Linux installation.

Whenever you change a virtual storage medium, you must remove the
virtual media connection for the currently connected medium and then
connect the new medium as a virtual storage medium.

After configuration has been completed, the Installation Manager displays the
following dialog page:

S Serverlfiew sy
Home. l D | | Help, "

& Configuration . )
I Masssm%ngm SUSE Linux Enterprise Server
ERELES10 0 Installation Info

E-Applications (1)
[=-Summary

| Summary

Bootdisk Linux

Controller: raidl PartitionSize: 512

OperatingSystem

Type: SuSE Linux Enterprise Server Vi0.x (1386)
urlp:

Timezone: Europe/London

ComputerName:

DHCP true

Save the Configuration 1o File

[serstartbateh xmi o
Note that this file an he server is used as a workfile and will be overwritten. it should not be used for permanent storage.

/Back| |save | starinstalialion | |Cancel

Figure 256: Installation Manager - Installation Info

If you have configured the local CD ROM/DVD ROM drive of the managed
server as the installation source, proceed as follows at the remote workstation:

» Clear your currently active virtual media connections. For more detailed
information on clearing virtual media connections, see page 121.

» Remove ServerView Suite DVD 1 from the
DVD ROM drive at the remote workstation.
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>

Insert the Linux installation CD/DVD in this DVD ROM drive.
m Close the application if autostart is active.

Connect the CD ROM/DVD ROM drive containing the Linux installation
CD/DVD as virtual storage medium.

In the Installation Info page of the Installation Manager, click Start installation.

All the installation files are copied to the managed server. The Installation
Manager opens a confirmation dialog page when the copy operation is
complete and prompts you to remove all the storage media from the
removable media drives before the managed server is rebooted.

Before rebooting the system, you must in particular shut down all
current virtual media connections.

Before rebooting the system, shut down the current virtual media
connections.

To do this, proceed as follows:
» Start “Virtual Media” (see page 115).

The Virtual Media dialog box is displayed with the currently connected
virtual media devices.

» Click all Disconnect... buttons to remove all the virtual media connections.

» “Safely remove” the storage device, i.e. ensure that no more
applications/programs are accessing the storage media.

On the confirmation dialog page, click Ok to reboot the managed server.

Once the managed server has rebooted, you can monitor the entire installation
by means of the AVR.
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12

Appendix

The appendix provides you with information about the following topics:
"IPMI OEM Commands supported by the iRMC S4" on page 427

"Configuring the iRMC S4 via SCCI and scripted configuration" on page 454

12.1

IPMI OEM Commands supported by the
iRMC S4

This section describes a selection of OEM-specific IPMI commands supported
by the iRMC S4.

12.1.1 Overview

The following OEM-specific IPMI commands are supported by the iRMC S4:

e SCCI-compliant Power On/Off commands
(SCCI: ServerView Common Command Interface)

0115 Get Power On Source
0116 Get Power Off Source
011C Set Power Off Inhibit
011D Get Power Off Inhibit
0120 Set Next Power On Time

o SCCIl-compliant communication commands

0205 System OS Shutdown Request

0206 System OS Shutdown Request and Reset
0208 Agent Connect Status

0209 Shutdown Request Canceled

e SCCIl-compliant signaling commands

1002 Write to System Display
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e Firmware-specific commands

2004 Set Firmware Selector

2005 Get Firmware Selector

C019 Get Remote Storage Connection
CO1A Set Video Display on/off

e BIOS-specific command

F109 Get BIOS POST State
F115 Get CPU Info

e iRMC S4-specific commands

F510 Get System Status

F512 Get EEPROM Version Info

F542 Get HDD lightpath status (Component Status Signal Read)
F543 Get SEL entry long text

F545 Get SEL entry text

F5BO0 Set Identify LED

F5B1 Get Identify LED

F5B3 Get Error LED

F5DF Set Nonvolatile Cfg Memory to Default Values
F5EO0 Set Configuration Space to Default Values
F5F8 Delete User ID
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12.1.2 Description of the IPMI OEM commands

The following sections describe the individual OEM-specific IPMI commands.

12.1.2.1 Description format

The OEM-specific IPMI commands contained in this chapter are described in
the format used by the IPMI standard for describing IPMI commands.

The IPMI standard describes the IPMI commands using command tables which
list the input and output parameters for each command.

You can find information on the IPMI standards on the Internet under:

http://developer.intel.com/design/servers/ipmi/index.htm
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12.1.2.2 SCCl-compliant Power On/Off commands

01 15 - Get Power On Source

This command returns the reason for the most recent Power On. The possible
reasons are listed below.

Request Data - B8  NetFnILUN: OEM/Group
- 01 Cmd : Command Group Communication
1:3 8028 00 |ANA-Enterprise-Number FTS, LS byte first

4 15 Command Specifier
Response Data - BC
- 01
1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
01 Data Length

Power on Source: Cause of last power on

Power on | Description
Source
0x00 Software or command
0x01 Power switch (on the front panel or keyboard)
0x02 Automatic restart after power failure
0x03 Clock or timer (hardware RTC or software timer)
0x04 Automatic restart after fan failure shutdown
0x05 Automatic restart after critical temperature shutdown
0x08 Reboot after watchdog timeout
0x09 Remote on (modem RI line, SCSI termination power, LAN, chip card
reader...)
0x0C Reboot after a CPU error
0x15 Reboot by hardware reset
0x16 Reboot after warm start
Ox1A Powered on by a PCI Bus Power Management Event
0x1D Powered on by remote control via remote manager
Ox1E Reboot/reset by remote control via remote manager
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01 16 - Get Power Off Source

This command returns the reason for the most recent Power Off. The possible
reasons are listed below.

Request Data - B8  NetFnILUN: OEM/Group

- 01 Cmd : Command Group Communication
1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first
4 16 Command Specifier

Response Data - BC
- 01
1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
01 Data Length

Power off Source: Cause of last power off

Power off | Description
Source

0x00 Software (SWOFF, power off by command)
0x01 Power switch (on the front panel or keyboard)
0x02 AC power fail
0x03 Clock or timer (hardware RTC or software timer)
0x04 Fan failure
0x05 Critical temperature
0x08 Final power-off after repeated watchdog timeouts
0x0C Final power-off after repeated CPU errors
0x1D Powered off by remote control via remote manager
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01 1C - Set Power Off Inhibit

This command sets the Power Off Inhibit flag, which temporarily suppresses any
unfounded attempt to power down the server.

If the Power Off Inhibit flag is set, the firmware saves the cause of any attempt to
perform a “Power Off”, “Power Cycle” or restart of the server, but does not
perform the action. The cause of the most recent attempt to perform a “Power
Off”, “Power Cycle” or restart of the server is always saved at any given time.
The stored action is only performed when the Power Off Inhibit flag is reset.

The Power Off Inhibit flag is automatically reset after a power failure or when the
reset button is pressed.

The effect of the Power Off Inhibit flag is the same as that of the Dump flag used
when creating a main memory dump. In this case, the initiator must set the flag
before making the dump and reset it when the dump is complete.

Request Data - B8  NetFnILUN: OEM/Group
- 01 Cmd : Command Group Communication
1:3 8028 00 |ANA-Enterprise-Number FTS, LS Byte first

4 1C Command Specifier
00  ObjectID
6:7 00 00 Value ID

8 01 Data Length

9 Power Off Inhibit Flag: 0 no Inhibit, 1 Inhibit
Response Data - BC

- 01

1 Completion Code

2:4 8028 00 |ANA-Enterprise-Number FTS, LS Byte first
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01 1D - Get Power Off Inhibit
This command gets the value of the Power Off Inhibit flag.

For further details on the Power Off Inhibit flag, see the description of
"01 1C - Set Power Off Inhibit" on page 432

Request Data - B8  NetFnILUN: OEM/Group

- 01 Cmd : Command Group Communication

1:3 8028 00 IANA-Enterprise-Number FTS, LS Byte first

4 1D Command Specifier

Response Data - BC

- 01

1 Completion Code

2:4 8028 00 IANA-Enterprise-Number FTS, LS Byte first

5 01 Response Data Length

Power Off Inhibit Flag: 0 no Inhibit, 1 Inhibit
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01 20 - Set Next Power On Time

This command switches on a system at the given time independent of the stored
On/Off times in the Configuration Space.

E The command takes effect only once.

You cancel a “Power On” time previously set with a 01 20 command by
specifying the “Power On” time “0” in a subsequent 01 20 command.

Request Data - B8  NetFnILUN: OEM/Group

- 01 Cmd : Command Group Communication

1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first

20 Command Specifier
00 ObjectID
6:7 0000 Value ID

8 04 Data Length
9:12 Time (LSB first) (see below)
Response Data - BC
- 01

1 Completion Code
2:4 8028 00 |ANA-Enterprise-Number FTS, LS byte first

Time (LSB first)
Time (UNIX-specific format) when the system switches on again. Time is
NOT stored in non-volatile memory. Resolution is 1 minute. After the
system has switched on, Time is set to 0 internally.
If Time == 0, the system is not switched on.
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12.1.2.3 SCCIl-compliant communication commands

Die SCCI-compliant communication commands require that the Agent

Service is running under the OS. To execute the commands, the

iRMC S4 communicates with Agent which finally performs the action.
02 05 - System OS Shutdown Request

This command initiates shutdown of the server’s operating system.

Request Data - B8  NetFnILUN: OEM/Group

- 02 Cmd : Command Group Communication
1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first
4 05 Command Specifier

Response Data - BC
- 02
1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first

02 06 - System OS Shutdown Request and Reset

This command initiates the shutdown of the server’s operating system and
subsequently restarts the system.

Request Data - B8  NetFnILUN: OEM/Group
- 02 Cmd : Command Group Communication
1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first

4 06 Command Specifier

Response Data - BC
- 02
1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
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02 08 - Agent Connect Status

This command checks whether the agent is active.

Request Data - B8  NetFnILUN: OEM/Group

- 02 Cmd : Command Group Communication
1:3 8028 00 |ANA-Enterprise-Number FTS, LS byte first
4 08 Command Specifier

Response Data - BC
- 02
1 Completion Code

2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
5 01 Data Length

Connect Status:
00 = Connection lost, agent not connected.
01 Connection re-established, agent connected.

02 09 Shutdown Request Cancelled

This command cancels a shutdown request that has been issued.

Request Data - B8  NetFnILUN: OEM/Group

- 02 Cmd : Command Group Communication
1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first
4 09 Command Specifier

Response Data - BC
- 02

1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
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12.1.2.4 SCCIl-compliant signaling command

10 02 - Write to System Display

This command is used to write characters to the LocalView display (if
connected).

Request Data - B8  NetFnILUN: OEM/Group

- 10 Cmd : Command Group Fan Test
1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first
4 02 Command Specifier

Object Index: : Line on Display to write on.
6:7 Value ID (not used)

8 Length Number of characters to write, incremented by
one. (The string need not be null-terminated; characters
exceeding the length of a display line are truncated.)

9 Attribute:
0 = Write String left aligned.
1 = Write String centered.

10:10+n | Characters to write to the display; string need not be null-
terminated.

Response Data - BC
- 10
1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
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12.1.2.5 Firmware-specific commands

20 04 - Set Firmware Selector

This command configures the firmware image of the iRMC S4 which is to be
active after a firmware reset.

Request Data

Response Data

20 NetFnILUN: Firmware

04 CMD : Command Group Firmware

Selector:

0 = Auto (Select firmware image with highest firmware
version.)

1 = low firmware image

2 = high firmware image

3 = Auto oldest version (Select firmware image with oldest
firmware version.)

4 = MRP (Select most recently programmed firmware.)

5 = LRP (Select least recently programmed firmware.)

24

04

Completion Code
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20 05 - Get Firmware Selector

This command returns the current firmware selector setting.

Request Data - 20  NetFnILUN: Firmware

- 05 CMD : Command Group Firmware
Response Data - 24

- 05

1 Completion Code

2 Next Boot Selector:

0 = Auto (Select EEPROM with highest firmware version.)

1 = low EEPROM

2 = high EEPROM

3 = Auto oldest version (Select EEPROM oldest firmware
version.)

4 = MRP (Select most recently programmed firmware.)

5 = LRP (Select least recently programmed firmware.)

3 Running Selector; tells which firmware is currently running:
1 =low EEPROM
2 = high EEPROM
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CO0 19 - Get Remote Storage Connection or Status
Depending on the parameters passed, this command returns information on

— whether any Remote Storage connections are available,
— the status and type of any Remote Storage connection(s).

If Request Data 1 is set to “1”, the command returns information as to whether
storage media are connected as Remote Storage.

Request Data - CO0  NetFnILUN: OEM

- 19 CMD : Command Group Firmware
1 01

2 00

3 00

Response Data - C4

- 19

1 Completion Code
2 01

00: No
01: Yes, connected

00
00
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If Request Data 1 is setto “2”, the command returns information on the status and
type of any Remote Storage connection(s).

Request Data - C0  NetFnILUN: OEM
- 19 CMD : Command Group Firmware
1 02
00

3 00 = Connection 0
01 = Connection 2

Response Data - C4

- 19

—_

Completion Code

02

00

00

gl |IN

00 = Invalid / unknown

01 =idle

02 = Connection Attempt pending

03 = Connected

04 = Connection Attempts retries exhausted / failed

05 = Connection lost

06 = Disconnect pending

6 00 = Invalid / unknown
01 = Storage Server / IPMI

02 = Applet

03 = None / Not connected
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CO0 1A - Set Video Display On/Off

This command allows you to switch the local console on or off.

Request Data

Response Data

CO  NetFnIlLUN: OEM

1A Cmd : Command Group Fan Test

00 = Set Video Display On
01 = Set Video display Off

C4

1A

Completion Code

12.1.2.6 BIOS-specific commands

F1 09 - Get BIOS POST State

This command provides information whether BIOS is in POST.

Request Data

Response Data

B8  NetFnILUN: OEM/Group

F1 Cmd : Command Group BIOS

1:3 8028 00 |ANA-Enterprise-Number FTS, LS Byte first
4 09 Command Specifier
- BC
- F1
1 Completion Code

2:4 8028 00 |ANA-Enterprise-Number FTS, LS Byte first
5 [7:1] - reserved

[0]- BIOS POST State: 0=BIOSisnotin POST
1 =BIOS is in POST
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F1 15 - Get CPU Info

This command returns CPU-internal information. The iRMC S4 gets this
information from the BIOS during the POST phase.

Request Data - B8  NetFnILUN: OEM/Group
- F1  Cmd : Command Group BIOS
1:3 8028 00 IANA-Enterprise-Number FTS, LS Byte first

4 15 Command Specifier

Socket Number (0-based) of the CPU
Response Data - BC

- F1

1 Completion Code:
01 = Unpopulated CPU Socket

2:4 8028 00 IANA-Enterprise-Number FTS, LS Byte first
5:6 CPU ID, LS Byte first

7 Platform ID

8 Brand ID
9:10 Maximal Core Speed of the CPU [MHz], LS Byte first

11:12 Intel Qickpath Interconnect in Mega Transactions per
second, LS Byte first

13 T-Control Offset

14 T-Diode Offset

15 CPU data Spare
16:17 Record ID CPU Info SDR, LS Byte first
18:19 | Record ID Fan Control SDR, LS Byte first
20:21 CPU ID High Word, LS Byte first (0 if none)
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12.1.2.7 iRMC S4-specific commands

F5 10 - Get System Status

This command returns a variety of internal information on the system such as
the power state, error status, etc.

Request Data - B8  NetFnILUN: OEM/Group
- F5 Cmd : Command Group Memory
1:3 8028 00 |ANA-Enterprise-Number FTS, LS byte first

4 10 Command Specifier
5:8 Timestamp
Response Data - BC
- F5
1 Completion Code

2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first

System Status (For details see below.)

Signaling (For details see below.)

Notifications (For details see below.)
POST Code

0[N |O;

E The Timestamp is only relevant for evaluating the Notifications Byte.

System Status
Bit 7 - System ON
Bit6 -

Bit5 -

Bit 4
Bit3 -

Bit2 - Watchdog active
Bit 1 - Agent connected
Bit 0 - Post State

SEL entries available
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Signaling

Bit 7 - Localize LED
Bit6 -

Bit5 -

Bit4 -

Bit3 - CSSLED

Bit2 - CSSLED

Bit1 - Global Error LED

Bit 0

Global Error LED

Notifications

Bit 7
Bit 6
Bit 5
Bit 4
Bit 3
Bit 2
Bit 1
Bit 0

SEL Modified (New SEL Entry)
SEL Modified (SEL Cleared)

SDR Modified

Nonvolatile IPMI Variable Modified
ConfigSpace Modified

New Output on LocalView display
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F5 12 - Get EEPROM Version Info

This command returns information on the current versions (bootloader,
firmware and SDR) stored in the EEPROM(s).

Request Data - B8  NetFnILUN: OEM/Group

- F5 Cmd : Command Group Memory

1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first

4 12 Command Specifier

EEPROM# 00=EEPROM 1; 01=EEPROM 2
Response Data - BC

- F5

1 Completion Code
2:4 8028 00 |ANA-Enterprise-Number FTS, LS byte first
Status  00=Checksum Error Runtime FW, 01=0K

Major FW Revision Binary coded
7 Minor FW Revision BCD coded
8:10 Aux. FW Revision Binary coded (major/minor/res.)
11 Major FW Revision ASCII coded letter

12 Major SDRR Revision BCD coded
13 Minor SDRR Revision BCD coded
14 SDRR Revision Char. ASCII coded letter

15 SDRR-ID LSB binary coded
16 SDRR-ID MSB binary coded
17 Major Booter Revision Binary coded

18 Major Booter Revision BCD coded

19:20 | Aux. Booter Revision Binary coded (major/minor)
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F5 42 - Get HDD lightpath status (Component Status Signal Read)

This command returns information on the state of a Hard Disk Drive (HDD) slot.

Request Data - B8  NetFnILUN: OEM/Group

- F5 Cmd : Command Group iRMC
1:3 8028 00 IANA-Enterprise-Number FTS, LS Byte first
4 42 Command Specifier

Entity ID (Tuble 37-12 of IPMI 1.5 Spec.) of Component
whose Status Signal is to be read.

6 Entity Instance (0-based) of Component whose Status
Signal is to be read.

7 Sensor Type (Table 36-3 of IPMISpec.) of the Sensor which
reports the Status of the Component to which the Status
Signal is associated.

(8) Option (optional)

Bit 7:2 - Reserved

Bit 1 :Completion Code 0x02 suppressed

Bit0 -1 :Return ID String of Component Status Sensor

Response Data - BC
- F5

1 Completion Code:
01= Status Signal not available
02 = Component not present

2:4 8028 00 IANA-Enterprise-Number FTS, LS Byte first

5 Signal Status:

00 = ok

01 = Identify

02 = Prefailure Warning
03 = Failure

6 CSS and Physical LED available:

Bit 6:0 - 0= No physical LED available

Bit 6:0 > 00 = Physical LED available, Single or Multiple
Color, Code

Bit 7 = 0: No CSS Component

Bit 7 = 1: CSS Component

(7) Length of ID String of Component Status Sensor
(only present if Bit 0 in Request Byte 8 is set)

(8 .. m) |Length of ID String of Component Status Sensor in ASCII
chasracters
(only present if Bit 0 in Request Byte 8 is set)
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F5 43 - Get SEL entry long text

This command translates a given SEL entry into long text.

Request Data - B8  NetFnILUN: OEM/Group

- F5 Cmd : Command Group iRMC

1:3 8028 00 |ANA-Enterprise-Number FTS, LS Byte first

4 43 Command Specifier

5:6 Record ID of SEL record, LS Byte first
0x0000: get first record
OxFFFF: get last record

Offset in response SEL text

MaxResponseDataSize size of Converted SEL data
(16:n) in response

Response Data - BC
- F5

1 Completion Code:
2:4 8028 00 |ANA-Enterprise-Number FTS, LS Byte first
5:6 Next Record ID
7:8 Actual Record ID

9 Record type

10:13 Timestamp

14 Severity: Bit 7: 0 = No CSS component
1 = CSS component
Bit 6-4: 000 = INFORMATIONAL

001 = MINOR
010 = MAJOR
011 = CRITICAL

1xx = Unknown’
Bit 3-0: reserved, read as 0000

15 Data length  of the whole text

16:n Converted SEL data requested part
(n =16 + MaxResponseDataSize - 1)

n+1 String Terminator trailing "\0' character

448 iRMC S4



IPMI OEM Commands supported by the iRMC S4

F5 45 - Get SEL Entry Text

This command translates a given System Event Log SEL entry into ASCII text.

Request Data - B8  NetFnILUN: OEM/Group
- F5 Cmd : Command Group iRMC
1:3 8028 00 IANA-Enterprise-Number FTS, LS Byte first

4 45 Command Specifier
5:6 Record ID of SDR, LS Byte first
Response Data - BC

- F5

1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS Byte first
5:6 Next Record ID
7:8 Actual Record ID

9 Record type

10:13 | Timestamp

14 Severity: Bit 7: 0 = No CSS component
1 = CSS component

Bit 6-4: 000 = INFORMATIONAL
001 = MINOR
010 = MAJOR
011 = CRITICAL
1xx = Unknown’

Bit 3-0:  reserved, read as 0000

15 Data length
16:35 Converted SEL data
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F5 BO - Set Identify LED

This command allows you to switch the Identify LED (blue) of the server on and
off. In addition, you can set and read the GPIOs that are directly connected to
the Identify LED.

You can also switch the Identify LED on and off using the Identify switch
on the server.

Request Data - B8  NetFnILUN: OEM/Group

- F5 Cmd : Command Group BMC
1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first
BO Command Specifier

Identify LED:
0: Identify LED off
1: Identify LED on

Response Data - BC
- F5
1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first

F5 B1 - Get Identify LED

This command returns information on the status of the Identify LED (blue) of the
server.

Request Data - B8  NetFnILUN: OEM/Group

- F5 Cmd : Command Group BMC
1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first
4 B1 Command Specifier

Response Data - BC
- F5

1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
5 State of Identify LED (only bit O is relevant)
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F5 B3 - Get Error LED

This command returns information on the status of the server’s Global Error
LED (red) and CSS LED (yellow). The Global Error LED indicates the most
serious error status of the components. The CSS LED indicates, whether the
customer himself can rpair the fault.

Request Data

Response Data

B8  NetFnILUN: OEM/Group

F5 Cmd : Command Group BMC

1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first
4 B3 Command Specifier
- BC
- F5
1 Completion Code

2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
5 State of Error LED:

0 : CSS off / GEL off
1:CSS off / GEL on
: CSS off / GEL blink
: CSS on / GEL off
:CSSon/GELon
: CSS on / GEL blink
: CSS blink / GEL off
: CSS blink / GEL on

o N o o »~ WwN

: CSS blink / GEL blink

iRMC S4
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F5 DF - Reset Nonvolatile Cfg Variables to Default

This command forces all non-volatile IPMI settings to be set to default values.

Request Data - B8  NetFnILUN: OEM/Group
- F5 Cmd : Command Group BMC
1:3 8028 00 |ANA-Enterprise-Number FTS, LS byte first
4 DF Command Specifier
5:8 43 4C 52 AA = 'CLR’0Oxaa: Security Code
Response Data - BC
- F5
1 Completion Code
2:4 8028 00 |ANA-Enterprise-Number FTS, LS byte first

F5 EO - Reset ConfigSpace variables to default

This command forces all Configuration Space variables to be set to default
values.

Request Data - B8  NetFnILUN: OEM/Group
- F5 Cmd : Command Group BMC

1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first
4 EO Command Specifier

5:8 43 4C 52 AA = 'CLR’Oxaa: Security Code

Response Data - BC
- F5
1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
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F5 F8 - Delete User ID

The system supports up to 16 users. This command allows individual iRMC S4
users to be deleted.

CAUTION!

The system can no longer be managed if all iRMC S4 users are deleted.

Request Data - B8  NetFnILUN: OEM/Group
- F5 Cmd : Command Group BMC
1:3 8028 00 IANA-Enterprise-Number FTS, LS byte first

4 F8 Command Specifier
5:8 User ID (1-16)
Response Data - BC
- F5
1 Completion Code
2:4 8028 00 IANA-Enterprise-Number FTS, LS byte first
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12.2 Configuring the iRMC S4 via SCCI and
scripted configuration

This section provides information on the following topics:

— How to use an SCCI (ServerView Common Command Interface) compliant
interface for configuring the iRMC S4.

— Scripted configuration of the iRMC S4

12.2.1 iRMC S4 configuration data

Please note that the interface described below is mainly for remote
configuration and is not an SCCI implementation. It only uses the SCCI
command and configuration definitions and the SCCI file format.

12.2.1.1 Overview

The iRMC $4 stores internal configuration data in separate sections of its
NVRAM (Non-volatile RAM):

— FTS-specific ConfigSpace data, which is addressed by the firmware via an
internal description or mapping table.

— Original, manufacturer-specific OMD NVCFG data, which is accessed by
offset definitions.

Some configuration data from the original OMD NVCFG data is internally
mapped by the firmware to be accessible via ConfigSpace access methods. For
instance, DNS servers and DNS configuration of the iRMC S4 can be accessed
both via IPMI OEM LAN configuration parameters and via ConfigSpace. Both
methods access the same low level data structures in the original NVCFG area.

Non-iRMC S4-specific ServerView software components (e.g. the ServerView
Agents or the Server Configuration Manager) in some cases also map standard
IPMI related commands and configuration items, such as standard IPMI user
configuration or IPv4 network configuration. This implements an abstraction
level between the IPMI BMC layer and higher software levels.
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The SCCl is a generic application programming interface (API) defined by
Fujitsu for different Server Management Controller hardware as well as Server
Management software (e.g. ServerView Agents). It can be easily extended to
cover new commands or new configuration items. For an architectural overview
of the SCCI, see the online help of the ServerView agents.

The iRMC S4 supports remote configuration and limited scripting via the
/config URL in the iRMC S4.

Benefits of remote iRMC S4 configuration via web-based access

Remote configuration of the iIRMC S4 via web-based access provides the
following benefits:

— Uses HTTP POST operation for uploading files onto the iRMC S4. No
special tool is required. Any generic tool or scripting environments
supporting authenticated HTTP POST operations can be used. Sample
scripts can be found on the ServerView Suite DVD 2.

— Uses built-in authentication and authorization methods of the iIRMC S4 Web
server.

— Supports HTTP 1.1 Basic and Digest authentication based on RFC 2617
with local iRMC S4 user accounts.

— Features optional built-in strong encryption with standard HTTPS-based
access.

— Can be used with global user accounts (managed by an LDAP directory
service) and HTTP 1.1 Basic authentication.

If HTTP 1.1 Basic authentication is used, it is recommended that, for
encryption and confidentiality reasons, you use the HTTPS protocol
to protect the username/password combination.

— Uses a configuration file format that is based on XML. You have the option
to edit the file manually, or to export it from a reference installation or from
the Server Configuration Manager.

The configuration file can be re-used with other SCCI based installation
methods (e.g. Server Configuration Manager).

— Can be easily extended to new configuration items and new supported SCCI
commands.
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12.2.1.2 SCCiI file format

The format of the XML configuration file (.pre) used is taken from the
setup configuration help file that is installed together with the ServerView
agents on Windows platforms. A copy of this description with iRMC S4-
specific notes is shown below.

The configuration file is a based on XML syntax:

— Each configuration setting consists of a simple XML fragment starting with
a "<CMD>" tag.

— The complete sequence of configuration settings is enclosed in a pair of tags
"<CMDSEQ> and </CMDSEQ>".

The following is an example of a typical command sequence comprising two
configuration settings:

<CMDSEQ>

<CMD Context="SCCI" 0C="ConfigSpace" 0E="3800" 0I="0"
Type="SET">

<DATA Type="xsd::hexBinary" Len="1">04</DATA>

<CMD Context="SCCI" 0C="ConfigSpace" 0E="3801" 0I="0Q"
Type="SET">

<DATA Type="xsd::hexBinary" Len="1">00</DATA> </CMD>
</CMDSEQ>

The Context parameter is used internally to select the provider of the operation.
Currently, SCCI is the only supported provider.
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Parameters of SCCI provider-specific commands
The following SCCI-provider-specific commands are available:

Operation Code (0C)
Hex value or string specifying the command / operation code.

The iRMC S4 only supports a limited set of SCCI commands. For
a list of supported commands see table "SCCI commands
supported by the iRMC S4" on page 462

Operation Code Extension (OE)
Hex value for extended operation code. Default: OE=0

For ConfigSpace Read-/Write operations, this value defines the
ConfigSpace ID.

Object Index (01)
Hex value selecting an instance of an object. Default:Ol=0"

Operation Code Type (Type)
For configuration settings, the values GET (read operation) and SET (write
operation) are supported. Default: Type=GET

SET operations require data. For specifying the appropriate data
type, use the Data (DATA) parameter described below.

Cabinet Identifier (CA)
Allows you to select an extension cabinet and use its cabinet ID number.

m Do not use this parameter to request for the system cabinet!

Data (DATA)
If a SET parameter (write operation) is specified: Data type (Type
parameter), and, in some cases, data length (LEN parameter) are
required.

Currently, the following data types are supported:
— xsd::integer

Integer value

Example
<DATA Type="xsd::integer">1234</DATA>
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xsd::hexBinary

Stream of bytes. Each byte is coded in two ASCII characters. Use the
Len parameter as shown in the example below to specify the length
of the stream (i.e. the number of bytes).

The data type xsd: :hexBinary can be used without any
restriction. The number of bytes used is determined by the Len
parameter.

Example

A stream of four bytes 0x00 0x01 0x02 0x04 will be coded as
the following ASCII stream:

<DATA Type="xsd::hexBinary" Len="4">0001020304</DATA>
xsd::string

Normally used for the transfer of strings. Additionally, the string type
can be used for IPv4 addresses and MD5-based user passwords. In
this case, the string data is internally converted to the accepted target
format.

Transferring encrypted data

A Fujitsu-proprietary data encryption is supported for some sensitive
data such as user or service (LDAP/SMTP) access passwords, or the
AVR license key of the iRMC S4. You can use the iRMC_PWD.exe
program for encrypting password data (see section "Generating
encrypted passwords with iRMC_PWD.exe" on page 466).

Encrypted="1" must be set in the <DATA> tag to indicate that the
data to be written is encrypted.

Examples
Transferring the string "Hello World":
<DATA Type="xsd::string">Hello World</DATA>
Transferring a password as clear (readable) text:
<DATA Type="xsd::string">My Readable Password</DATA>
Transferring an encrypted password:

<DATA Type="xsd::string"
Encrypted="1">TpV1TIwCyHEIsC8tk24ci83JuR91</DATA>
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Transferring the IPv4 address "192.23.2.4"
<DATA Type="xsd::string">192.23.2.4</DATA>
CAUTION!

The xsd: :string data type is restricted to readable strings, IP
addresses and MD5-based user passwords.

For all other data, the xsd: :hexbinary data type must be used!

Do not directly specify the characters &, 6, i, etc. in strings
unless they are actually needed by the using application!

Both SCCI and the ConfigSpace interface do not store any
character encoding information. Thus, any non-US-ASCII-
characters will be interpreted internally by the using application
and therefore should be avoided.

If you do actually need to specify special characters, make sure
that you edit and save your file in UTF-8 format including the
correct BOM.

Command Status (Status)
After the configuration settings are transferred, the Status contains the
result of the operation. If the operation has completed successfully, the
value 0 is returned.

For a specification of all public configuration settings (ConfigSpace) see
the SCCI_CS.pdf file, which is distributed with the PRIMERGY Scripting
Toolkit.
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12.2.1.3 Restrictions

All commands specified in the .pre file are normally executed sequentially. The
following are exemptions from this rule:

— To prevent broken network connectivity, commands for IPv4 and VLAN
network configuration are executed at the end of a command sequence.

— Currently, IPv6 configuration is limited to the configuration of the non-volatile
IPv6 configuration parameters.

As a workaround, you can proceed as follows:

1. Arrange your script as follows:
a) At the beginning of the script: Disable IPv6.
b) Configure IPv6 parameters.
c) Atthe end of the script: Enable IPv6

2. Submit the script from an IPv4 address.

— The SSL certificate and the related matching private key are executed at the
end of a command sequence. Both components must be present in the
same .pre file and are checked for matching each other.

— If a power management operation for the managed server or a reboot of the
iRMC S4 is required or desired:

It is recommended (but not required) to run these commands in separate
command files. You can achieve this e.g. by splitting the configuration and
power management operations into separate tasks.

— Optional time delays between the execution of consecutive commands must
implemented outside the script.

For example, you can achieve this as follows:
1. Divide the script appropriately into separate scripts.

2. Use the functional range of the client to insert time delays between
sending the individual files.
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12.2.1.4 Exporting / importing configuration data from / on the iRMC S4

The Save iRMC $4 Firmware Settings page of the iRMC S4 web interface allows
you to save (export) the current iRMC S4 configuration data in a configuration
file (.pre). As well, you can import iRMC S4 configuration data from an existing
configuration file (.pre), i.e. load configuration data onto the iRMC S4 (for details,
see section "Save iRMC S4 Firmware Settings - Save firmware settings" on

page 181.)

To import an iRMC S4 configuration, you can alternatively send the
corresponding SCCI command file to the /config URI of the iRMC S4 via the
HTTP POST operation.
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12.2.2 Scripted configuration of the iRMC S4

This section describes provides information on the following topics:
— SCCI commands supported by the iRMC S4.

— Using various script languages for scripted configuration of the iRMC S4.

— Generating encrypted passwords with the iRMC_PWD.exe program.

12.2.2.1 List of SCCl commands supported by the iRMC S4

The SCCI commands supported by the iRMC S4 are shown in table 25:

SCCI OpCode | SCCI Command String Description

0xE002 ConfigSpace ConfigSpace Write

0x0111 PowerOnCabinet Power On the Server

0x0112 PowerOffCabinet Power Off the Server

0x0113 PowerOffOnCabinet Power Cycle the Server

0x0204 ResetServer Hard Reset the Server

0x020C RaiseNMI Pulse the NMI (Non Maskable Interrupt)

0x0205 RequestShutdownAndOff Graceful Shutdown, requires running
Agent

0x0206 RequestShutdownAndReset Graceful Reboot, requires running Agent

0x0209 ShutdownRequestCancelled Cancel a Shutdown Request

0x0203 ResetFirmware Perform a BMC Reset

ConnectRemoteFdimage Connect or Disconnect a Floppy Disk

0x0250 image on a Remote Image Mount (NFS
or CIFS Share)

0x0251 ConnectRemoteCdimage Connect or Disconnect a CD/DVD .iso
image on a Remote Image Mount (NFS
or CIFS Share)

0x0252 ConnectRemoteHdImage Connect or Disconnect a Hard Disk
image on a Remote Image Mount (NFS
or CIFS Share)

Table 25: SCCI commands supported by the iRMC S4
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12.2.2.2 Scripting with cURL

The open source command-line tool cURL allows you to transfer data specified
with URL syntax. You can download the latest version of the source code as well
as precompiled versions for different operating systems from hrp.//curl. haxx.se/.

The following are some examples of how to use curl to send a configuration file
to the iRMC S4.

For details on the curl command line options please refer to the curl
documentation.

— HTTP Access with Basic Authentication (default) and the default iRMC S4
admin account:

curl ——basic —u admin:admin ——data @Config.pre
http://<iRMC S4 IP address>/config

— HTTP Access with Digest Authentication and the default iRMC admin
account

curl ——digest —u admin:admin ——data @Config.pre
http://<iRMC S4 IP address>/config

— HTTPS Access with no certificate check (-k) and Digest authentication and
the default iRMC admin account:

curl ——digest —k —u admin:admin ——data @Config.pre
https://<iRMC S4 1P address>/config

— HTTPS Access with an LDAP user account.
Please note, that for LDAP users you have to specify Basic authentication

curl ——basic —k —u LDAPuser:LDAPpassword ——data @Config.pre
https://<iRMC S4 1P address>/config
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12.2.2.3 Scripting with Visual Basic (VB) Script

The following VB script sends a configuration file to the iRMC S4:
IP_ADDRESS = "<iRMC S4 IP address>"

USER_NAME = "admin"
PASSWORD = "admin"
FILE_NAME = ".\\ConfigFile.pre"

Const ForReading =1
Set objFSO = CreateObject("Scripting.FileSystemObject")
Set objFile = 0bjFSO.0OpenTextFile(FILE_NAME, ForReading)

1

On Error Resume Next

Set xmlHttp = CreateObject("Microsoft.XMLHTTP")

xmlHttp.0Open "POST", "http://" & IP_ADDRESS & "/config", False,
USER_NAME, PASSWORD

xmlhttp.setRequestHeader "Content-Type", "application/x—www—
form-urlencoded"

xmlHttp.Send objFile.ReadAll

Wscript.Echo xmlhttp.responsexml.xml
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12.2.2.4 Scripting with Python

#!/usr/bin/python3

import sys

import httplib2

from urllib.parse import urlencode

#

# iRMC

USER = 'admin'

PWD = 'admin'

IP_ADDR = '192.168.1.100'
#

h = httplib2.Http()

# Basic/Digest authentication
h.add_credentials(USER, PWD)

def doit(data,ausgabe=sys.stdout):

try:
resp, content = h.request("http://%s/config" % IP_ADDR,
"POST", data)
if respl'status'l == '200'

data = content.decode('utf-8")
print(data,file=ausgabe)
else:
print('STATUS:',respl'status']1,file=ausgabe)
print(str(resp),file=ausgabe)

except Exception as err:

print('ERROR:',str(err),file=ausgabe)
print()

# Example 1 - send a configuration file to the iRMC S4
try:
data = open('ConfigFile.pre').read()
doit(data)
except Exception as err:
print('ERROR:',str(err),file=ausgabe)

# Example 2 - Set Config Space Values

# 0x200 (ConfCabinetLocation) and

# 0x204 (ConfSystemContact) direct from the script

#

LocationContact = '''<?xml version="1.0" encoding="UTF-8"
standalone="yes" 7>
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<CMDSEQ>
<!—— ConfCabinetlLocation ——>
<CMD Context="SCCI" 0C="ConfigSpace" 0E="200" 0I="0" >
<DATA Type="xsd::string">%s</DATA>
</CMD>
<!-— ConfSystemContact ——>
<CMD Context="SCCI" 0C="ConfigSpace" 0E="204" 0I="0" >
<DATA Type="xsd::string">%s</DATA>
</CMD>
</CMDSEQ>

[

doit(LocationContact % ("Ostsee","Kiel"))

12.2.2.5 Generating encrypted passwords with iRMC_PWD.exe

The Fujitsu Technology Solutions iRMC password encryption and verification
Utility iRMC_PWD.exe is a Win32 program allowing you to generate encrypted
passwords for use with SCCI scripting. iRMC_PWD.exe can be used both to
encrypt a single password and to generate a SCCI batch file for scripted
configuration.

iRMC_PWD standard command line options

[-h] [-?]
This help.

[-v]
Verify an encrypted password string.
[-0] <oid>
The Object ID for the data to be encrypted.

[-u] <username>
Username for the given Object ID (optional).

[-p] <password>
Password for the given Object ID / / encrypted password string to be
verified.

[-x] <opCodeExt>
Opcode extension for the ConfigSpace data to encrypt.
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[-p] <password>
Password for the given Object ID.
Default: 1452 (ConfBMCAcctUserPassword)

Supported Values:

1452 - ConfBMCAcctUserPassword

1273 - ConfAlarmEmailSMTPAuthPassword
197A - ConfLdapiRMCgroupsUserPasswd

502 - ConfBmcRadiusSharedSecret

1A52 - ConfBmcRemoteFdImageUserPassword
1A62 - ConfBmcRemoteCdimageUserPassword
1A72 - ConfBmcRemoteHdImageUserPassword
1980 - ConfBMCLicenseKey

iRMC_PWD command line output options

[-b]
Creates the output file as a WinSCU BATCH file.

[-f] <Output File>
Specify the output file name.
Default: iRMC_pwd.txt
Default in Batch mode: iRMC_pwd.pre

Example

You want to generate a .pre file that sets/changes the username to admin
and the password to SecretPassword for the (existing) user with the oid 2.

To achieve this, enter the following command:
iRMC_PWD -0 2 —u admin -p SecretPassword -b

iIRMC_PWD will generate a .pre file with the contents shown in figure 257 on
page 468.
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iRMC PWD -o 2 -u admin -p SecretPassword -b

<?xml version="1.0" encoding="UTF-8" standalone="yes" 7>

<CMDSEQ>

<!=-- "ConfBMCAcctUserName" -->

<CMD Context="SCCI" OC="ConfigsSpace" OE="1451" 0I="2" Type="SET">
<DATA Type="xsd::string">admin</DATA>
<STATUS>0</STATUS>

</CMD>

<!=-- "ConfBMCAcctUserPassword" -->

<CMD Context="SCCI" OC="ConfigSpace" OE="1452" OI="2" Type="SET">
<DATA Type="xsd::string"

Encrypted="1">N2BZd3oLHAgcllpnHCAVIP/ItwRue4gBB3IU7Xsh</DATA>
<STATUS>0</STATUS>

</CMD>

</CMDSEQ>

Figure 257: Contents of the generated .pre file
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12.3 iRMC S4 system report

System Report is one of the features provided by PRIME COLLECT. Typically,
the information is collected by the ServerView agents running on the host
operating system and includes various types of hardware and software
information. The collected information includes, among others, iRMC S4
information (sensor, IDPROM/FRU, eventlog) as well as software and drivers
installed on the host operating, running processes etc.

Even in cases where ServerView agents are not running, a subset of this
information, comprising mainly service incidents, can be made available directly
out-of-band from the iRMC S4.

This section describes:
— Scripted download and automatic evaluation of the iRMC S4 report

— System report items provided by the iRMC S4.

12.3.1 Scripted download and automatic evaluation of the
iRMC S4 report

12.3.1.1 Scripting with cURL

Curl is an open source command line tool for transferring data specified with
URL syntax. The latest version of the source code as well as precompiled
versions for different operating systems can be downloaded from
http://curl.haxx.se/ The following are some examples of how to retrieve the
System Report file with cURL from the iRMC, for details of the cURL command
line options please refer to the cURL documentation. As default cURL sends the
retrieved data to standard output, you can redirect or pipe it into additional
processing or save the retrieved data with the —o outputfilename.

— HTTP access with Digest authentication, the default iRMC admin account
and saving (-0) to ‘report.xml’:

curl ——digest -o report.xml —u admin:admin
http://192.168.1.100/report.xml

— HTTPS Access with no certificate check (-k) and Digest authentication and
the default iRMC admin account:

curl ——-digest —k —u admin:admin
https://192.168.1.100/report.xml
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— HTTPS Access with a LDAP user account:

Please note that, for LDAP users, you have to specify basic authentication
since the authentication parameters need to be passed to the LDAP server
for verification:

curl ——basic —k —u LDAPuser:LDAPpassword
https://192.168.1.100/report.xml

12.3.1.2 Scripting with Visual Basic

Scripting is also possible with Visual Basic. The following VB script retrieves the
report.xml from the iRMC and saves it into a local file, also named report.xml:

IP_ADRESSE = "192.168.1.100"
USER_NAME = "admin"

PASSWORD = "admin"

FILE_NAME = " . \\report.xml"
ADDONS = "/report.xml"

On Error Resume Next

Function SaveBinaryData(FileName, ByteArray)
Const adTypeBinary =1
Const adSaveCreateOverWrite = 2

Dim BinaryStream
Set BinaryStream = CreateObject("ADODB.Stream")

BinaryStream.Type = adTypeBinary
BinaryStream.QOpen
BinaryStream.Write ByteArray
BinaryStream.SaveToFile FileName, adSaveCreateOverWrite
WScript.Echo "Antwort:" & BinaryStream.Read
End Function

Set xmlHttp = CreateObject("Msxml12.XMLHTTP")

xmlHttp.Open "GET", "http://" & IP_ADRESSE & ADDONS, False,
USER_NAME, PASSWORD

xmlHttp.Send

If InStr(xmlHttp.GetResponseHeader("Content-Type"), "xml") > 0
Then
SaveBinaryData FILE_NAME,xmlHttp.ResponseBody
Else
Wscript.Echo ADDONS &" not found on " &IP_ADRESSE
End If
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12.3.2 Information Sections

12.3.2.1 List of supported System Report sections in the XML

Section SubSection Remarks/ Limitations

System BIOS Only BIOS version string from ConfigSpace

Processor

Memory

Fans

Temperatures

PowerSupplies

Voltages
IDPROMS
SensorDataRecords

PClDevices Only PCI Vendor and Device Id of cards in
slots, no on-board device information

SystemEventLog

InternalEventLog
BootStatus

ManagementControllers Only iRMC S4

Table 26: List of supported System Report sections in the XML

12.3.2.2 Summary section

The generated XML contains as first section a summary section with some
information about the date and time of the record creation, the current iRMC’s
IP addresses as well as summary about the number Critical/Major and Warning
(Minor) entries in the SystemEventLog section and it has an inventory list of
available sections.

Sample output see below:

<?xml version="1.0" encoding="UTF-8"7?>
<Root Schema="2" Version="97.30F" 0S="iRMC S4"
xmins:xsi="http://www.w3.0rg/2001/XMLSchema—instance">
<Summary>
<Created>
<IsAdmin>true</IsAdmin>
<Date>2014/02/05 17:27:15</Date>
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<BuildDuration>3</BuildDuration>
<Company>FUJITSU</Company>
<Computer>iRMCFDAF9F</Computer>
<0S>iRMC S4 97.30F SDR: 3.32 ID 0342 TX140S2</0S>
<Domain></Domain>
<HostIPv4Address>10.172.103.13</HostIPv4Address>
<HostIPv6Address>fe80::219:99ff:fefd:af9f</HostIPv6Addr
ess>
</Created>
<Errors Count="1">
<Eventlog>
<Message>59 important error(s) in event
log!</Message>
</Eventlog>
</Errors>
<Warnings Count="1">
<Eventlog>
<Message>23 important warning(s) in event
log!</Message>
</Eventlog>
</Warnings>
<Content>
<Item Name="System/Bios"></Item>
<Item Name="System/Processor"></Item>
<Item Name="System/Memory"'></Item>
<Item Name="System/Fans"></Item>
<Item Name="System/Temperatures"></Item>
<Item Name="System/PowerSupplies"></Item>
<Item Name="System/Voltages'"></Item>
<Item Name="System/IDPROMS"></Item>
<Item Name="System/SensorDataRecords"></Item>
<Item Name="System/PCIDevices"></Item>
<Item Name="System/SystemEventlog"></Item>
<Item Name="System/InternalEventlog"></Item>
<Item Name="System/BootStatus"></Item>
<Item Name="System/ManagementControllers"></Item>
</Content>
</Summary>
<System>

12.3.2.3 BIOS

Since the iRMC has no access to the SMBIOS structures of the server, only a
very limited subset of information is provided. Sample output see below.

<Bios Schema="1">
<SMBIOS Version="Unknown">
<Type0O Name="BIOS Information" Type="0">
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<BiosVersion>V4.6.5.4 R1.0.0 for D3239-
Alx</BiosVersion>
</Type0>
</SMBI0S>
</Bios>

12.3.2.4 Processor

The information generated is based on the F113 and F115 OEM IPMI cmd and
is compliant with the CDiagReport.h. Sample Output see below.

<Processor Schema="1">
<CPU Boot="true">
<SocketDesignation>CPU</SocketDesignation>
<Manufacturer>Intel</Manufacturer>
<Model>
<Version>Intel (R) Xeon(R) CPU E3-1270 v3 @
3.50GHz</Version>
<BrandName>Intel(R) Xeon(R) CPU E3-1270 v3 @
3.50GHz</BrandName>
</Model>
<Speed>3500</Speed>
<Status Description="ok">1</Status>
<CoreNumber>4</CoreNumber>
<lLogicalCpuNumber>8</LogicalCpuNumber>
<LevellCacheSize Unit="KByte">256</LevellCacheSize>
<Level2CacheSize Unit="KByte">1024</Level2CacheSize>
<Level3CacheSize Unit="KByte">8192</Level3CacheSize>
</CPU>
</Processor>

12.3.2.5 Memory

The information generated is retrieved by decoding the memory SPD data as
well as evaluating the memory status and configuration sensors and is
compliant with the CDiagReport.h implementation. Sample Output see below.

<Memory Schema="2">
<Modules Count="4">

<Module Name="DIMM-2A" CSS="true">
<Status Description="empty">0</Status>

</Module>

<Module Name="DIMM-1A" CSS="true">
<Status Description="ok">1</Status>
<Approved>false</Approved>
<Size Unit="GByte">2</Size>
<Type>DDR3</Type>

iRMC S4 473



iRMC S4 system report

<BusFrequency Unit="MHz">1600</BusFrequency>

<SPD Size="256" Revision="1.2" Checksum="true">
<Checksum>

<Data>33879</Data>
<Calculated>33879</Calculated>
</Checksum>
<ModuleManufacturer>SK Hynix</ModuleManufacturer>
<ModuleManufacturingDate>2013,4</ModuleManufacturing
Date>
<ModulePartNumber>HMT325U7EFR8A-PB
</ModulePartNumber>
<ModuleRevisionCode>12372</ModuleRevisionCode>
<ModuleSerialNumber
AsString="4C633E39">1281572409</ModuleSerialNumber>

<ModuleType>UDIMM</ModuleType>
<DeviceType>DDR3_SDRAM</DeviceType>
<DeviceTechnology>256Mx8/15x10x3</DeviceTechnology>
<BufferedRegistered>None</BufferedRegistered>
<BusFrequency Unit="MHz">DDR1600</BusFrequency>
<Voltagelnterface>1.35V/1.5V</Voltagelnterface>
<BurstlLengths>8; (4);</BurstlLengths>
<CASLatencies>6;7;8;9;10;11;</CASLatencies>
<DataWith>72</DataWith>

</SPD>

<ConfigStatus Description="Normal">0</ConfigStatus>

</Module>

12.3.2.6 Fans

Fan data is retrieved/generated from FAN sensors and is compliant with the
CDiagReport.h implementation. Sample Output see below.

<Fans Schema="1" Count="2">
<Fan Name="FAN1 SYS" CSS="true">
<Status Description="not manageable">b</Status>
</Fan>
<Fan Name="FAN PSU" CSS="false">
<Status Description="not manageable">b</Status>
</Fan>
</Fans>

12.3.2.7 Temperature

The information generated is compliant with the CDiagReport.h implementation.
Sample Output see below.
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<Temperatures Schema="1" Count="7">

<Temperature Name="Ambient" CSS="false">
<Status Description="ok">6</Status>
<CurrValue>27</CurrValue>
<WarningThreshold>37</WarningThreshold>
<CriticalThreshold>42</CriticalThreshold>

</Temperature>

<Temperature Name="Systemboard" CSS="false">
<Status Description="ok">6</Status>
<CurrValue>37</CurrValue>
<WarningThreshold>60</WarningThreshold>
<CriticalThreshold>65</CriticalThreshold>

</Temperature>

12.3.2.8 Power Supplies

The information generated is compliant with the CDiagReport.h implementation.
Sample Output see below.

<PowerSupplies Schema="1" Count="1">
<PowerSupply Name="PSU" CSS="false">
<Status Description="ok">1</Status>
</PowerSupply>
</PowerSupplies>

12.3.2.9 Voltages

The information generated is compliant with the CDiagReport.h implementation.
Sample Output see below.

<Voltages Schema="1" Count="11">
<Voltage Name="BATT 3.0V" CSS="false">
<Status Description="ok">1</Status>
<CurrValue>3.24</CurrValue>
<NomValue>3.00</NomValue>
<Thresholds>
<MinValue>2.02</MinValue>
<MaxValue>3.50</MaxValue>
</Thresholds>
</Voltage>
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12.3.2.10 IDPROMS

The information generated is compliant with the CDiagReport.h implementation.
In addition, the actual name retrieved from the FRU SDR record is provided as
“Name” attribute in the instance tag. Since an entry is quite long, for an example
please check a generated file.

12.3.2.11 SensorDataRecords

The information generated is compliant with the CDiagReport.h implementation.
Since an entry is quite long, for an example please check a generated file.

12.3.2.12 PCIDevices

The iRMC does not have any direct access to PCI data and therefore can only
report a limited subset on information. This information is based on what the
server BIOS has sent with the F119 OEM IPMI cmd and which can be retrieved
with the F11A OEM IPMI cmd. Sample Output see below.

<PCIDevices Schema="1">
<Device>
<ConfigSpace>
<Vendorld>1000</VendorId>
<Deviceld>005B</Deviceld>
<SubVendorId>11D3</SubVendorId>
<SubDeviceld>1734</SubDeviceld>
<BaseClass>Mass storage controller</BaseClass>
<SubClass>RAID controller</SubClass>
</ConfigSpace>
<STot>4</Slot>
</Device>
</PCIDevices>

12.3.2.13 SystemEventLog

The information generated is compliant with the CDiagReport.h implementation.
Sample output see below.

<SystemEventlog Schema="1">
<Entry>
<Date>2014/02/05 16:48:13</Date>
<Severity>MINOR</Severity>
<ErrorCode>19000B</ErrorCode>
<Message>'DIMM-1B': Non Fujitsu Memory Module detected -
Warranty restricted!</Message>
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<Data Size="14">
<HexDump Lines="1" BytesPerlLine="14">
<Line Offset="0">
<Hex>02 4D 6B F2 52 20 00 04 E1 FE 6F AO 00
03</Hex>
</Line>
</HexDump>
</Data>
</Entry>

12.3.2.14 InternalEventLog

The information generated is compliant with the CDiagReport.h implementation.
Sample Output see below.

<InternalEventlog Schema="1">
<Entry>
<Date>2014/02/05 15:53:00</Date>
<Severity>INFO</Severity>
<ErrorCode>2300Bl1</ErrorCode>
<Message>iRMC S4 Browser http connection user 'admin'
login from 10.172.103.28</Message>
</Entry>

12.3.2.15 BootStatus

The information generated is compliant with the CDiagReport.h implementation.
Sample Output see below.

<BootStatus Schema="1">
<PowerOnReason AsString="Power Switch">1</PowerOnReason>
<PowerOffReason AsString="Software">0</PowerOffReason>
<PowerFailBehavior AsString="remain

off">1</PowerFailBehavior>

</BootStatus>
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12.3.2.16 ManagementControllers

Only information about the hosting iRMC S4 is provided. Sample Output see
below.

<ManagementControllers Schema="1">
<iRMC Name="iRMC S4"'>
<Firmware>97.30F</Firmware>
<IPAddress>10.172.103.13</IPAddress>
<IPSubnetMask>255.255.255.0</IPSubnetMask>
<IPGateway>10.172.103.1</IPGateway>
<MACAddress>00-19-99-FD-AF-9F</MACAddress>
<ManagementLANPort>0</ManagementLANPort>
<IPNominalSpeed>0</IPNominalSpeed>
</iRMC>
</ManagementControllers>
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